Characterization of the communication traffic generated by a
managed switch operating as an MPPT photovoltaic controller

Anton I. Gogushev

In the article is presented application of the technologies and methods for monitoring of IP
networks for studying of power electronic devices. An active and a passive monitoring method is
proposed to use for studying the generated traffic from a power electronic device (switch powered by
solar panel). Information about the generated traffic from the device being tested, security of the
exchanged data, packet size, and more is obtained by using different monitoring tools. The results
from the monitoring can be used to select and design the most appropriate communication network to
which the tested power electronic device can be connected. This work evaluates the communication
behavior of the Ubiquiti sunMAX SolarSwitch using standard passive network monitoring
methodology. In a controlled IP network, tools such as Wireshark and Capsa provided detailed
insights into traffic generation, protocol use, and security mechanisms. Results indicate that the
SolarSwitch produces minimal, highly structured traffic exclusively over encrypted HTTPS on TCP
port 443, with strict enforcement of secure communication through automatic redirection from HTTP.

Keywords — Network traffic characterization, Power electronic devices, Monitoring,
Monitoring tools.

Xapaxkmepusupane Ha  KOMYHUKAUUOHEH MPAQUK 2eHepupan  upe3  YnpaeiAieau
npeexntousamen pavomeuy kamo MPPT ¢pomosonmauuen konmponep (Anmon H. I'ocyuies)

Hacmoswama paspabomka npedcmags npuiodicenue Ha mexHor0Suu U Memoou 3a MOHUMOPUHZ
Ha IP mpedicu npu uzcieosane Ha Cuiogu enekmpoHHu ycmpoiicmea. Ilpednaza ce usnonseanemo Ha
aKmueen U nacueen Memoo 3a HAON0O0eHue HAa 2eHepUpanusi mpaguk Om CUIOB0 eNeKMpPOHHO
yempoucmeo  (KomMymamop, 3axpauean om coaapen nawen). Upes pasmuunu unHcmpymenmu 3a
MOHUMOPUHE ce NONYYasa UHGOPMAYUs 3a 2eHepUPanusi Mpaguxk om u3Ccie08aHOmMo yCmpoucmeso,
cuzypHocmma Ha obMmeHAHume OAHHU, pazmepa Ha nakemume u Opyu napamempu. Pezyimamume
om HabnodeHuemo moeam 0a 0vOam U3NOA36AHU 34 U3DOP U NPOEKMUPAHE HA HAU-NO00X00Auama
KOMYHUKAYUOHHA Mpedcd, KbM KOAmO 0a 0b0e C8bp3aHO U3CIe08AHOMO CUN0B0 ENeKMPOHHO
yempoucmeo. B pamkume na uscieosanemo e oyeHeHo KomyHukayuonnomo nogedenue na Ubiquiti
sunMAX SolarSwitch, xamo ca npunosicenu cmaHOAPMHU HACUBHU U AKMUBHU Memoou 3d
MoHumopuHe Ha mpedicu. B xommponupana IP cpeda uncmpymenmu xamo Wireshark u Capsa
npedocmagam O0emailiny OAHHU OMHOCHO 2eHepupanemo Ha mpag@ux, U3noa3eanume npPoOMoOKOIU U
Mexanusmume 3a cucypHocm. Pesynmamume noxaseam, ue SolarSwitch cemepupa munumanen u
cmpozo cmpykmypupan mpagux, usyanio 6azupan Ha kpunmupana HTTPS xomynuxayusa npes TCP
nopm 443, cvbc cmpukmHo npuiaeaHe HA CUSYPHA KOMYHUKAYUS 4pe3 asmoMamuyHO HPEeHacodane
om HTTP xkvm HTTPS.

1. INTRODUCTION inverters, converters,

and uninterruptible power

Monitoring and measuring traffic in [P-based
networks is an essential process. These activities help
assess the performance of the network by identifying
packet latency, evaluating traffic volume, detecting
bottlenecks and analyzing other key indicators.

As technology advances, a growing number of
power electronic devices—such as controllers,
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supplies (UPS)—are gaining the capability to connect
to IP networks. In some cases, network connectivity is
even a required feature. Consequently, it is important
to investigate the communication traffic generated by
these devices. The findings from such research can
guide the selection and design of suitable
communication networks for these devices or help
determine whether they can be integrated into existing
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network infrastructures. As a result of these studies,
recommendations can be made to select and design
the most appropriate communications network for
these devices or to determine whether they can be
integrated into existing network infrastructures [1, 2,
3,4,5]

The primary objective of this study is to conduct a
systematic examination of the characteristics of the
communication traffic generated by Ubiquiti sunMAX
SolarSwitch within the network. The investigated
apparatus is a managed network switch powered by
photovoltaic (PV) panels. It supports the charging of
batteries with nominal voltages of both 12V and 24V.
It also works as a A Maximum Power Point Tracking
(MPPT) PV controller which is an advanced
electronic device integrated into solar energy systems
to optimize the transfer of power from photovoltaic
modules to electrochemical storage units or direct
loads. Its primary function is to continuously monitor
the current—voltage (I-V) characteristics of the PV
array and dynamically adjust the operating point to
coincide with the maximum power point (MPP),
thereby maximizing energy conversion efficiency.

The investigation seeks to quantify the overall
volume of traffic, to classify the types of packets
transmitted, and to evaluate the potential for sensitive
information exposure. Of particular interest is the
possibility of intercepting authentication credentials,
such as usernames and passwords, through traffic
analysis. By addressing these aspects, the study aims
to provide a deeper understanding of both the
functional behavior of the monitored system and the
associated security implications. Furthermore, the
findings are expected to contribute to the development
of improved monitoring methodologies and to
highlight potential vulnerabilities that may arise in
practical deployments of IP-based communication
infrastructures.

2. METHODS, TECHNIQUES AND
MONITORING TOOLS

2.1. Methods and techniques for monitoring of
IP networks

Traffic characterization is essential because it
provides a clear understanding of how data flows
through a network — including the types of traffic
present, their behaviors, and their impact on overall
performance. This knowledge is fundamental for
designing, managing, and optimizing networks
effectively.

Characterizing traffic helps network engineers
determine the required bandwidth, topology, and
infrastructure to support current and future demands.
By understanding traffic patterns, organizations can
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plan capacity upgrades efficiently and prevent
congestion before it occurs [6, 7, 8,9, 10, 11].

Knowing the characteristics of network traffic —
such as packet sizes, flow durations, and burstiness —
allows administrators to fine-tune Quality of Service
(QoS) mechanisms. This ensures that delay-sensitive
applications like voice and video receive priority,
improving overall network performance and user
experience.

Traffic characterization enables effective load
balancing, traffic shaping, and scheduling. By
understanding where and when congestion occurs,
network operators can implement policies that smooth
traffic flow and maintain stable performance under
varying loads.

Establishing a baseline of normal traffic behavior
makes it easier to identify unusual patterns that may
indicate cyberattacks, intrusions, or malicious activity.
This proactive approach enhances the security and
resilience of the network.

Accurate traffic analysis helps verify compliance
with Service Level Agreements by ensuring key
performance metrics such as latency, jitter, and
throughput meet required standards. This builds trust
and reliability between service providers and clients.

Traffic characterization reveals which applications
and users generate the most load on the network. This
insight supports fair resource allocation, policy
enforcement, and capacity management.

Traffic characterization is a vital process that
supports efficient, secure, and reliable network
operation. By understanding how data behaves within
the network, engineers can design smarter systems,
enhance performance, prevent congestion, and detect
anomalies before they impact service quality [12].

2.2. Passive and active methods

In the digital era, computer networks form the
backbone of every organization’s operations. Ensuring
their reliability, performance, and security is crucial,
which is why network monitoring has become a
central part of IT infrastructure management. Network
monitoring involves continuously observing network
activity to detect issues, optimize performance, and
prevent failures.

There are two fundamental approaches to this
process — passive monitoring and active monitoring.
Each has distinct characteristics, advantages, and ideal
use cases.

Passive monitoring (Fig. 1) involves observing and
analyzing real network traffic as it naturally occurs,
without generating additional data packets or
interfering with the network’s normal operation. It
captures data directly from network devices such as
routers, switches, or taps, and then analyzes it to gain
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Monitoring station

Fig. 1. Passive monitoring

insight into performance, usage patterns, and security
events.

In passive monitoring, data packets traveling
through the network are captured and inspected. The
system records details such as IP addresses, ports,
protocols, bandwidth usage, latency, and error rates.
This data is invaluable for identifying bottlenecks,
diagnosing network problems, or detecting malicious
activity.

Common tools used for passive monitoring are
Wireshark (originally named Ethereal, the project was
renamed Wireshark in May 2006 due to trademark
issues), Tcpdump, SolarWinds Network Performance
Monitor.

Some of advantages for using passive monitoring
are that does not generate additional network traffic,
reflects real user behavior and actual network
conditions and it is ideal for long-term analysis,
forensic investigation, and security monitoring.

The active approach consists of a set of
measurement points from which measurement
packets, called beacons, are sent. When sending some
beacons packets, also called probing messages, it is
intended to detect failures such as delays or depletion
of available capacity. Active monitoring is related to
traffic caused by the blasting messages passing
through the communication network. In order to carry
out this type of measurement, the measuring systems
have to put additional (service) traffic into the
network. In the context of active measurements,
dedicated monitoring devices are strategically
deployed at predetermined locations within the IP
network. These devices generate additional traffic in
the form of probe packets, which are injected into the
monitored environment. The probe packets collect
performance-related information from the network
and subsequently transmit it to a remote monitoring
station for analysis. The data obtained through this
process is utilized to determine key parameters such
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Network Devices

Fig. 2. Active monitoring

as link bandwidth, network latency, and other critical
performance indicators. Figure 2 presents a simplified
model of the active measurement methodology [12].

3. USED TOOLS AND INSTRUMENTS

Colasoft Capsa [13] is a professional-grade
network analyzer. It is used to monitor, troubleshoot
and secure networks. Its importance lies in its ability
to capture live traffic, decode protocols, diagnose
issues automatically, and provide deep visibility into
network performance and security risks. This analyzer
is used to monitor all the generated traffic and traffic
generated by protocols.

Wireshark [14, 15] is also network analyzer. It can
capture live traffic from network interfaces in real
time. It is used to monitor and analyze the traffic in
the experimental network.

Nmap (Network Mapper) [16, 17] is an open-
source utility designed for network discovery and
security auditing, widely recognized as a fundamental
tool in cybersecurity research and practice.

4. TOPOLOGY OF THE EXPERIMENTAL [P
NETWORK

Fig. 3 presents the topology of the physical part of
the experimental network. Monitoring workstation has
Capsa, Wireshark and Nmap installed on it. It is also
used to model the modeled part of the IP network that
is used to test traffic. Established connection between
monitoring workstation and physical network is
wired.

In the experimental configuration a managed Layer
2 Ethernet switch is used.

For our experiment we wuse a sunMAX
SolarSwitch. It is a component of the solar energy
system by Ubiquiti Networks. It is designed to
manage the power supply from solar panels, ensuring
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optimal absorption of solar energy and delivering
maximum electrical flow from the panels to the solar
inverter. Essentially, SolarSwitch functions as a
switch between the solar panels and the inverter,
regulating the electrical current flowing from the
panels to the inverter.

As a mention in the introduction Ubiquiti sunMAX
SolarSwitch integrates a MPPT charge controller with
a managed Power-over-Ethernet (PoE) switch, thereby
enabling simultaneous optimization of solar energy
harvesting and distribution of electrical power to
networked devices.

One of the key aspects of sunMAX SolarSwitch is
its ability to optimize energy flow by monitoring
changes in input voltage and temperature to deliver
the best results in electricity generation. This may
involve adjusting the operating mode of the panels,
such as regulating voltage or current, to ensure more
efficient conversion of solar energy into electrical
energy.

It is important to note that sunMAX SolarSwitch is
typically part of a complete solar system that includes
solar panels, inverters, batteries (if included), and
control devices. It plays a crucial role in managing
and optimizing electricity production from solar
panels, giving users the ability to extract maximum
benefit from their solar installation.

sunMAX SolarSwitch is a vital component of
Ubiquiti Networks’ solar systems, playing a key role
in optimizing electricity production from solar panels
and providing users with a reliable and efficient
energy solution [18].

On the managed switch Port 1 is provisioned for
the uplink connection to the router/internet.

Next to Port 1 is Port 2 which is allocated to our
power electronic device, specifically the Ubiquiti
Solar Switch.

Port 3 is
workstation.

All ingress and egress traffic traversing the switch
is mirrored and forwarded to Port 3 for comprehensive
monitoring and analysis.

designated for the monitoring

Router Workstation
sl

solar _panell Monitoring
. switch {
workstation

s.v - l t
. = =
=
> Managed wllm

switch

Internet

Fig. 3. Topology of physical IP network (passive
monitoring)
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5. RESULTS

The passive monitoring method involves the
installation of a listening device within an IP network
at a predetermined location. Once deployed, the
device begins to capture and duplicate all
communication traffic that traverses it. The captured
traffic may either be stored locally on the device itself
or transmitted to a remote server for archival and
subsequent analysis. An alternative approach allows
the traffic to be observed in real time without being
recorded. In both cases, the intercepted traffic remains
unaltered; it is merely listened to, monitored, or
optionally logged.

Figure 2 illustrates a simplified model of passive
monitoring in an [P network. In this configuration, a
managed switch is used to divide the network into two
segments, with the monitoring station connected
directly to the switch. A critical requirement for this
setup is that the switch must support a port mirroring.
This feature ensures that all traffic processed by the
switch is replicated and forwarded to the designated
port, thereby granting the monitoring station complete
visibility into the network’s communication flows.
Port Mirroring is a feature on network switches that
enables the duplication of network packets seen on
one port to another port, where the packets can be
analyzed. This is  beneficial for network
troubleshooting and monitoring, allowing network
administrators to use a network analyzer to monitor
traffic of interest without affecting the network's
performance.

The study of the impact of power electronic device
on the network performance device SolarSwitch is
characterized by measurements of traffic during the
device’s startup, as well as successive measurements
of the generated traffic during continuous use. The
testing period lasted 15 minutes.

Fig. 4 illustrates the instantaneous traffic
generated by the device when it is accessed and
controlled through a web browser. The result was
obtained using Capsa Free, with the refresh interval
set to 1 second in order to achieve maximum
measurement accuracy. As shown in the figure, while
the device is being accessed remotely, the generated
traffic is around 20 KB/s, which is a very small and
almost negligible amount. The traffic is uneven,
occurring in peaks that correspond to accessing
individual pages of the device’s configuration menu
or to maintaining the communication session when
only a single configuration page is being viewed. This
result is expected, as the device is designed to provide
power to communication equipment rather than to
generate data streams.
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Fig. 4. Generated traffic for 1 minute (1 second
refresh interval)

Fig. 5 shows the generated traffic by SolarSwitch
for the entire period of the study. As can be seen the
generated traffic is around 100 KB/min for the entire
research period.
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Fig. 5. All traffic for the whole period of study

In conclusion, the volume of generated traffic can
be characterized as relatively low. This observation

suggests that network infrastructure is sufficient to
support the data transmission requirements of the
tested device.

The generated traffic by protocols is shown on Fig.
6 and Fig. 7. As can be observed from the results, the
majority of traffic was generated by HTTPS protocol.
This occurs because the experimental device is
accessed and managed exclusively via a web browser.

For the purposes of the experiment, we employed
Wireshark, which is a widely recognized packet
sniffer. Protocol analyzers represent perhaps the most
commonly utilized instruments by network and
security professionals. The earliest such devices were
marketed and sold under the name ‘Sniffer,” a term
that has since become a generic designation for any
software or hardware capable of capturing and
analyzing network traffic. Although specialized
hardware for protocol analysis continues to exist, the
majority of contemporary solutions are software-
based. This transition provides distinct advantages in
terms of reduced costs, enhanced mobility, and greater
convenience.

Figure 8 shows the result of the open port scans on
the SolarSwitch which I[P from the network is
192.168.1.20. As it can be seen the only open port is
443/tcp. Even if the network traffic is intercepted, as
we have tested (Figure 8), it is not possible for it to be
decrypted.

/" Dashboard rSummay)'i-- w I MAC Endpoint rlP Endpoint | MAC Conversation r]P Conversation rTCP Conversation rUDP Conversation
i] AN R Flltel:J—— - |Au | Bxactly Match Q

Bytes ¥ Packets bps pPPs Bytes% Packets%
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61,064 50.520 Kbps 11 93.833% 79.402%
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2 V3 34,169 47.960 Kbps 6 89.239% 44.430%

| 44,85 KB 57 13192 Kbps 10 0.118% 0.074%
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=" DNS Response || 60.94 KB 388 12.896 Kbps 8 0.161% 0.505%

" DNS Query || 3013 KB 387 5.344 Kbps 8 0.080% 0.503%

[ MDNS 27.78 KB 150 18.208 Kbps 12 0.073% 0.195%

- NTP 18.18 KB 198 1.504 Kbps 2 0.048% 0.257%

&-“F" NBDGM | 242KB 10 3.952 Kbps 2 0.006% 0.013%
8- SMB | 242 KB 10 3.952 Kbps 2 0.006% 0.013%

- SMB_MAL.. || 242 KB 10 3.952 Kbps 2 0.006% 0.013%
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- Echo Reply | 101.41 KB 1,311 624.000 bps 1 0.268% 1.705%

--"f" Dest Unreach | 12.26 KB 68 1.696 Kbps 1 0.032% 0.088%

&-T ARP 22632 KB 3,696 2.928 Kbps 6 0.597% 4.806%
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- Response 27.99 KB 521 880.000 bps 2 0.074% 0.677%

Fig. 6. Most generated traffic by protocols
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During the experiment, it was found that the
connection established is over TCP. The protocol
is HTTPS on port 443. Packet encapsulation
in Wireshark shows that the connection is
encrypted. Initially, we attempted to establish
a connection using unencrypted HTTP, but the
device redirected us to HTTPS. (Fig. 9)

filtered tcp ports (no-response)

:01:12:3F (Ubiquiti)

address (1 host up) scanned in

Fig.8. Scanned open ports on tested device
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Fig. 9. Http requests move to more secure https

6. CONCLUSION

The conducted study demonstrates that standard
network-monitoring methodologies, both passive and
active can be effectively applied to analyze the
communication behavior of power electronic devices,
such as the Ubiquiti sunMAX SolarSwitch. By
employing tools like Wireshark and Capsa in a
controlled experimental IP network, detailed insights
were obtained regarding the device’s generated traffic,
security mechanisms, and communication patterns.
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The passive monitoring results show that the
SolarSwitch produces minimal and highly structured
traffic, relying exclusively on encrypted HTTPS
communication over TCP port 443. Port scanning
confirmed that this is the only open port, indicating a
strong security posture and preventing unauthorized
access or packet decryption. The attempted use of
unencrypted HTTP further demonstrated the device’s
strict enforcement of secure communication through
automatic redirection to HTTPS. These observations
ensure that even if network traffic is intercepted, the
exchanged data remains protected.
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The experimental topology, which included a
managed Layer 2 switch with port mirroring, enabled
comprehensive real-time capture of all ingress and
egress traffic by the monitoring workstation. This
configuration proved effective for analyzing packet
structure, traffic volume, protocol distribution, and
device behavior without influencing network
performance.

Overall, the results confirm that the SolarSwitch is
well-suited for integration into modern IP-based
infrastructures, given its encrypted communication
and low traffic footprint. The methods applied in this
study also illustrate a practical approach for evaluating
the network impact and connectivity requirements of
other power electronic devices. Such analyses support
informed decisions when selecting communication
networks, ensuring compatibility, performance, and
security within intelligent energy systems.
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