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Technological aspects of e-governance 

Radi P. Romansky 

 
The contemporary information society has determined the main priority of digital technologies in 

maintaining the basic processes in society. It is often emphasized that the main feature of modern society 
is the accompaniment of information from organizational, commercial, social and legal innovations, 
including changes in business relations. This determines the important role of e-governance in public 
life and social communications at various levels. In this reason, the article presents an author's view of 
the technological aspects of e-governance and its main component e-government as a parts of the 
contemporary digital age. The main technological features, participants in the processes and the defined 
relationship between them are presented, with emphasis on the digitalization of processes and 
management structures. Attention is also paid to the possible challenges to privacy and personal data 
in digital communications. 

Keywords – digital age, digital technologies, e-governance & e-government, information society, 
privacy. 

Технологични аспекти на е-управлението (Ради П. Романски). Съвременното 
информационно общество е определило основен приоритет на цифровите технологии при 
поддържане на основните процеси в обществото. Често се подчертава, че основна 
характеристика на съвременното общество е придружаване на информацията от 
организационни, търговски, социални и юридически нововъведения, включително и промени в 
бизнес отношенията. Това определя значимата роля на е-управлението в обществения живот 
и социалните комуникации на различни нива. В този смисъл статията представя един поглед 
на автора за технологичните аспекти на е-управлението и неговия основен компонент е-
правителството като част от съвременната цифрова ера. Представени са основни 
технологични особености, участници в процесите и дефинираните взаимоотношение между 
тях, като е акцентирано на цифровизацията на процесите и управленските структури. 
Отделено е внимание и на възможните предизвикателства пред личната неприкосновеност и 
личните данни при цифровите комуникации. 

 

Introduction 
The Information Society (InSoc) is based on 

overall informatization with determining information 
as a basic product, and prosperity in the economic, 
social and cultural spheres depends on the level of 
development and use of information and 
communication technologies (ICT) [1]. This 
determines the important role of information 
technology and the widespread use of publicly 
available information resources in the global network 
space and their impact on people. A study of the impact 
of human capital on the development of InSoc is 
presented in [2], discussing different approaches to 
assessing human capital and proposing a 
comprehensive system of indicators and methodology 
for calculating the global human capital indicator of 
InSoc. 

It is often emphasized that the main feature of 
contemporary society is the accompaniment of 
information from organizational, commercial, social 
and legal innovations, including changes in business 
relations. This is confirmed by the study presented in 
[3] on the digital transformation of business with 
special attention to the field of marketing. It is 
emphasized that the digital revolution in InSoc and the 
use of Big Data have been major challenges in 
innovation in recent years, but the use of data and 
technologies of the digital age also raises ethical issues 
of privacy that need to be analysed [4]. 

Adequate information services in the modern digital 
society is a top priority, but globalization and the 
possibility of distributed access to information 
resources require solving problems of information 
security [5, 6] and the protection of personal data [7]. 
Specifically, in [6] is stated that the effectiveness of 
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information security actions depends in part on the 
effective behaviour of those who conduct them, as 
presented research focuses on “behavioural 
information security” defined as the complexes of 
human action that influence the availability, 
confidentiality, and integrity of information systems. In 
addition, in [8] is stated that the lack of knowledge or 
correct understanding causes 60%-85% of information 
security incidents. 

The main tasks of InSoc are the implementation of 
fast and efficient data exchange between various 
organizations, administrative structures and businesses, 
as well as providing citizens with electronic services 
and remote access to information. This is related to key 
components such as e-society, e-access, e-services, but 
directly reflects on e-governance, which is component 
that reflects the democratic principles of strengthening 
individual rights in public life. These are the right to 
seek, receive and disseminate information and ideas, 
the protection of personal data and the inviolability of 
correspondence, the integration of disadvantaged 
people, access to public information, improving the 
quality of public services [9, 10]. 

The purpose of article is to present an author’s point 
of view for the organization and technological aspects 
of e-governance as a part of the contemporary digital 
age, including challenges for privacy and personal data 
protection. In this respect, a summarization of author’s 
investigations in this field is presented with specifying 
the main features, participants, components and tasks 
for decision. 

Features of e-governance 
According definition of the European Commission 

e-governance is a system uniting the capabilities of ICT 
and the actions of the state administration and the local 
government in organizing and delivering public 
services and improving the democratic process. In this 
respect, e-governance is the integration of ICT in all the 
processes, with the aim of enhancing government 
ability to address the needs of the general public. The 
main goal is to realize the priorities of the InSoc by 
establishing the democratic principles in the country, 
related to: 
 The right to access information and disseminate 

ideas. 
 Protection of personal data and privacy. 
 Improving the interaction between public 

authorities and civil society. 
 Integration of disadvantaged people. 
 Improving the quality of public services and the 

efficiency of public administration. 
All these activities are often grouped under the term 

e-gov (e-governance, e-government, data government, 
etc.). In short, it is the use of electronic (digital) means, 
to promote good governance and includes 
implementation of government processes to achieve 
easy, moral, responsible and open management. 

For e-governance to be effective, it is necessary to 
have a consolidated civil society, legal regulation and 
expressed desire to change the way of communication 
with the public authorities. Figure 1 presents a 
summarization of benefits of e-government in 
contemporary digital age. 

 
Fig. 1. Benefits of e-governance. 

The goal of e-governance is to increase citizens' 
satisfaction and encourage their participation in 
government and public processes while improving the 
quality of services provided by the executive, judiciary 
and legislature. Thus, e-gov is directly connected to the 
main components of InSoc (e-government, e-business, 
e-commerce, e-learning, e-health, etc.) – Figure 2.  

 
Fig. 2. Structure of e-governance. 

Although quite often e-government is accepted as 
synonymous with e-governance, the first term should 
be considered relatively independently as a concrete 

2 “Е+Е”, vol. 57, 1-2, 2022 



implementation of e-government tasks, representing 
(according to the definition of the European 
Commission) "a system combining the use of ICT by 
public administration with organizational change and 
newly acquired skills leading to the improvement of 
public services and the democratic process”. The 
specific task is to digitize the existing "paper-based" 
procedures for introducing a new way of managing the 
administrative processes of processing, storing and 
providing information. 

E-governance is constantly updated and developed, 
for example in [11] a new form of e-governance is 
proposed, based on systems observed in biological life 
at all scales. An e-governance model based on 
collective superintelligence and a significant reduction 
in resource requirements for government functions has 
been defined. The aim of the model is to generate a 
digital ecosystem of intelligent life by overcoming the 
emotional divide between physical and digital life. 

It can be assumed that the idea of e-governance in 
the EU originated in 1987, when the WG 8.5 working 
group published materials on ICT development in order 
to create technological opportunities for harmonization 
and coordination of the functions of different 
information systems and their integration into common 
information environment. By the end of the 20th 
century, a number of documents had been developed, 
such as a development plan for the early 21st century, 
an online G-7 project for government, and an EU-wide 
data exchange program. The first decade of the 21st 
century is known for the initiatives and programs 
adopted under the name "eEurope", the "i2010" 
initiative and the "Europe 2020" strategy. As a result, 
the main components of e-governance have been 
defined (Figure 2) and the following main 
characteristics have been identified: 
 The implementation of the processes is based on 

remote access to information resources and distributed 
data processing in the global network; 
 It is based on the democratic principles of society; 
 It reflects social and economic aspects; 
 It is organized at two basic levels – at the level of 

state administration (e-Government) and at the level of 
local government (e-Municipality); 
 An important part is the e-government with 

participants in the administrative structures, citizens 
and businesses, determining the basic relations. 

Technological relations in e-governance 
The main participants in the e-governance processes 

are presented in Table 1, and the main relationships 
between them are defined below. 

Table 1 
Participants in e-governance 

Symbol  Participant 

G Government (government structures) 

M Municipality (local government structures) 

A Administration 

C Citizens 

B Business 

E Employees  
 
G2G (Government to Government): Interaction 

related to the exchange of information between 
government structures, which can be horizontal 
(between different state units) and vertical (in a 
hierarchical sequence between national or local 
government structures). 

G2C (Government to Citizen): Interaction between 
government and the general public to give citizens 
access to a variety of public services and the free 
sharing of views, opinions and complaints about 
government policies. 

G2B (Government to Business): Opportunity for 
transparent interaction between business and 
government in order to save time and money. 

G2E (Government to Employees): The government 
in each country is the largest employer and in this sense 
has responsibilities to its employees. The goal of e-
government is through ICT to ensure fast and effective 
interaction of the government with employees to 
increase the level of satisfaction. 

E-government, as a key component of e-
governance, deals with the same key players presented 
in Figure 2. 

E-government technology (as a "representative" of 
InSoc) differs from traditional administrative services 
through the following transitions: 
 from administratively oriented activities to user-

oriented services; 
 from processes based on normative regulation to 

processes based on competence and knowledge; 
 from territorially oriented services to integrated 

services, regardless of the location of the participants; 
 to make the connections electronically; 
to full transparency of information and 

management decisions. 
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Model of relations in e-government 
The model of e-government shown in Figure 3 is 

defined on the basis of the relationships between the 
participants (A2A, A2C, A2B). In a more precise 
definition should be regarded and the connections of 
types C2A and B2A, as well as relations in government 
structures A2G. 

                                            A2A    
 
 
      A2C                                               A2B 

 
Administration Administration 

Citizens Business 
 

Fig. 3. Model of technological relations in e-government. 

Some sources include in this model the interactions 
type “Administration to Employees” (A2E), which is 
related to the fourth side of an e-government - effective 
internal-administrative relations. These relationships 
are developed in a given administrative structure 
(ministry, agency, municipality, etc.) and are 
accompanied by the information processes that provide 
them. Most often these are the relations between the 
separate structural units (directorates, departments, 
sectors), which exchange various documents and 
information references. Organizing the document flow, 
information processing and communications on a 
single information and communication platform 
significantly increases the efficiency of administrative 
services. This means: 
 building an interdepartmental network 

infrastructure (local network, intranet, extranet) with 
access to the global information space; 

 creation of a unified information system and a 
common (centralized) database (DB); 
 creation of a common information fund and 

introduction of a system for electronic exchange of 
documents (automation of document circulation); 
 development of an automated decision-making 

system based on knowledge and expert support (expert 
systems); 
 implementation of decision control technology. 
The implementation of the listed basic components 

can take place with a significant reorganization of 
internal administrative processes, staff training and 
implementation of contemporary ICT. The model of 
this type of internal administrative relations is shown in 
Figure 4. 

Two subsystems take part in the organization of the 
internal-administrative relations – of the administrative 
structural units and of the information means and 
technologies for automation of the activities. The 
essence of e-government consists in building the 
second subsystem and its main components are 
presented below. 

(1) Distributed information system allowing remote 
access of administrative units to the public database. 
Depending on the implementation of the database 
(centralized, distributed or mixed), appropriate 
technological measures must be provided for the 
protection of information resources, user authorization 
and regulation of access. 

(2) Document exchange system (Fig. 5) – manages 
the document flow by registering and storing all 
entered documents in electronic form. One possibility 
is to scan and store under an index in a documentary 
database of each entered document and electronically 
monitor its movement through the units of the 

Decision control 
system Decision making 

system 

 

Information 
system 

DB 

Internal communication environment 

 

Office work Accounting 
 

Departments 

E-document 
exchange system 

Portal 

External 
entrance 

IT and means for automation of administrative activity 

Administrative structural units 

3

2 

1

 
Fig. 4. Model of electronic-based internal-administrative relations. 
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administration. In its more developed version, this 
system will also process documents received via the 
Internet. 

 
Document 

Registration 

Digitalization 

Identification Internet 

Processing 

DB for 
documents 

Archiving 

LAN 

Processing  
Fig. 5. Example organization of an e-document exchange 

system 

(3) Decision-making system Decision-making 
processes are part of the activities of all governing 
bodies and are based on specialized information 
provision – the so-called decision support systems. 
Such a system is part of the information infrastructure 
of e-government and can be represented by the model 
presented in Figure 6. 

Head 

Decision support 
system 

Departmental 
information system 

External information 
resources 

Head 

Employees 

 

Identification of the 
problem 

Generating alternative 
solutions 

Choice of solution 

Execution of the 
solution 

Analysis & evaluation 

DB 

 
Fig. 6. Model of management decision-making process  

E-governance and challenges for privacy 
In today's digital world, global communications are 

widely used for remote access to information resources, 
websites, virtual spaces, discussion and social forums 
and more. [12]. This is related to the transfer of data 
and their storage in the global space, which requires 
them to be correct and reliable and to take the necessary 
measures to protect them. In the case of e-governance 
structures, the responsibility lies with the relevant 
institution (private, public or state), which is the Data 
Controller and must comply with the requirements of 
the GDPR (Figure 7). This is because in certain cases 
personal information (telephone, address, photos, CV, 
financial documents, etc.) may be publicly available 

and may pose a risk to the owners of such personal data 
with undesirable financial and psychological 
consequences, as well as implications for reputation. 

The continuous development of ICT and the 
creation of new applications and objects, including 
those with intelligent management without human 
intervention, raise the question "Is there no danger of 
violating the digital integrity of consumers?". A survey 
shows that 74% of EU citizens consider the disclosure 
of personal data to be an increasingly integral part of 
today's digital world, which raises important questions. 
 Does the collected categories of personal data 

correspond to the defined purpose, which is a 
requirement of the GDPR? 
 How and where the provided personal data are 

stored, who has access to them and what regulations are 
valid for them? 
 Who is responsible for the protection of user data 

and the procedures for their processing, including 
modification and deletion? 
 What policies apply to the storage of personal 

data and privacy when processed in digital spaces? 
 Are the policies required in the GDPR such as 

“privacy by design” and “privacy by default” applied? 
As well as the new paradigm "the right to be forgotten 
/ erased" introduced by the GDPR. 
 What is the guarantee for correct transfer of 

personal data between different nodes in the global 
network and does it comply with the requirement to 
maintain an adequate level of protection? 

Many organizations (including business and 
government) are using different data at an increasing 
rate, which creates potential opportunities for 
information security breaches in personal data 
protection. In citizens' communications with 
government administrations or in their participation as 
customers of business services, they expect their 
personal data to be processed within the defined 
specific purpose and in accordance with the rules and 
requirements of the GDPR. This requires government 
agencies to take strict measures to work with personal 
data and use adequate means to protect information 
resources, which defines digital sustainability as an 
important task for e-governance in the digital world. 

The importance of the above requirement is 
enhanced in the case of storage of information 
resources and profiles with personal data in the cloud 
(data centres), as well as in corporate relationships with 
business partners (organizations or individuals). The 
use of remote access from external clients, maintenance 
of various types of resources (public, private and 
personal) and the implementation of cloud and mobile 
cloud services creates risks to the privacy of 
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participants in e-governance processes and requires the 
development of procedures to regulate access to and 
use of information. 

E-governance is a technology based on network and 
mobile communications, which, in addition to 
government structures, determines requirements for 
services providers, defined in various data protection 
documents. One summary is the following: 
 Ensuring confidential communication by 

prohibiting the listening, eavesdropping or storage of 
messages without the consent of the data subject. 
 Ensuring the security of services through 

appropriate measures introduced by electronic 
communications providers. 
 Notifications of data breaches when the provider 

identifies security issues leading to loss or theft of 
personal data. 
 Traffic and location data must be deleted or 

anonymous when no longer required for 
communication purposes or other legal situations. 
 Prior consent to send unsolicited commercial 

messages (known as "spam"), which includes SMS text 
messages and other electronic messages. 

A brief summary of the opportunities for negative 
impact on privacy and personal data is as follows. 
 Difficult, even impossible, identification of the 

role performed by a participant (Data Subject, Data nor 
Data Processor) regarding the specific obligations at 
different levels of data processing procedures. 
 Difficult guarantee of all rights of the user (Data 

Subject), because he / she must be aware of the purpose 
of data collection and policy for their protection, as 
well as be able to edit and block some data, require 
deletion of data, etc. 

 Ability for multiple data transfers between 
different locations, which creates copies of data in 
different nodes of the network (or cloud). 
 Possible insufficient level of organizational and 

technical measures used to protect personal data, which 
is a major responsibility of the Data Controller. 
 The GDPR requires each participant (Data 

Subject) to have the right to revise their personal data 
and to request that the data be updated, corrected, 
blocked or deleted when necessary. Who and how will 
ensure that the Data Controller's obligation to delete 
personal data for each user who has already completed 
their activities is fulfilled in a timely manner? 

All the above challenges of the global space must be 
taken into account by the participants in the network 
processes in e-governance and the use of its e-services. 

Conclusion 
Globalization offers many new opportunities for 

effective activities in the network space, which is the 
main and most characteristic feature of the digital age 
[13]. E-governance is an important part of 
contemporary society and in this sense accepts the 
positives and negatives of digitalization. The 
widespread use of Internet communications creates 
preconditions for an increasing amount of personal data 
to be exposed to possible illegal access, including for 
criminal speculation in order to make a profit. An 
overview of the legal framework for Internet 
communications and personal data protection was 
made in [14], examining the need for additional 
policies in this direction. The main goal is to ensure 
reliable protection of the individual in the digital age 
and discussing topics such as online privacy and 
security, hacking and protection against online threats, 

Software 
Hardware 
Cryptographic 
Biometric 

European regulation
European law

National law 

Looking 
Signalization 
Segmentation 
Biometric Analyzer 

Auditing
Data Copying
Confidentiality

Control & Training 

 

Security 
Policy 

IT Policy 

Data Protection 
Policy 

Requirements 

Embedded             Legislative
tools                       documents 
 
 
 
 
 
Physical           Organizational
means                     measures 

Control 

Evaluation 

Managing 

Data
controller 

Data processor 

Data subject 

Third party 

 
Fig. 7. Organizational scheme of system for personal data protection. 
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offers new methodologies and applications in the field 
of digital security and countering threats. 

World law defines privacy as a basic human right, 
combining various forms of personal data processing, 
protection of personal communications via the Internet, 
processing of personal profiles for social media and 
others. For this reason, globalization is changing the 
traditional understanding of confidentiality as the 
"right to be left alone" and introducing a new paradigm 
"the right to be forgotten". The GDPR regulation has 
been developed in this direction, which came into force 
in May 2018. 
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Challenges for Engineering Education, Research  
and Innovation - Survey 

Seferin Mirtchev 

 
Today, the technologies are a critical driver of economic development. The engineers are crucial 

for effective technology management. Educating engineers who can adapt successfully to the ever-
changing fields of complex technologies and systems is a significant challenge.  The creativity and 
innovative capabilities of engineers are essential for the operation and advancement of our societies. 
The engineers are a key contributor to the innovation process, which is of fundamental importance for 
our national economies. In this survey, an attempt is made to show the current state of engineering 
education, innovation, and research. The challenges are described, taking into account the 
frameworks Industry 4, Education 4 and Society 5. The educational technologies and goals are 
discussed. Statistics showing global trends in education are presented. The purpose of this survey is to 
show the importance of engineering education, innovation, and research for the development of our 
society, to help improve engineering education and to enable the right decisions to be made in the 
development and improvement of educational technologies. 

Keywords – engineering education and challenges, innovation, research, knowledge triangle. 

Предизвикателства пред инженерното образование, научните изследвания и 
иновациите - обзор (Сеферин Мирчев). Днес технологиите са критичен двигател на 
икономическото развитие. Инженерите са от решаващо значение за ефективното управление 
на технологиите. Обучението на инженерите, които могат да се адаптират успешно към 
постоянно променящите се области и сложността на технологиите и базираните на 
технологии системи, е значително предизвикателство. Креативността и иновативните 
способности на инженерите са от съществено значение за функционирането и напредъка на 
нашите общества. Инженерите имат ключов принос в иновационния процес, който е от 
основно значение за нашите национални икономики. В този обзор е направен опит да се 
покаже съвременното състояние на инженерното образование, на иновациите и на 
изследванията. Описани са предизвикателствата пред тях, отчитайки Индустрия 4, 
Образование 4 и Общество 5. Показани са образователните технологии и цели. Представени 
са статистически данни, показващи глобалните тенденции в образованието. Целта на този 
обзор е да покаже важността на инженерното образование, на иновациите и на 
изследванията за развитието на нашето общество, да помогне за подобряване на 
инженерното образование и да даде възможност да се вземат правилни решения при 
развитие и усъвършенстване на образователните технологии. 

 
“The future cannot be predicted, but futures can be invented!” [14] 

 

Introduction 
The engineering is the utilisation of ingenuity to 

make innovations happen for the benefit of society 
and the planet. It is essential that the education of 
engineers inspires and encourages the development of 
ingenuity – without this, the innovations will not 
happen, and society will not benefit from its 
engineers. The engineers need to be trained in the 

scientific theories and methods that underpin the 
practice of engineering. 

For more than a decade, fewer engineers have been 
graduating than have been required. Comprehensive 
investigations of this problem have been undertaken 
by the professional engineering academies and 
organizations in many countries. The conclusions state 
that not only are insufficient number of engineers 
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being educated, but also the skills acquired by 
engineering graduates do not adequately prepare them 
for engineering practice. They are suggesting that 
engineering education requires a transformation if we 
are to educate engineers with the essential for the 
today’s economy capabilities. 

Technological change from new technologies such 
as digitalization, genomics and artificial intelligence 
offer substantial economic, social, and environmental 
benefits as well as significant challenges to equality, 
governance, and social inclusion. Obtaining the 
benefits from technological change, while minimizing 
the costs, requires current and future citizens to 
acquire skillsets that enable them to actively 
participate in and benefit from a changing world. For 
many, this could require continually learning new 
skills and adapting to the need to switch jobs multiple 
times throughout their careers. These skillsets include 
a variety of digital abilities, but also, importantly, the 
4C skills - creativity, critical thinking, communication 
and collaboration [8]. 

In [22] the author systematizes the information on 
the concept of cyberlearning and to show the 
challenges for cyberlearning, science training and 
engineering education. 

The Internet network is the basis to almost all 
current social, educational or economic activity, a true 
value creator that reshapes the economy and society. 
In the future, the IP based networks will be even more 
essential for society and economy worldwide. The 
internet network should provide better services and 
greater involvement and participation. It is essential 
that the next generation internet to be designed for 
humans, so that it can meet its full potential for both 
the society and the economy. The Future Networks 
(5G, Cloud, Next-Generation Internet and Internet of 
Things) offer new functionalities to support people’s 
needs and to address global sustainability challenges 
and fosters vibrant open networks [23]. 

The 5G network, developments in 3D-sensing and 
autonomous mobility, the Internet of Things, cloud 
computing, artificial intelligence and augmented 
human technologies are transforming industries at a 
tremendous pace, with a full transformation expected 
in less than a decade. The digital transformation is 
changing every part of science and technology in a yet 
unknown and profound ways [27]. Every system, 
product or service, including higher education, will 
have aspects or parts that are dramatically enhanced or 
disrupted by digital technologies. Anything that can 
be automated, will be. The routine tasks are becoming 
increasingly automated. The newly created jobs 

require different competencies. The high-tech skills in 
the present society are lacking [20]. 

Engineering education 
The engineering education is the activity of 

teaching knowledge and principles to the professional 
practice of engineering. 

The engineering education integrates engineering 
research and education to accelerate technological and 
educational innovation and to improve the quality and 
diversity of engineering graduates entering the 
technical workforce. 

The impact of digitalisation in society - the huge 
increase and spread of digital data and computing 
power, poses many challenges to all engineering 
education. 

The science, technology, engineering, and 
mathematics (STEM) education in primary and 
secondary schools often serves as the foundation for 
engineering education at the university level. 

Over the past two decades, tremendous effort has 
been invested in improving engineering education, 
producing advances such as student-centred 
pedagogies, the introduction of design and other 
engineering concepts and experiences earlier in the 
curriculum, better understanding of the role of 
assessment, and new ideas on how to recruit, retain, 
and graduate underrepresented groups. 

The Euro-CASE Committee for Engineering 
Education has identified a number of factors that have 
the potential to significantly influence the future. 
These factors are divided in seven clusters. These 
clusters are the drivers of change and will 
undoubtedly have a significant impact on all major 
processes taking place within the engineering 
education sector and on engineering as a whole. The 
key drivers of change are [13]: 

1. The ubiquity of knowledge and learning 
paradigm shift; 

2. Grand societal and engineering challenges; 
3. Market forces and integration with economy; 
4. Inclusiveness and openness to access; 
5. Contestability of markets and funding; 
6. Globalisation of action radius; 
7. Digital technologies and teaching innovation. 
The engineers play a key role in transforming the 

world through invention and the development of new 
technologies, which has had a significant impact on 
economic growth and quality of life. The education 
Sustainable Development Goal (SDG) agenda is a 
universal call for action to promote inclusive and 
equitable access to quality education, and to ensure 
that all students can fulfil their potential. It includes a 

“Е+Е”, vol. 57, 1-2, 2022 9



 

variety of indicators, notably on access to education, 
learning outcomes and means of implementation [9]. 

The SDGs seeks an integrated approach to 
development that addresses the needs of all people by 
calling for equitable opportunities and economic 
prosperity for all, while mitigating its deleterious 
effects on the planet. The engineering is crucial for the 
advancement of each of the 17 SDG goals - 
representing an integrated approach to addressing the 
imperatives of poverty alleviation, the urgent need for 
basic amenities for many (including education, health 
and sanitation), gender equality, the impacts of 
climate change and the rapid depletion of the world’s 
resources [11]. Demand for engineers around the 
world is high, both in developed countries in the fields 
of high technology, software, artificial intelligence 
and communications, and in developing countries for 
basic city infrastructure, transport systems, and energy 
and water supply networks. 

Engineering challenges 
The engineering educators around the world are 

being challenged by the impact of rapid advances in a 
range of technologies, increasing globalisation, 
changes in work, changing societal expectations and 
evolving human needs on the changing nature of 
professional engineering work and the implications 
for education programs [5]. 

With the contributions of people from around the 
world, an international team of leading technology 
thinkers has been asked to identify the major 
challenges facing engineering in the 21st century [25]. 
Their 14 challenges to improve life on the planet are 
listed below. These great challenges fall into four 
crosscutting themes: Sustainability, Health, Security 
and Joy of life. 

The 14 Grand Challenges are [25]: 
• Advance Personalized Learning; 
• Make Solar Energy Economical; 
• Enhance Virtual Reality; 
• Reverse-Engineer the Brain; 
• Engineer Better Medicines; 
• Advance Health Informatics; 
• Restore and Improve Urban Infrastructure; 
• Secure Cyberspace; 
• Provide Access to Clean Water; 
• Provide Energy from Fusion; 
• Prevent Nuclear Terror; 
• Manage the Nitrogen Cycle; 
• Develop Carbon Sequestration Methods; 
• Engineer the Tools of Scientific Discovery. 

Notwithstanding the wide variety of technological 
advances for 2022, they all have the same common 

denominator: tools and advances focused on driving 
digitalization and increasing efficiency and growth for 
all types of companies [4]. The adoption of digital 
environments has become key to productivity and 
customer loyalty. 

The main technological trends in 2022 identified 
by [4] are the following: 

1. Automation and Hyper-Automation; 
2. Metaverse; 
3. New Convolutional Neural Network 

Architectures: ConvNext; 
4. Predictive Analytics; 
5. Edge Computing and Native Clouds; 
6. Distributed Companies; 
7. Low-Code Services; 
8. Decision Intelligence; 
9. Total Experience (TX); 
10. Computer Vision and Pattern Recognition; 
11. Data Fabric (Data Structure); 
12. Sustainable Technology Trends; 
13. NFT (Non-Fungible Tokens) with AI. 

Engineering Education and Industry 4.0. 
The Industry 4.0 is a commonly used term to refer 

to the fourth industrial revolution that is currently 
underway. The hallmark of this transformation is the 
effect of digital technologies such as Internet of 
Things, Robotics, Cloud Computing, Additive 
Manufacturing, Artificial Intelligence and others on 
the way we make things and the way we do business. 
Unlike in earlier transformations, technological 
change is happening at an exponential increasing rate; 
as a result, artefacts, knowledge, and expertise are 
becoming obsolete at a very fast rate [7]. 

The Industry 4.0 affects all disciplines and 
suggests a new way of using technologies that are 
fusing the physical, digital, and biological worlds. An 
analysis of possible future applications of artificial 
intelligence, sensors, and robotics in industries 
suggests that different technological trends are 
reshaping the industrial production, in this way 
demanding a different workforce. This leads to the 
automation of processes and demands a workforce 
with engineers possessing extensive knowledge of 
disciplines like computing, mechanics, and process 
management [2].  

The deep cybernetics of the epistemological space 
of production technology is an example of a major 
factor towards Industry 4.0. Further structuring of this 
space into subspaces is possible (Fig. 1.). The 
traditional production is transformed into cyber 
production through such processes.  
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Fig. 1. Composition of disciplinary aggregate of engineering knowledge for Industry 4.0 [13]. 

From the point of view of education, this 
transformation has a significant impact on the content, 
composition and methodology of the curriculum for 
modern education of industrial engineers. Therefore, 
by analogy, this transformation is call Education 4.0, 
insofar as it is in fact a new educational paradigm in 
manufacturing, designed to respond effectively to the 
emerging challenges of industrial education and the 
provision of skills / abilities in industry. This is the 
new model of higher education in the era of artificial 
intelligence [13]. 

The Industry 4.0 is not just digitalisation. It is a 
topic of the highest research, strategic, marketing and 
even political importance. Before penetrating the field 
of manufacturing-specific digital knowledge, the 
disciplinary knowledge of engineers educated for the 
Industry 4.0 context must encompass fundamental 
STEM knowledge and knowledge in the field of 
Manufacturing Technologies – hence the need to 
change the amorphous STEM into a manufacturing 
engineering profiled sTEmS framework. The stEmS 
(science, Technology, Engineering, mathematics, 
Society, capitalised to emphasise the priorities for 
engineering), as a new framework which would 
enable a more explicit recognition of the role and 
responsibilities of engineering in modern society. The 

engineering is the utilisation of ingenuity to make 
innovations happen. This applies across all sectors in 
society, and refers to strengthening competitiveness, 
maintaining the position of a global leader in 
innovation (especially in the manufacturing industry!) 
and engineering-dependent ability to respond 
effectively, and in a timely manner, to the great 
societal challenges it faces. The digital technologies 
are characterised by their ubiquity. Within the 
Industry 4.0 context, they appear as an agent of 
horizontal transformation, which has a disruptive 
effect on the overall space of manufacturing 
technologies [13].  

The technological progress and its rapid evolution 
have positively affected the industrial sector and 
different service sectors. In the Education sector, the 
implementation of current and emerging technologies 
combined with innovative pedagogical procedures and 
best practices is known as Education 4.0. This term is 
assigned high relevance by different authors who have 
conceptualized it according to the well-known four 
industrial revolutions periods [21]. The diagram in 
Fig. 2 compiles the relevant concepts of the higher 
education transition from Education 1.0 to the current 
industrial and educational paradigm of Education 4.0.  

“Е+Е”, vol. 57, 1-2, 2022 11



 

 
Fig. 2. Summary of the transition from Education 1.0 to Education 4.0 [21]. 

 
Fig. 3. The four core components of Education 4.0 in higher education used as a reference framework [21]. 
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The Education 4.0 is the current period in which 

Higher Education institutions apply new learning 
methods, innovative didactic and management tools, 
and smart and sustainable infrastructure mainly 
complemented by new and emerging ICTs to improve 
knowledge generation and information transfer 
processes [19]. Combining these resources during 
teaching-learning processes will support the training 
and development of desirable critical competencies in 
today’s students. 

In [21], the authors propose four core components 
that shape the proposed concept of Education 4.0. 
These components are (i) Competencies (training and 
development of desirable critical competencies in 
today’s students), (ii) Learning Methods 
(incorporation of new learning methods), (iii) 
Information and Communication Technologies (ICTs) 
(implementation of current and emerging ICTs), and 
(iv) Infrastructure (use of innovative facilities, 
services, and systems to improve learning processes). 
Fig. 3 summarizes the concept of Education 4.0 and 
its four core components. This figure also shows 
relevant examples of implementations of the proposed 
components. 

Innovations 
The innovation is a process by which a domain, a 

product, or a service is renewed and brought up to 
date by applying new processes, introducing new 
techniques, or establishing successful ideas to create 
new value. 

The innovation is the practical implementation of 
ideas that lead to the introduction of new goods or to 
the improvement of their supply. The innovation is 
often achieved through the development of more 
efficient products, processes, services, technologies, 
works of art or business models that innovators 
provide to markets, governments, and society. The 
innovation is related to the invention but differs from 
it. The innovation usually involves the practical 
application of an invention (i.e. new/improved 
capability) to have a significant impact on the market 
or society. Not all innovations require a new 
invention. 

The innovation is crucial for individuals and 
societies to make progress and be able to face new and 
unprecedented challenges [33]. 

The technical innovation is manifested through the 
engineering process when the problem to be solved is 
of a technical or scientific nature. 

The innovations are divided into two categories 
(fig. 4): 

• Evolutionary innovations (continuous or dynamic 
evolutionary innovation) that are brought about 
by many incremental advances in technology or 
processes; 

• Revolutionary innovations (also called 
discontinuous innovations) which are often 
disruptive and new. 

The evolutionary innovations are characterized by 
[15]: 

• Improvement and optimization of an already 
existing product or process; 

• Changes ‚locally‘; 
• Mainly carried out by established players. 

The revolutionary innovations are characterized by 
[15]: 

• Something „really new“; 
• Characterized by categorical changes and with 

strong consequences for the society, ‚globally‘; 
• Mainly carried out by market newcomers. 

 
 

 
Fig. 4. The two ways of innovation [15]. 

Seven innovations in engineering education are 
presented in [3]: 

1. Student - Active Pedagogies; 
2. Engineering Learning Communities and 

Integrated Curricula; 
3. Artefact Dissection; 
4. Summer Bridge Programs; 
5. Design Projects in First-Year Engineering 

Courses; 
6. Curriculum-based Engineering Service-

Learning Projects; 
7. Interdisciplinary Capstone Design Projects. 
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Open innovations 
The open innovation is a business management 

model for innovation that promotes collaboration with 
people and organizations outside the company. In this 
sense, open innovation challenges are a true cultural 
break from the company silo mentality and the 
secrecy traditionally associated with the corporate 
R&D culture. This innovation model becomes viable 
when the company acknowledges that there are many 
bright professionals and greater knowledge outside the 
organization. It is in this very moment when the 
opportunity to attract those external individuals and/or 
companies becomes more real. Companies implement 
open innovation practices in different ways such as 
alliances between companies, research chairs in 
universities, crowdsourcing competitions, and 
innovation ecosystems [28]. 

The models based on open innovation used a 
rocket-type process (fig. 5). Both the ideation and 
development stages accept contributions from outside 
the company. These contributions enrich the 
innovation activities and are a great asset [28]:  

• The ideas are better connected to the market and 
meet real customer needs; 

• Development solutions bring about better 
technological knowledge. 

These external contributions increase the quality of 
the ideas obtained through open innovation models, 
the technological development is faster and the risk is 
smaller due to its connection to the outer world.  

 

Research 
The research is defined as careful consideration of 

study regarding a particular concern or problem using 
scientific methods. According to the American 
sociologist Earl Robert Babbie, “research is a 
systematic inquiry to describe, explain, predict, and 
control the observed phenomenon. It involves 
inductive and deductive methods” [39]. 

The inductive research methods analyse an 
observed event, while the deductive methods verify 
the observed event. The inductive approaches are 
associated with qualitative research, and the deductive 
methods are more commonly associated with 
quantitative analysis. 

 
Fig. 5. Open innovation Rocket Model [28]. 

The research is only valuable and useful when it is 
valid, accurate, and reliable. Eight tips for conducting 
accurate research are presented in [40] (fig. 6). 

 
 

Fig. 6. Eight tips for conducting accurate research [40]. 
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The research is "creative and systematic work 
undertaken to increase the stock of knowledge". It 
involves the collection, organization and analysis of 
information to increase understanding of a topic or 
issue.  

The Engineering R&D landscape, in its present 
form, includes multiple sectorial aspects (verticals) 
[12]. An indicative broad spectrum of Engineering 
R&D sectorial aspects is visualized in fig. 7. 

 

 
 

Fig. 7. Broad spectrum of Engineering R&D  
sectorial aspects [12]. 

The primary purposes of basic research are 
documentation, discovery, interpretation, and the 
research and development of methods and systems for 
the advancement of human knowledge.  

The research system can be regarded as an 
important part of the innovation system, which 
overlaps with it to a certain extent, but also includes a 
number of aspects, which do not have direct impacts 
on innovation activities. 

The research system generally rests on three 
pillars: 

• Research in higher education institutions; 
• Private-enterprise research, connected to 

industrial development; 
• Non-university public research carried out in 

governmental research or private non-profit 
organizations. 

The education is an important means to transfer 
knowledge derived from research and innovation to 
society. 

The interaction between education, research and 
innovation is key to generate a knowledge-based 
society and to implement the digital and green 
transformation of the EU economy after the 
coronavirus crisis. 

Knowledge triangle 
The European Institute of Innovation and 

Technology (EIT) was created with the recognition 
that a competitive, knowledge-based economy capable 
of sustainable growth requires integration of the three 
sides of the so-called Knowledge Triangle: education, 
research and innovation [35].  

The Knowledge Triangle is particularly useful as a 
conceptual tool for fostering major societal and 
economic changes and enhance competitiveness [37]. 
It links together Research, Education and Innovation, 
with special platforms and processes on its three sides 
and orchestration tools at its heart, as illustrated in 
Fig. 8. 

 
Fig. 8. The Knowledge Triangle [37]. 
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The Knowledge Triangle replaces the traditional 
one-way flow of information from research to 
education and from educators to students, by a two-
way circular motion between the three corners of a 
triangle that, besides research and education, also 
includes innovation, which is the “poor relation” of 
many universities. 

In practice, The Knowledge Triangle integration 
involves activities in education, innovation and 
business creation, by bringing the three sides of the 
Knowledge Triangle closer together. EIT enables the 
innovation that will help Europe flourish 
economically while growing sustainably. 

Educational Technologies 
The main goals of educational technologies are 

indicated by Leverage Edu [26] (fig. 9). The quality of 
education has become a sustainable goal for many 
universities worldwide. The strategic importance of 
quality in education is getting increasing attention 
among the different stakeholders such as academics, 

researchers, universities, regulators and nations. 
Managing quality in education is a complex challenge 
since it is a multidimensional concept. The 
universities treat quality as one of their critical feature, 
which requires, as quoted in [16]: 

• Enriching the overall quality in the research 
knowledge; 

• Cultivating creativity in the educating systems; 
• Introducing innovative ways of teaching 

/lecturing and assessments to prioritise creativity, 
innovation, critical thinking; 

• Increasing emphasis on broad interdisciplinary 
education. 

Education goals 
The education is a foundation for human 

fulfilment, peace, sustainable development, economic 
growth, decent work, gender equality and responsible 
global citizenship.  

 

 

 
Fig. 9. Essential Objectives of Educational Technology [26]. 
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The UNESCO recommends the following as a 
possible overarching education goal, aiming to 
achieve just, inclusive, peaceful and sustainable 
societies: “Ensure equitable and inclusive quality 
education and lifelong learning for all by 2030” [38]. 

In [18] is identified three challenges for 
researchers: 

1. The disjointed data set challenge; 
2. The managing time and resources challenge;  
3. The imposter syndrome challenge. 
To address great problems that future engineers 

will need to solve, it will take engineering 
professionals with both a breadth and depth of 
knowledge, strong leadership, and a dedication to the 
public good.  

We need to educate “renaissance engineers” – 
those who understand not only how things work but 
also how the world works.  

What does the future hold for everyone [6]? 

• More engineering disciplines; 
• More engineering students; 
• Larger range of abilities in any specific science 

or maths subject; 
• Greater need for communication skills; 
• Not everyone will need to deploy maths. 

The global competence is the capacity to examine 
local, global and intercultural issues, to understand 
and appreciate the perspectives and worldviews of 
others, to engage in open, appropriate and effective 
interactions with people from different cultures, and to 
act for collective well-being and sustainable 
development [30]. Fig. 10 shows how global 
competence is defined as the combination of the four 
dimensions (examining issues, understanding 
perspectives, interacting across cultural differences 
and taking action), and how each dimension builds on 
specific knowledge, skills, attitudes and values. 

 

 
Fig. 10. Global competency dimensions defined by  

Organization for Economic Cooperation and Development (OECD) [30]. 
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The Accreditation Board for Engineering and 
Technology (ABET) and the European Network for 
accreditation of Engineering Education (ENAEE) both 
stipulate that engineering graduates should under-
stand, “the wider multidisciplinary context of engi-
neering” and, “the impact of engineering solutions in a 
global context” [29]. One of ABET's new criteria, 
introduced in 2019–2020, is, “an ability to apply engi-
neering design to produce solutions that meet speci-
fied needs with consideration of public health, safety, 
and welfare, as well as global, cultural, social, envi-
ronmental, and economic factors” [1]. This new crite-
rion clearly implies the need for such knowledge and 
skills by referencing the multidisciplinary, interna-
tional, dynamic and global nature of the engineering 
setting. 

The future of engineering education is likely at-
tached to new skills development, including creative 
studies and still using established academic resources 
to create expellant engineers. Finding the balance 
between these aspects of professional engineering is 
what could drive education for years to come [31]: 

• Project-based learning gives you broad scope to 
education; 

• Engineering is inherently creative - when the en-
gineers are taught creative thinking, they are bet-
ter at their jobs; 

• A better understanding of engineers’ mental 
health, which become more important for stu-
dents and employees - the aims to improving stu-
dent retention and satisfaction by addressing 
many of the mental health challenges faced by 
them; 

• Do not forget the past – the new skills develop-
ment has to keep up with the rapid changes but 
established traditions and existing literature still 
have value. 

New skills development has to keep up with the 
rapid changes but older textbooks still have value. 

New engineers also need to be able to think in terms 
of sustainable development and be willing to undertake 
lifelong learning. What is clear is that engineering is 
becoming more humanistic by including mental health 
and creativity, as well as acknowledging that a solid 
foundation of engineering education from the past will 
be essential for engineers forging ahead [31]. 

Society 5.0 
The Society 5.0 was proposed in the 5th Science 

and Technology Basic Plan as a future society that 
Japan should aspire to. It follows the hunting society 
(Society 1.0), agricultural society (Society 2.0), 

industrial society (Society 3.0), and information 
society (Society 4.0) [32]. 

The Society 5.0 (super-smart society): "A human-
cantered society that balances economic advancement 
with the resolution of social problems by a system that 
highly integrates cyberspace and physical space." [34]. 

The Society 5.0 achieves a high degree of conver-
gence between cyberspace (virtual space) and physical 
space (real space) (Fig. 11). In the past information 
society (Society 4.0), people would access a cloud 
service (databases) in cyberspace via the Internet and 
search for, retrieve, and analyse information or data. 

 
Fig. 11. How Society 5.0 works [34]. 

In Society 5.0, a huge amount of information from 
sensors in physical space is accumulated in cyber-
space. In cyberspace, this big data is analysed by arti-
ficial intelligence, and the analysis results are fed back 
to humans in physical space in various forms. 

In the past information society, the common prac-
tice was to collect information via the network and 
have it analysed by humans. In Society 5.0, however, 
people, things, and systems are all connected in cyber-
space and optimal results obtained by artificial intelli-
gence exceeding the capabilities of humans are fed 
back to physical space. This process brings new value 
to industry and society in ways not previously possi-
ble. 

The innovations in Society 5.0 will achieve a for-
ward-looking society that breaks down the existing 
sense of stagnation, a society whose members have 
mutual respect for each other, transcending the 
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generations, and a society in which each and every 
person can lead an active and enjoyable life. 

Statistics - Global Trends in Education 
The history of the European Higher Education Area 

(EHEA) is characterised with extraordinary change. 
Following the signature of the Bologna Declaration in 
1999, a first decade of preparation for the EHEA saw 
dramatic changes in higher education degree systems, 
quality assurance and internationalisation. This decade 
was followed by a period that focused on implementa-
tion processes that continues to the present. Despite the 
complexity of a process involving 48 countries, there 
have been many positive outcomes as the EHEA has 
transformed into a real rather than an imagined phe-
nomenon [36]. 

Fig. 12 shows the number of students enrolled in 
tertiary (post-secondary) education in 2017, and the 
share in each International Standard Classification of 
Education (ISCED) level between 5 and 8. ISCED 5 
corresponds to short-cycle programmes, ISCED 6 to 
first-cycle programmes (bachelor programme or 

equivalent), ISCED 7 to second-cycle (master 
programme or equivalent) and ISCED 8 to third-cycle 
programmes (Doctoral or equivalent). The total number 
of students in tertiary education arranges the countries. 

There were about 38.1 million tertiary education 
students enrolled in the EHEA in the academic year 
2016/17. Five countries (Russia, Turkey, Germany, 
France and the United Kingdom) accounted for almost 
60 % of the total student population in the EHEA [36].  

Overall across the EHEA, most tertiary students 
(56.4 %) were enrolled in first-cycle programmes 
(bachelor programmes), while 21.2 % was enrolled in 
second-cycle programmes (master degree or equiva-
lent level) and 19.7 % in short-cycle tertiary educa-
tion. Just 2.7 % of tertiary students were enrolled in 
third-cycle programmes (doctoral or equivalent). 

The annual public expenditure on tertiary educa-
tion as a % of GDP (including Research and Devel-
opment) in 2016 and 2004 is shown in fig. 13. In 
2016, the median public spending on tertiary educa-
tion relative to GDP accounted for 0.95 % across the 
EHEA. 

 
 

Fig. 12. Number of students enrolled in tertiary education by ISCED level, 2016/17 [36]. 

 
 

Fig. 13. Annual public expenditure on tertiary education as a % of GDP (including R&D), 2016 and 2004 [36]. 
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Fig. 14. Number of higher education institutions per million people in the EHEA, 2017 [36]. 

The European Innovation Scoreboard (EIS) 
provides a comparative assessment of the research and 
innovation performance of EU Member States. It helps 
countries assess areas in which they need to 
concentrate their efforts in order to boost their 
innovation performance. The EIS 2021 report is the 
first edition published using the revised measurement 
framework including new indicators capturing 
digitalisation and sustainable innovation [17]. The 
Summary Innovation Index, based on their average 
performance scores calculated by a composite 
indicator, for the EU Member States fall into four 
different performance groups (Fig. 15). The first group 
of Innovation Leaders includes four Member States 

where performance is above 125% of the EU average. 
The second group of Strong Innovators includes seven 
Member States with a performance between 100% and 
125% of the EU average. The third group of Moderate 
Innovators includes nine Member States where 
performance is between 70% and 100% of the EU 
average. The fourth group of Emerging Innovators 
includes seven Member States that show a 
performance level below 70% of the EU average. 

The performance in Finance and support reflects to 
some extent the overall classification. All Innovation 
Leaders perform above the EU average - 100%. All 
Moderate and Emerging Innovators perform below the 
EU average (Fig. 16). 

 
Fig. 15. Summary Innovation Index of EU Member States (EU average - 100%) [17]. 

 
Fig. 16. Finance and support of EU Member States (EU average - 100%) [17]. 
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The global talent pool has grown over the past 
decade and is expected to continue growing through to 
2030. Young people from China and India, both fast-
growing economies, supply more than 30% of the G20 
and OECD countries’ workforce with a qualification 
in science, technology, engineering and mathematics 
by 2013. If the global trend persists in the next years, 
China and India will account for almost half of the 
expected 300 million 25-34 year-olds with tertiary 
education in 2030 while the European Union countries 
and the United States put together will account for less 
than a quarter (Fig. 17). 

 

 
 

 
 

Fig. 17. Share of 25-34 year-olds with a tertiary degree 
across OECD and G20 countries (2013, 2030) [10]. 

It is difficult to predict which skills will be needed 
in 2030 but the demand for advanced skills is on the 
rise. Over the last decades, the demand for various 
types of skills has changed: jobs involving routine 
manual work – the jobs of the typical factory worker – 
and cognitive work that can easily be reproduced by 

algorithms and scripts decreased significantly. The 
demand for skills requiring advanced high-quality 
education such as expert thinking and complex 
communications is expected to keep increasing in the 
future [10]. 

Conclusion 
We live in a rapidly changing and increasingly 

interdependent world where knowledge and 
innovation are major drivers of development. This 
means good quality education and learning are 
becoming even more important determinants of the 
well-being of individuals, the progress of countries 
and the quality of humanity’s common future. 

In keeping with rapid advances in many fields of 
science and technology, the field of engineering has 
evolved in recent decades to incorporate computing, 
augmenting the well-established foundations of math, 
physics, and chemistry, and to some extent, the life, 
social, and behavioural sciences as well as the 
humanities. 

The research and innovation must be more and 
more hybrid, bringing together a broad spectrum of 
technologies and skills from different disciplines. 
Working at the interfaces of different scientific fields 
– engineering science, life sciences, physical science, 
digital science, human and social sciences – will 
contribute to boosting systemic innovations that are 
necessary to reach a carbon-neutral and resilient 
society by 2050. 

The expectations for the future engineering 
education and for the engineer of the future are related 
to entrepreneurship learning, responsible engineering 
training, digitally literate engineer, challenge-based 
learning, excellence teaching, advanced ICT 
education, etc. 

 
This survey article is related to the presentation of 

the 8th International Seminar on Engineering Educa-
tion and Professional Realization of Young Engineers, 
National House of Science and Technology, Sofia, 
2016, presented by the author [24]. 
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Feedback control of ozone concentration in a room using an ozone 
generator and the Internet of Things with built-in sensor 

Takeshi Tanaka, Masayuki Yamauchi, Koji Kakugawa, Toshikazu Uchida,  
Shigekazu Ishihara, Keiko Ishihara 

 
Recently, coronavirus has spread worldwide and is becoming a major challenge. Under such 

circumstances, coronavirus inactivation using ozone has been reported. We have also installed a Sigfox 
antenna at Hiroshima Institute of Technology and have been developing Internet of Things (IoT) devices 
through the Internet using the Sigfox network. In this study, an ozone generator and an IoT device, 
which is an ozone concentration measuring device with a Sigfox communication function, were used to 
show the ozone concentration on a computer. Additionally, using feedback control, we obtained a CT 
value of 60, which can inactivate coronavirus from 1/10 to 1/100, after operating for 24 h at an 
acceptable ozone concentration (less than 0.1 ppm). 

Keywords – Internet of Things, Matlab/Simulink, Ozone, Sigfox, ThingSpeak 
 

Introduction 
With the evolution of Internet technology and 

different sensors and technologies, the Internet of 
Things (IoT) era has arrived, in which many things 
around the world, such as home appliances, 
automobiles, buildings, and factories, are connected to 
the Internet in addition to conventional Internet 
connection terminals such as personal computers and 
smartphones [1]. 

Recently, coronavirus has spread worldwide and is 
becoming a big challenge. Under such circumstances, 
ozone-based coronavirus inactivation [2] and health 
hazards [3] have been reported.  In Japan,  in 1985, 
the Japan Society for Occupational Health's Allowable 
Concentration Committee set 0.1 ppm as the allowable 
concentration in the working environment [4]. 

Furthermore, we have installed a Sigfox antenna at 
the Hiroshima Institute of Technology and have been 
developing IoT devices via the Internet using the Sigfox 
network. In this study, an ozone concentration 
measuring device that aids in coronavirus inactivation is 
installed in an IoT device, ozone concentration data is 
shown on a computer using Sigfox, and the allowable 
ozone concentration is used by feedback control. It was 
operated for 24 h at (less than 0.1 ppm) and attempted 
to obtain a CT value of 60, which may inactivate 
coronavirus from 1/10 to 1/100. 

Conditions for inactivation and inactivation of 
the new coronavirus by ozone [5] 

For the first time in the world, Professor Toshikazu 
Yano, Director of Infectious Disease Center, Takashi 

Kasahara, Nara Medical University, and the research 
group of the MBT Consortium, member companies of 
Infectious Diseases Subcommittee: Quall Holdings Co. 
Ltd., Sanyu Shoji Co. Ltd., Tamura Teco Co. Ltd., and 
Marusan Pharmaceutical Biotech Co. Ltd., confirmed 
the new coronavirus inactivation by exposure to ozone 
gas. Additionally, the practicality was shown 
academically by clarifying the conditions of 
inactivation experimentally. 

• At a CT value of 330 (exposure for 55 min, at an 
ozone concentration of 6 ppm), it is inactivated from 
1/1,000 to 1 / 10,000. 

• At a CT value of 60 (exposure for 60 min, at an 
ozone concentration of 1 ppm), it is inactivated from 
1/10 to 1/100. 

It was established that ozone inactivates up to 
1/10,000. 

 

 
Fig.1. Experimental device for inactivating a new 

coronavirus using ozone [5]. 
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Various characteristics of an ozone sensor [6] 
Fig. 2, Fig. 3, Table 1, Fig. 4, and Fig. 5 show the 

ozone sensor (MQ131) photograph, test circuit, 
technical parameters, typical sensitivity curve, and 
typical temperature/humidity sensitivity curve, 
respectively. 
 

 
Fig.2. Photograph of ozone sensor (MQ131). 

 
Fig.3. Ozone sensor (MQ131) test circuit. 

Table 1 
Technical parameters of the ozone sensor (MQ131) 

 

 
Fig.4. Typical sensitivity curve of ozone sensor (MQ131). 

 

 
Fig.5. Sensitivity curve to typical temperature/humidity of 

the ozone sensor (MQ131). 

 

Manufacture of ozone generator and IoT devices 
equipped with ozone sensors 

The ozone generator consists of  ozone generation 
module (Fig. 6 (a)), breadboard for wiring (Fig.6 (b)),  
and Arduino UNO for controlling ozone generation 
module (Fig. 6 (c)). 

 The Sigfox Shield for Arduino V2S was plugged 
into the Arduino UNO Rev3 to turn it into an IoT device, 
and the ozone sensor was also plugged into the Sigfox 
Shield to complete it. (see Fig. 6 (d)) [7] 
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Fig. 6. Arrangement photograph of the ozone generator and 
measuring device when measuring the ozone concentration. 

(a) ozone generation module, (b) breadboard for wiring,  
(c) Arduino UNO for controlling ozone generation module, 

and (d) ozone concentration measuring instrument. 

In the IoT device, a temperature/humidity/ 
barometric pressure sensor (BOSCH BME-280) was 
used as the sensor. The sensor specifications [8] are 

• Operating temperature range: −40°C to +85°C 
(rated) 

• Humidity: 0%–100% (relative humidity) 
• Atmospheric pressure: 300–1100 hPa 
• Temperature accuracy: ± 1°C (0°C to 65°C) 
• Humidity accuracy: ± 3% RH (25°C, absolute 

accuracy tolerance) 
• Barometric pressure accuracy: ± 1.0 hPa (0°C to 

65°C, absolute accuracy) 
 
 

A sketch (see Fig. 7)  is developed for the Arduino 
UNO Rev3 in IoT device using the Arduino IDE and is 
used to control the ozone concentration mesuring 
instrument. 

 

 
Fig.7. Example of the Arduino sketch employed in this study. 

 

 
Fig. 8. Overview of IoT devices, ThingSpeak, and 

Matlab/Simulink [9]. 

The overview of IoT devices ThingSpeak, and 
Matlab/Simulink is shown in Fig. 8. ThingSpeak data 
processing is Analytics, and consists of Actions. 

Analytics include Matlab analysis, Matlab 
visualizations, and Plugins. Actions include 
ThingTweet, TimeControl, React, TalkBack, and 
ThingHTTP. 

Here, an ozone concentration measuring instrument 
is as smart connected devices in Fig. 8. 

Fig. 9 shows example of Sigfox shield for Arduino 
V2S callback. Data of temperature, humidity, 
atmospheric pressure are send to ThingSpeak from 
smart connected device using callback shown in Fig. 9. 

 
 
(a) 
 
 
 
 
 
 
 
 
 
(b) 
 
 
 
 
 
 
 
 
 
(c) 
 
 
 
 
 
 
 
(d) 
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Fig. 9. Example of Sigfox shield for Arduino V2S CallBack. 

Fig. 10 shows the ThingSpeak channel setting 
example.  The graphes of various data such as 
temperature, humidity, etc. are drawn based on chanell 
setting. 
 

 
Fig.10. ThingSpeak channel setting example.  

Actual measurement example 
Ozone measurement method 

Ornit developed the ozone generation module that 
was used. The amount of ozone produced ranges from  
1 mg/h to 10 mg/h. 

The arrangement of the ozone generator and 
measuring device when measuring the ozone 
concentration is shown in Fig. 6. 

Fig. 11 – Fig. 15 show the measurement results’ 
temperature, humidity, atmospheric pressure, ozone 
sensor applied voltage, and ozone sensor output voltage. 

The ozone concentrarion and sensor registance 
calculated from data of temperature (Fig. 11), humidity 
(Fig.12), sensor applied voltage (Fig. 14), and ozone 
sensor voltage (Fig. 15) using Matlab analysis in 
Thingspeak is shown in Fig. 16 and Fig. 17, 
respectively. 

  

 
Fig. 11. Temperature measured using an IoT equipped with 

an ozone sensor. 

 

 
Fig.12. Humidity measured using an IoT equipped with an 

ozone sensor. 

 

 
Fig.13. Atmospheric pressure measured using IoT equipped 

with ozone sensor. 

“Е+Е”, vol. 57, 1-2, 2022 27



 
Fig.14. Ozone sensor applied voltage measured using IoT 

equipped with ozone sensor. 

 
Fig.15. Measured ozone sensor output voltage using an IoT 

equipped with an ozone sensor. 

 
Fig.16. Ozone concentration calculated from temperature, 

humidity, sensor applied voltage, and ozone sensor voltage. 

 
Fig.17. Sensor resistance, Rs calculated from temperature, 
humidity, sensor applied voltage, and ozone sensor voltage. 

To achieve a CT value of 60, which can be operating 
24 h a day with an acceptable ozone concentration ( 42 
ppb less than 0.1 ppm) and inactivate coronavirus to 
1/10 to 1/100, ozone concentration feedback control was 
used. The feedback control device is composed of an 
ozone generation module (Fig. 6 (a)), breadboard for 
wiring (Fig. 6 (b)), Arduino UNO for controlling ozone 
generation module (Fig. 6 (c)), and an ozone 
concentration measuring instrument (Fig. 6 (d)). 

The outline of feedback control is to take the ozone 
concentration in the room into Matlab/Simulink (see 
Fig. 8), calculate it, and send the result to  the feedback 
control device to generate ozone.  

That is, as shown in Fig. 18, in the feedback control, 
when the ozone concentration is high, the ozone 
generation amount is low, and when the ozone 
concentration is low, the ozone generation amount is 
high, and as a result, the ozone concentration is 
stabilized.  
 

 
Fig.18. Ozone concentration dependence of ozone 

generation for feedback control. 

The time dependence of the amount of ozone 
generated is shown in Fig. 19.   

The amount of ozone generated varied between 1 
and 10 mg/h, indicating that rudimentary feedback 
control was achieved. 
 

 
Fig.19. Ozone generator amount (mg/h). 
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On March 29, 2022, the average feedback-controlled 
ozone concentration was 53 ppb, with a maximum of  
79 ppb and a minimum of 4 ppb. These values were 
higher than the average ozone concentration of 42 ppb, 
resulting in a CT value of 60 in 24-h operation, but 
lower than the permissible value of 100 ppb. 

We achieved a CT value of 60, which can inactivate 
coronavirus from 1/10 to 1/100 by operating for 24 h at 
an appropriate ozone concentration (less than 0.1 ppm) 
using feedback control.  

Conclusions 
It was demonstrated that an ozone concentration 

measuring device that aids in the inactivation of 
coronavirus is installed in an IoT device, and the data 
can be presented on a computer using Sigfox. 
Furthermore, various characteristics of the ozone sensor 
(MQ131) were collected, and an ozone concentration 
measuring device was developed using a test circuit 
provided by the manufacturer to measure the ozone 
concentration. An ozone sensor built with the Arduino-
MQ131 driver was manufactured, and the ozone 
concentration was computed. Additionally, after 
operating for 24 h at an acceptable ozone concentration 
(less than 0.1 ppm) and employing feedback control, we 
achieved a CT value of 60, which can inactivate 
coronavirus from 1/10 to 1/100. 

We will apply it to actual hospitals and 
accommodation facilities in the future, consider it in 
detail and comprehensively, and explain its concerns, to 
achieve cooperation and mutual usage with the systems 
we have developed so far, and further cooperation with 
the local community.  

Acknowledgments 
We would like to express our gratitude to everyone 

involved in Ohnit Co., Ltd. for providing the ozone 
generation unit in carrying out this research. 

REFERENCES 
[1] “2018 Information and Communication White Paper” 

(Ministry of Internal Affairs and Communications) 
http://www.soumu.go.jp/johotsusintokei/whitepaper/ja/h30/h
tml/nd111200.html 

[2] E. Grignani, A. Mansi, R. Cabella, P. Castellano, A. 
Tira-basso, R. Sisto, M. Spagnoli, G. Fabrizi, F. Frigerio, G. 
Tranfo. Safe and Effective Use of Ozone as Air and Surface 
Disinfectant in the Conjuncture of Covid-19.Gases 2021, 1, 
19–32; (doi:10.3390/gases1010002) 

[3] Zhang Junfeng (Jim), Wei Yongjie, Fang Zhangfu. 
Ozone Pollution: A Major health hazard worldwide. frontiers 
in Immunology, 10, 2019 (DOI: 10.3389/fimmu.2019.02518) 

 

[4] Japan Society for Occupational Health: Reasons for 
proposing allowable concentrations (2000)  

[5] Nara Medical University announces world’s first result 
of research on SARS-CoV-2 and ozone with MBT 
Consortium Association, 2020, http://www.naramed-
u.ac.jp/university/kenkyu-sangakukan/oshirase/r2nendo/ 
documents/press_2.pdf 

[6] Ozone gas sensor model: MQ131 Low Concentration 
Manual, 2014, https://www.winsen-
sensor.com/d/files/PDF/Semiconductor%20Gas%20Sensor/
mq131-(low-concentration)-ver1_3-manual.pdf 

[7] Nobuharu O., Y. Sasaki, M. Yamauchi, K. Miyazono, 
T. Hattori, K. Kakugawa, T. Tanaka. A simple control system 
for ozone gas generation and its concentration measurement. 
IEEJ Transactions on Fundamental and Materials, 2022, in 
press (in Japanese) 

[8] BME280 - Humidity sensor measuring relative 
humidity, barometric pressure and ambient temperature 
https://www.bosch-sensortec.com/products/environmental-
sensors/humidity-sensors-bme280/ 

[9] ThingSpeak for IoT https://thingspeak.com/pages/ 
commercial_learn_more/ 

 
Prof. Dr. Takeshi Tanaka – Department of Electronics 

and Computer Engineering, Faculty of Engineering, 
Hiroshima Institute of Technology, 2-1-1, Miyake, Saeki-ku, 
Hiroshima, 731-5193, Japan. 

 Tel.+81-82-921-3121 
 е-mail: tanaka@cc.it-hiroshima.ac.jp 

 
Prof. Dr. Masayuki Yamauchi – Department of 

Electronics and Computer Engineering, Faculty of 
Engineering, Hiroshima Institute of Technology, 2-1-1, 
Miyake, Saeki-ku, Hiroshima, 731-5193, Japan. 

 Tel.+81-82-921-3121 
 е-mail: m.yamauchi.u8@it-hiroshima.ac.jp 

 
Prof. PhD Koji Kakugawa – Department of Food Science 

and Biotechnology, Faculty of Life Sciences, Hiroshima 
Institute of Technology, 2-1-1 Miyake, Saeki-ku, Hiroshima, 
731-5193, Japan  

Tel:+81-82-921-6472  
е-mail: k.kakugawa.db@it-hiroshima.ac.jp  

 
Dr. Toshikazu Uchida – UCHIDA Co., Ltd., 2048-1, 

Kamitome, Miyoshi-machi, Iruma-gun, Saitama 354-0045, 
Japan  

Tel:+81-49-274-3030  
е-mail: uchida@uchida-k.co.jp 

  

“Е+Е”, vol. 57, 1-2, 2022 29



Prof. PhD Shigekazu Ishihara – Faculty of 
Rehabilitation, Hiroshima International University, 555-36, 
Kurose-Gakuenndai, Higashi-Hiroshima, Hiroshima, 739-
2695, Japan 

Tel:+81-823-70-4890 
e-mail: i-shige@hirokoku-u.ac.jp 

 

Prof. PhD Keiko Ishihara – Faculty of Rehabilitation, 
Hiroshima International University, 555-36, Kurose-
Gakuendai, Higashi-Hiroshima, Hiroshima, 739-2695, 
Japan 

Tel:+81-823-70-4877 
e-mail: k-ishiha@hirokoku-u.ac.jp 

Received on: 30.03.2022  
 

30 “Е+Е”, vol. 57, 1-2, 2022 



 : 

. . : 

 : 

 : 

  : 

: 

 .   

  

 ,  ,  , 
 ,  ,   



104 105

FEDERATION OF SCIENTIFIC UNIONS –  
MORE THAN 135 YEARS HISTORY

ФЕДЕРАЦИЯ НА 
НАУЧНО-ТЕХНИЧЕСКИТЕ СЪЮЗИ –  

ПОВЕЧЕ ОТ 135 ГОДИНИ ИСТОРИЯ

Sofi a, 108 G.S. Rakovski St | София, ул. "Г.С. Раковски" 108 | phone/тел: 02 987 7230 | www.fnts.bg

Зали за събития, обучения и концерти 
в идеалния център

Rooms for events, trainings and concerts 
in the ideal centre




