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The contemporary information society has determined the main priority of digital technologies in 

maintaining the basic processes in society. It is often emphasized that the main feature of modern society 
is the accompaniment of information from organizational, commercial, social and legal innovations, 
including changes in business relations. This determines the important role of e-governance in public 
life and social communications at various levels. In this reason, the article presents an author's view of 
the technological aspects of e-governance and its main component e-government as a parts of the 
contemporary digital age. The main technological features, participants in the processes and the defined 
relationship between them are presented, with emphasis on the digitalization of processes and 
management structures. Attention is also paid to the possible challenges to privacy and personal data 
in digital communications. 

Keywords – digital age, digital technologies, e-governance & e-government, information society, 
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Технологични аспекти на е-управлението (Ради П. Романски). Съвременното 
информационно общество е определило основен приоритет на цифровите технологии при 
поддържане на основните процеси в обществото. Често се подчертава, че основна 
характеристика на съвременното общество е придружаване на информацията от 
организационни, търговски, социални и юридически нововъведения, включително и промени в 
бизнес отношенията. Това определя значимата роля на е-управлението в обществения живот 
и социалните комуникации на различни нива. В този смисъл статията представя един поглед 
на автора за технологичните аспекти на е-управлението и неговия основен компонент е-
правителството като част от съвременната цифрова ера. Представени са основни 
технологични особености, участници в процесите и дефинираните взаимоотношение между 
тях, като е акцентирано на цифровизацията на процесите и управленските структури. 
Отделено е внимание и на възможните предизвикателства пред личната неприкосновеност и 
личните данни при цифровите комуникации. 

 

Introduction 
The Information Society (InSoc) is based on 

overall informatization with determining information 
as a basic product, and prosperity in the economic, 
social and cultural spheres depends on the level of 
development and use of information and 
communication technologies (ICT) [1]. This 
determines the important role of information 
technology and the widespread use of publicly 
available information resources in the global network 
space and their impact on people. A study of the impact 
of human capital on the development of InSoc is 
presented in [2], discussing different approaches to 
assessing human capital and proposing a 
comprehensive system of indicators and methodology 
for calculating the global human capital indicator of 
InSoc. 

It is often emphasized that the main feature of 
contemporary society is the accompaniment of 
information from organizational, commercial, social 
and legal innovations, including changes in business 
relations. This is confirmed by the study presented in 
[3] on the digital transformation of business with 
special attention to the field of marketing. It is 
emphasized that the digital revolution in InSoc and the 
use of Big Data have been major challenges in 
innovation in recent years, but the use of data and 
technologies of the digital age also raises ethical issues 
of privacy that need to be analysed [4]. 

Adequate information services in the modern digital 
society is a top priority, but globalization and the 
possibility of distributed access to information 
resources require solving problems of information 
security [5, 6] and the protection of personal data [7]. 
Specifically, in [6] is stated that the effectiveness of 
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information security actions depends in part on the 
effective behaviour of those who conduct them, as 
presented research focuses on “behavioural 
information security” defined as the complexes of 
human action that influence the availability, 
confidentiality, and integrity of information systems. In 
addition, in [8] is stated that the lack of knowledge or 
correct understanding causes 60%-85% of information 
security incidents. 

The main tasks of InSoc are the implementation of 
fast and efficient data exchange between various 
organizations, administrative structures and businesses, 
as well as providing citizens with electronic services 
and remote access to information. This is related to key 
components such as e-society, e-access, e-services, but 
directly reflects on e-governance, which is component 
that reflects the democratic principles of strengthening 
individual rights in public life. These are the right to 
seek, receive and disseminate information and ideas, 
the protection of personal data and the inviolability of 
correspondence, the integration of disadvantaged 
people, access to public information, improving the 
quality of public services [9, 10]. 

The purpose of article is to present an author’s point 
of view for the organization and technological aspects 
of e-governance as a part of the contemporary digital 
age, including challenges for privacy and personal data 
protection. In this respect, a summarization of author’s 
investigations in this field is presented with specifying 
the main features, participants, components and tasks 
for decision. 

Features of e-governance 
According definition of the European Commission 

e-governance is a system uniting the capabilities of ICT 
and the actions of the state administration and the local 
government in organizing and delivering public 
services and improving the democratic process. In this 
respect, e-governance is the integration of ICT in all the 
processes, with the aim of enhancing government 
ability to address the needs of the general public. The 
main goal is to realize the priorities of the InSoc by 
establishing the democratic principles in the country, 
related to: 
 The right to access information and disseminate 

ideas. 
 Protection of personal data and privacy. 
 Improving the interaction between public 

authorities and civil society. 
 Integration of disadvantaged people. 
 Improving the quality of public services and the 

efficiency of public administration. 
All these activities are often grouped under the term 

e-gov (e-governance, e-government, data government, 
etc.). In short, it is the use of electronic (digital) means, 
to promote good governance and includes 
implementation of government processes to achieve 
easy, moral, responsible and open management. 

For e-governance to be effective, it is necessary to 
have a consolidated civil society, legal regulation and 
expressed desire to change the way of communication 
with the public authorities. Figure 1 presents a 
summarization of benefits of e-government in 
contemporary digital age. 

 
Fig. 1. Benefits of e-governance. 

The goal of e-governance is to increase citizens' 
satisfaction and encourage their participation in 
government and public processes while improving the 
quality of services provided by the executive, judiciary 
and legislature. Thus, e-gov is directly connected to the 
main components of InSoc (e-government, e-business, 
e-commerce, e-learning, e-health, etc.) – Figure 2.  

 
Fig. 2. Structure of e-governance. 

Although quite often e-government is accepted as 
synonymous with e-governance, the first term should 
be considered relatively independently as a concrete 
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implementation of e-government tasks, representing 
(according to the definition of the European 
Commission) "a system combining the use of ICT by 
public administration with organizational change and 
newly acquired skills leading to the improvement of 
public services and the democratic process”. The 
specific task is to digitize the existing "paper-based" 
procedures for introducing a new way of managing the 
administrative processes of processing, storing and 
providing information. 

E-governance is constantly updated and developed, 
for example in [11] a new form of e-governance is 
proposed, based on systems observed in biological life 
at all scales. An e-governance model based on 
collective superintelligence and a significant reduction 
in resource requirements for government functions has 
been defined. The aim of the model is to generate a 
digital ecosystem of intelligent life by overcoming the 
emotional divide between physical and digital life. 

It can be assumed that the idea of e-governance in 
the EU originated in 1987, when the WG 8.5 working 
group published materials on ICT development in order 
to create technological opportunities for harmonization 
and coordination of the functions of different 
information systems and their integration into common 
information environment. By the end of the 20th 
century, a number of documents had been developed, 
such as a development plan for the early 21st century, 
an online G-7 project for government, and an EU-wide 
data exchange program. The first decade of the 21st 
century is known for the initiatives and programs 
adopted under the name "eEurope", the "i2010" 
initiative and the "Europe 2020" strategy. As a result, 
the main components of e-governance have been 
defined (Figure 2) and the following main 
characteristics have been identified: 
 The implementation of the processes is based on 

remote access to information resources and distributed 
data processing in the global network; 
 It is based on the democratic principles of society; 
 It reflects social and economic aspects; 
 It is organized at two basic levels – at the level of 

state administration (e-Government) and at the level of 
local government (e-Municipality); 
 An important part is the e-government with 

participants in the administrative structures, citizens 
and businesses, determining the basic relations. 

Technological relations in e-governance 
The main participants in the e-governance processes 

are presented in Table 1, and the main relationships 
between them are defined below. 

Table 1 
Participants in e-governance 

Symbol  Participant 

G Government (government structures) 

M Municipality (local government structures) 

A Administration 

C Citizens 

B Business 

E Employees  
 
G2G (Government to Government): Interaction 

related to the exchange of information between 
government structures, which can be horizontal 
(between different state units) and vertical (in a 
hierarchical sequence between national or local 
government structures). 

G2C (Government to Citizen): Interaction between 
government and the general public to give citizens 
access to a variety of public services and the free 
sharing of views, opinions and complaints about 
government policies. 

G2B (Government to Business): Opportunity for 
transparent interaction between business and 
government in order to save time and money. 

G2E (Government to Employees): The government 
in each country is the largest employer and in this sense 
has responsibilities to its employees. The goal of e-
government is through ICT to ensure fast and effective 
interaction of the government with employees to 
increase the level of satisfaction. 

E-government, as a key component of e-
governance, deals with the same key players presented 
in Figure 2. 

E-government technology (as a "representative" of 
InSoc) differs from traditional administrative services 
through the following transitions: 
 from administratively oriented activities to user-

oriented services; 
 from processes based on normative regulation to 

processes based on competence and knowledge; 
 from territorially oriented services to integrated 

services, regardless of the location of the participants; 
 to make the connections electronically; 
to full transparency of information and 

management decisions. 
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Model of relations in e-government 
The model of e-government shown in Figure 3 is 

defined on the basis of the relationships between the 
participants (A2A, A2C, A2B). In a more precise 
definition should be regarded and the connections of 
types C2A and B2A, as well as relations in government 
structures A2G. 

                                            A2A    
 
 
      A2C                                               A2B 

 
Administration Administration 

Citizens Business 
 

Fig. 3. Model of technological relations in e-government. 

Some sources include in this model the interactions 
type “Administration to Employees” (A2E), which is 
related to the fourth side of an e-government - effective 
internal-administrative relations. These relationships 
are developed in a given administrative structure 
(ministry, agency, municipality, etc.) and are 
accompanied by the information processes that provide 
them. Most often these are the relations between the 
separate structural units (directorates, departments, 
sectors), which exchange various documents and 
information references. Organizing the document flow, 
information processing and communications on a 
single information and communication platform 
significantly increases the efficiency of administrative 
services. This means: 
 building an interdepartmental network 

infrastructure (local network, intranet, extranet) with 
access to the global information space; 

 creation of a unified information system and a 
common (centralized) database (DB); 
 creation of a common information fund and 

introduction of a system for electronic exchange of 
documents (automation of document circulation); 
 development of an automated decision-making 

system based on knowledge and expert support (expert 
systems); 
 implementation of decision control technology. 
The implementation of the listed basic components 

can take place with a significant reorganization of 
internal administrative processes, staff training and 
implementation of contemporary ICT. The model of 
this type of internal administrative relations is shown in 
Figure 4. 

Two subsystems take part in the organization of the 
internal-administrative relations – of the administrative 
structural units and of the information means and 
technologies for automation of the activities. The 
essence of e-government consists in building the 
second subsystem and its main components are 
presented below. 

(1) Distributed information system allowing remote 
access of administrative units to the public database. 
Depending on the implementation of the database 
(centralized, distributed or mixed), appropriate 
technological measures must be provided for the 
protection of information resources, user authorization 
and regulation of access. 

(2) Document exchange system (Fig. 5) – manages 
the document flow by registering and storing all 
entered documents in electronic form. One possibility 
is to scan and store under an index in a documentary 
database of each entered document and electronically 
monitor its movement through the units of the 

Decision control 
system Decision making 

system 

 

Information 
system 

DB 

Internal communication environment 

 

Office work Accounting 
 

Departments 

E-document 
exchange system 

Portal 

External 
entrance 

IT and means for automation of administrative activity 

Administrative structural units 

3

2 

1

 
Fig. 4. Model of electronic-based internal-administrative relations. 
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administration. In its more developed version, this 
system will also process documents received via the 
Internet. 

 
Document 

Registration 

Digitalization 

Identification Internet 

Processing 

DB for 
documents 

Archiving 

LAN 

Processing  
Fig. 5. Example organization of an e-document exchange 

system 

(3) Decision-making system Decision-making 
processes are part of the activities of all governing 
bodies and are based on specialized information 
provision – the so-called decision support systems. 
Such a system is part of the information infrastructure 
of e-government and can be represented by the model 
presented in Figure 6. 

Head 

Decision support 
system 

Departmental 
information system 

External information 
resources 

Head 

Employees 

 

Identification of the 
problem 

Generating alternative 
solutions 

Choice of solution 

Execution of the 
solution 

Analysis & evaluation 

DB 

 
Fig. 6. Model of management decision-making process  

E-governance and challenges for privacy 
In today's digital world, global communications are 

widely used for remote access to information resources, 
websites, virtual spaces, discussion and social forums 
and more. [12]. This is related to the transfer of data 
and their storage in the global space, which requires 
them to be correct and reliable and to take the necessary 
measures to protect them. In the case of e-governance 
structures, the responsibility lies with the relevant 
institution (private, public or state), which is the Data 
Controller and must comply with the requirements of 
the GDPR (Figure 7). This is because in certain cases 
personal information (telephone, address, photos, CV, 
financial documents, etc.) may be publicly available 

and may pose a risk to the owners of such personal data 
with undesirable financial and psychological 
consequences, as well as implications for reputation. 

The continuous development of ICT and the 
creation of new applications and objects, including 
those with intelligent management without human 
intervention, raise the question "Is there no danger of 
violating the digital integrity of consumers?". A survey 
shows that 74% of EU citizens consider the disclosure 
of personal data to be an increasingly integral part of 
today's digital world, which raises important questions. 
 Does the collected categories of personal data 

correspond to the defined purpose, which is a 
requirement of the GDPR? 
 How and where the provided personal data are 

stored, who has access to them and what regulations are 
valid for them? 
 Who is responsible for the protection of user data 

and the procedures for their processing, including 
modification and deletion? 
 What policies apply to the storage of personal 

data and privacy when processed in digital spaces? 
 Are the policies required in the GDPR such as 

“privacy by design” and “privacy by default” applied? 
As well as the new paradigm "the right to be forgotten 
/ erased" introduced by the GDPR. 
 What is the guarantee for correct transfer of 

personal data between different nodes in the global 
network and does it comply with the requirement to 
maintain an adequate level of protection? 

Many organizations (including business and 
government) are using different data at an increasing 
rate, which creates potential opportunities for 
information security breaches in personal data 
protection. In citizens' communications with 
government administrations or in their participation as 
customers of business services, they expect their 
personal data to be processed within the defined 
specific purpose and in accordance with the rules and 
requirements of the GDPR. This requires government 
agencies to take strict measures to work with personal 
data and use adequate means to protect information 
resources, which defines digital sustainability as an 
important task for e-governance in the digital world. 

The importance of the above requirement is 
enhanced in the case of storage of information 
resources and profiles with personal data in the cloud 
(data centres), as well as in corporate relationships with 
business partners (organizations or individuals). The 
use of remote access from external clients, maintenance 
of various types of resources (public, private and 
personal) and the implementation of cloud and mobile 
cloud services creates risks to the privacy of 
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participants in e-governance processes and requires the 
development of procedures to regulate access to and 
use of information. 

E-governance is a technology based on network and 
mobile communications, which, in addition to 
government structures, determines requirements for 
services providers, defined in various data protection 
documents. One summary is the following: 
 Ensuring confidential communication by 

prohibiting the listening, eavesdropping or storage of 
messages without the consent of the data subject. 
 Ensuring the security of services through 

appropriate measures introduced by electronic 
communications providers. 
 Notifications of data breaches when the provider 

identifies security issues leading to loss or theft of 
personal data. 
 Traffic and location data must be deleted or 

anonymous when no longer required for 
communication purposes or other legal situations. 
 Prior consent to send unsolicited commercial 

messages (known as "spam"), which includes SMS text 
messages and other electronic messages. 

A brief summary of the opportunities for negative 
impact on privacy and personal data is as follows. 
 Difficult, even impossible, identification of the 

role performed by a participant (Data Subject, Data nor 
Data Processor) regarding the specific obligations at 
different levels of data processing procedures. 
 Difficult guarantee of all rights of the user (Data 

Subject), because he / she must be aware of the purpose 
of data collection and policy for their protection, as 
well as be able to edit and block some data, require 
deletion of data, etc. 

 Ability for multiple data transfers between 
different locations, which creates copies of data in 
different nodes of the network (or cloud). 
 Possible insufficient level of organizational and 

technical measures used to protect personal data, which 
is a major responsibility of the Data Controller. 
 The GDPR requires each participant (Data 

Subject) to have the right to revise their personal data 
and to request that the data be updated, corrected, 
blocked or deleted when necessary. Who and how will 
ensure that the Data Controller's obligation to delete 
personal data for each user who has already completed 
their activities is fulfilled in a timely manner? 

All the above challenges of the global space must be 
taken into account by the participants in the network 
processes in e-governance and the use of its e-services. 

Conclusion 
Globalization offers many new opportunities for 

effective activities in the network space, which is the 
main and most characteristic feature of the digital age 
[13]. E-governance is an important part of 
contemporary society and in this sense accepts the 
positives and negatives of digitalization. The 
widespread use of Internet communications creates 
preconditions for an increasing amount of personal data 
to be exposed to possible illegal access, including for 
criminal speculation in order to make a profit. An 
overview of the legal framework for Internet 
communications and personal data protection was 
made in [14], examining the need for additional 
policies in this direction. The main goal is to ensure 
reliable protection of the individual in the digital age 
and discussing topics such as online privacy and 
security, hacking and protection against online threats, 
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Fig. 7. Organizational scheme of system for personal data protection. 
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offers new methodologies and applications in the field 
of digital security and countering threats. 

World law defines privacy as a basic human right, 
combining various forms of personal data processing, 
protection of personal communications via the Internet, 
processing of personal profiles for social media and 
others. For this reason, globalization is changing the 
traditional understanding of confidentiality as the 
"right to be left alone" and introducing a new paradigm 
"the right to be forgotten". The GDPR regulation has 
been developed in this direction, which came into force 
in May 2018. 
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