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Using the Sigfox network and the Internet, we created Internet-of-Things devices equipped with 

temperature, humidity, and barometric pressure sensors to measure the environment data. In this 
study, we developed a way to process data as it is sent and received in order to use Shamir's secret 
sharing for Sigfox communication. In particular, the received data, Shamir's secret shared data, could 
be decrypted using MATLAB and displayed on the Internet using ThingSpeak. 
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1. Introduction 
In the information society, thus far (Society 4.0), 

knowledge and information have not been shared and 
problems due to lack of cross-disciplinary 
collaboration have occurred. As there are limits to 
people’s capabilities, the work of discovering and 
analyzing the necessary information from a vast array 
of information is challenging. Furthermore, with the 
various restrictions in place due to the low birth-
rate/aging society and the depopulation of rural areas, 
it has been difficult to respond to this situation in an 
adequate manner [1]. 

The society realized that Society 5.0 would involve 
all people and things being connected by the Internet 
of Things (IoT), enabling the sharing of various 
knowledge and information. This will produce new 
value that has not existed until now and will allow us 
to overcome these issues and difficulties. In addition, 
the provision of acquiring the necessary information at 
the required time through artificial intelligence (AI) 
technology, such as robots and automatic driving cars, 
will help us overcome problems associated with the 
low birth-rate/aging society, depopulation of rural 
areas, and the gap between the rich and the poor. 
Through social innovation, we shall break out of this 
sense of being trapped and create a society with hope, 
where everybody respects each other across the 
generations and can prosper in comfort [1]. 

Society 5.0 will be realized by systems where the 
cyber space (virtual space) and physical space (real 
space) are merged in an advanced manner. In the 
information society that has existed thus far (Society 

4.0), people access cloud services (databases) existing 
in the cyber space through the Internet to acquire and 
analyze data [1].  

 
Fig. 1. Modern society realized through Society 5.0 [2]. 

 
In Society 5.0, vast amounts of information from 

sensors in the physical space would be stored in the 
cyber space. In the cyber space, this Big Data would 
be analyzed using AI. These analysis results would be 
fed back to humans in the physical space in various 
formats. In the information society that has existed 
thus far, value occurs through information analysis 
conducted by humans. In Society 5.0, vast amounts of 
data would be analyzed using AI that exceeds human 
capability. These results would be then fed back to 
humans through robots, enabling new value that has 
not been possible up to this point to be brought about 
in industry and society [1]. 
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Fig. 2. Society 5.0 mechanism [2]. 

 
In the IoT age, it will be necessary to respond to 

communication needs in a wide variety of 
applications; for example, in cases wherein high-
definition video and high-speed connectivity are 
required, such as remote surgery, as well as for uses 
where information is collected from a large number of 
IoT terminals and where large capacity is required, 
such as environmental monitoring and smart meters. 
Moreover, it is essential to properly utilize the various 
communication methods for connectivity, depending 
on the application. For example, in addition to the 
mobile phone system already described, satellite 
communication that can efficiently cover broad areas 
or wireless communication technology that can realize 
ultra-high-speed communication over close distances 
can be used for communication. In particular, for 
communication needs wherein traffic volume per 
device or line is low but a large number of 
connections need to be supported, such as industrial 
usage, low-cost and low-power-consumption sensor 
devices are required for long-term application [3]. 

A concept that is currently being developed and 
promoted that focuses on these requirements is known 
as a Low Power Wide Area (LPWA). The LPWA’s 
communication speed, at several kbps to several 
hundred kbps, is slow compared with that of the 
mobile phone system; however, it has power-saving 
features that enable battery-operated application for 
several years to several decades and communication 
over broad areas, such as several kilometers to several 
tens of kilometers. A nationwide LPWA network has 
already been constructed in France by Sigfox. 
Deployment of LPWA has also started in the U.S. 
based on the LoRa specification [3]. 

We installed a Sigfox antenna at Hiroshima 
Institute of Technology and realized the acquisition of 
water-meter data with IoT devices through the Internet 
using the Sigfox network. We also constructed a 
preliminary Sigfox education system using this system 
[4], [5]. 

In addition, we manufactured IoT devices using 
Sigfox and received data transmitted from these 
devices using ThingSpeak. We also conducted 
calculations using MATLAB/Simulink and published 
these results on our website via ThingSpeak. The data 
can also be sent via Twitter, where necessary. We 
deployed this device in society and observed the data 
obtained. Furthermore, the Partner Program, which is 
related to the Sigfox service and provided by Kyocera 
Communication Systems Co. Ltd. (KCCS), is a 
program for partners who are considering business 
development, such as sales, solution proposal 
activities, and device and application provision. The 
Hiroshima Institute of Technology is one of the 
integration partners [6]. 

In this study, we use Shamir’s Secret Sharing [7] 
to send a portion of the shared secret environmental 
data within IoT devices. Using Sigfox, we display the 
received data as ThingSpeak and attempt to decode 
and display the same using MATLAB. 
 

2. Shamir’s Secret Sharing and application to 
IoT [7] 

The preliminary basic procedure for using Shamir's 
Secret Sharing and data transfer is shown below. 

a) Decide what to make secret 
The secret is the temperature (Temp) that 
measured by the IoT device at 15 minute 
intervals. This is because the daily traffic is set 
at 12 bytes 140 times a day in order to 
communicate using Sigfox. 

c) Decide threshold 
       We choose 3 as threshold. 
d) Make polynomial 
      The degree of the polynomial is 2, and it must be 

the threshold -1 determined in c). 
      Therefore, the basic equation is formula (1). 

y ＝ ax2 + bx + c         (1). 
        As we can choose any numbers for a and b, we 

choose a=2 and b=3. C is the secret determined 
a). 

e) Create combinations of (x, y) 
In the polynomial of equation (1), three 

independent combinations of (x, y) are required 
to calculate the values of the three variables a, b, 
and c. 

The data that can be sent using Sigfox is 12 
bytes, so the sizes x1, y1, x2, y2, x3, y3 of each 
data are 2 bytes. In addition, in this study, x1, x2, 
and x3 used random numbers from 1 to 10. Also, 
if two or three of x1, x2, and x3 have the same 
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value, an error will occur, but I would like to 
consider this as a future issue. 

f) Data transfer using Sigfox 
The data x1, y1, x2, y2, x3, and y3 transferred 

using Sigfox are graphed using the ThingSpeak 
software and are shown in Figs. 9-14.  These 
figures can be viewed on the Internet. 

g) Secret reconstruction 
Substituting the data x1, y1, x2, y2, x3, and y3 

transferred to eq. (1) yields the following three 
equations. 

                y1 = a (x1) 2 + b (x1) + c       (2) 
y2 = a (x2) 2 + b (x2) + c       (3) 

                y3 = a (x3) 2 + b (x3) + c       (4) 
Solve the simultaneous equations of the three 

equations (2) to (4) to find c.  c is the secret and the 
temperature. 

The three simultaneous equations (2) to (4) were 
solved and c was calculated. The calculated c is the 
secret and the temperature. Figure 15 shows the time 
dependence of the temperature. In this study, this 
operation was performed using Matlab that has two 
different types of arithmetic operations: array 
operations and matrix operations. 

 
3. Manufacturing IoT devices using Sigfox 
We created an IoT device by inserting Sigfox 

Shield for Arduino V2S [8] into Arduino Uno Rev3 
(see Fig. 3). 
 

 
Fig. 3. IoT device using Sigfox. 

 
The sensors used within the IoT device are 

temperature/air pressure sensors (BOSCH BME-280). 
The sensor specifications [9] are:  

Operating temperature range: −40°C to 85°C 
(rated) 

・Humidity: 0%–100% (relative humidity) 
・Air pressure: 300–1100 hPa 
・Temperature accuracy: ±1°C (0°C–65°C) 
・Humidity accuracy: ±3% RH (25°C, absolute 

precision tolerance) 
・Air pressure accuracy: ±1.0 hPa (0–65°C, 

absolute precision) 
a sketch (see Figure 4) that contains a program 

that uses the measured temperature to create x1, y1, 
x2, y2, x3, y3 data and transfers that data using Sigfox 
was inserted in Arduino Uno Rev3 using Arduino 
IDE. 
 

 
Fig. 4. Arduino sketches used in this study. 

 
4. Data processing using ThingSpeak 

     ThingSpeak is an IoT analytics platform service 
that allows you to aggregate, visualize and analyse 
live data streams in the cloud. ThingSpeak provides 
instant visualizations of data posted by your devices to 
ThingSpeak. With the ability to execute MATLAB 
code in ThingSpeak you can perform online analysis 
and processing of the data as it comes in. ThingSpeak 
is often used for prototyping and proof of concept IoT 
systems that require analytics [10]. 

 
Fig. 5. Overview of IoT devices, ThingSpeak,  

and MATLAB [10]. 
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Figures 9-14 show instant visualizations of x1, y1, 
x2, y2, x3, and y3 data posted to ThingSpeak from an 
IoT device using Sigfox.   
   The channel setting of ThingSpeak at the time of 
data transfer is shown in Fig. 6. 
 

 
Fig. 6. Channel setting of ThingSpeak. 

 
     Using channel setting (see Fig. 6) , x1, y1, x2, y2, 
x3, and y3 are shown in Figs. 9 to 14.  
     As shown in 2 (g), c, that is, the temperature, is 
calculated using x1, y1, x2, y2, x3, and  y3.  The main 
parts of the polynomial solution in the MATLAB 
program are shown below. 
 

aa = [(x1)^2  x1 1; (x2)^2  x2 1; (x3)^2  x3 1]; 
bb = inv (aa); 
cc = [y1; y2; y3]; 
ee = bb*cc; 
c = ee(3, 1); 

 
By substituting x1, y1, x2, y2, x3, and y3 into the 

above MATLAB program, c, that is, the temperature 
can be calculated (see Fig. 7). 
 

 

Fig. 7. MATLAB Analysis of ThingSpeak. 

   Next, the time to operate MATLAB Analysis was 
controlled using TimeControl. Since the data transfer 
interval of Sigfox is 15 minutes, the repetition time for 
running MATLAB analysis with TimeControl is set to 
15 minutes, and the temperature, which is the 
operation result, is shown in Fig. 15. 
 

 
Fig. 8. An example of setting the Time Control 

 of ThingSpeak. 
 

5. Typical data of transferred and calculated data 
 

 

Fig. 9. x1 in the data transferred using Sigfox. 
 

 

Fig. 10. y1 in the data transferred using Sigfox. 
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Fig.11. x2 in the data transferred using Sigfox. 

 

 
Fig. 12. y2 in the data transferred using Sigfox. 

 

 
Fig. 13. x3 in the data transferred using Sigfox. 

 

 
Fig. 14. y3 in the data transferred using Sigfox. 

 
Fig. 15. Environmental data decoded on the receiving  

side from data sent using Sigfox (temperature). 
 

From the above, it was shown that this system can 
transfer the temperature using Sigfox every 15 
minutes. However, the value of x generated by 
random numbers cannot be calculated if the values of 
x1, x2, and x3 are the same. Therefore, in the future, 
the range of values generated by random numbers will 
be wider than the current 1-10. Or, if the same value is 
obtained, it is necessary to consider it in the future, 
such as generating it again. 

Finally, in order to confirm that IoT devices, 
ThingSpeak, and MATLAB etc. are operating 
normally, x1, y1, x2, y2, x3, y3, and temperature data 
were examined. 

The values indicated by the arrows in Figs. 9 to 15 
are x1 = 2, y1 = 38, x2 = 1, y2 = 29, x3 = 8, y3 = 176, 
and the temperature is 24 ° C around 12: 36-38 on 
January 16, 2021 . 

When a, b, and temperature were calculated using 
the secret decoding formula of 2-2, a = 2, b = 3, and 
the temperature was 24 ° C. It was shown that the IoT 
system developed this time is operating accurately. 
 

6. Summary 
The IoT devices on which the temperature, 

humidity, and pressure sensors are mounted transmit 
and receive data using the Sigfox network and the 
Internet; this data can be displayed on the Internet 
using ThingSpeak.   

We developed a way to process data as it is sent and 
received in order to use Shamir's secret sharing for 
Sigfox communication. In particular, the received 
data, Shamir's secret shared data, could be decrypted 
using MATLAB and displayed on the Internet using 
ThingSpeak. Also, IoT devices, ThingSpeak, and 
MATLAB etc. operating accurately were observed. 

In the future, we will construct database for such 
data and build an educational structure that can 
effectively use Big Data, AI, and IT for educational 
institutions such as high schools and universities. 
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