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TELECOMMUNICATIONS SCIENCE

IP Network Interconnection - Survey
Seferin Mirtchev, Mircho Mirchev
The future networks will provide a new digital infrastructure to automate everything. The total
number of Internet subscribers will continue to grow and Internet traffic will increase tremendously.
The new applications can easily overload backbone networks, degrading the quality of service of other
applications that use the same network resources. All this leads to an accelerated need for broadband
interconnection of the Internet autonomous systems between more exchange points around the world.
In this survey, the development of the Internet as interconnected telecommunication networks is
presented. The interaction between the large number of autonomous systems by building transit and
direct (equal-to-equal) connections is shown. The levels of Internet service providers (Tier 1, 2 and 3),
Internet Exchange Point (IXPs) and Points of Presence (PoPs) are described. In addition, the trends
and challenges in the future development of the Internet are discussed. The purpose of this survey is to
present the Internet as interconnected networks, to provide a better understanding of the interaction
between the particular autonomous systems and to point out the important trends and features of
future telecommunications networks.
Keywords – Internet, internetworking, transit and peering interconnection, autonomous systems,
Internet service providers, future networks.
Взаимосвързани IP мрежи - обзор (Сеферин Мирчев, Мирчо Мирчев). Бъдещите мрежи
ще предоставят нова цифрова инфраструктура за автоматизация на всичко. Общият брой на
абонатите на интернет мрежата ще продължи да расте и интернет трафикът ще нараства неимоверно. Новите приложения могат лесно да претоварят опорните мрежи, влошавайки
качеството на обслужване на други приложения, които използват същите мрежови ресурси.
Всичко това води до ускорена необходимост от широколентово взаимно свързване на автономните системи на интернет мрежата между повече точки за обмен по целия свят. В този
обзор е представено развитието на Интернет като взаимосвързани телекомуникационни
мрежи, показано е взаимодействието между големия брой автономни системи, чрез изграждане на транзитни и директни (равен с равен) връзки, описани са нивата на доставчиците на
интернет услуги (tier 1, 2 и 3), Интернет точки за обмен (IXP) и Точки на присъствие (PoP) и
са дискутирани тенденциите и предизвикателствата при бъдещото развитие на Интернет.
Целта на този обзор е да представи интернет като взаимосвързани мрежи, да осигури подобро разбиране на взаимодействието между отделните автономни системи и да посочи
важните тенденции и особености но бъдещите телекомуникационни мрежи.
“The interconnection network is the heart of parallel architecture.” [39]

Introduction
Probably the most important characteristic of the
computer network is its generality. The computer
networks are built primarily from general-purpose
programmable hardware, and they are not optimized
for a particular application like making phone calls or
delivering television signals. Today’s IP networks are
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multipurpose networks, which provide data services
such as broadband internet access as well as telephony
and video services and they support a wide and ever
growing, range of applications [25].
Over time, the word "internetwork" was shortened
in use to "internet" and the phrase "the Internet" was
used to describe the entire global internetwork telecommunication system [8].
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The internetworking has evolved as an answer to a
few key problems: isolated LANs, duplication of
resources, and an absence of network management
[20]. The isolated LANs had created transmission
problem between very different offices or
departments. The duplication of resources meant that
the hardware and the software had to be provided to
every workplace or department, as did a separate
support employee. The lack of network management
meant that no centralized methodology of managing
and troubleshooting networks existed.
The Internet connectivity is achieved by passing
pieces of data, called packets, from connected devices
through networking equipment, known as routers,
operated by one or more network providers until those
packets are delivered to the desired destination [18].
In the survey, an attempt to present how the
computer networks connect with each other using
intermediary devices such as routers or gateway is
made. It is shown that the future networks will need
more interconnection bandwidth within and across
more exchange points worldwide. Finally, the survey
is concluded with a summary.
Internetworking
Unlike the telephone network, which for years in
most countries is managed by a single company, the
global Internet consists of tens of thousands of inter
connected networks managed by service providers,
individual companies, universities, governments, and
others. Open standards enable this network of
networks to communicate. This makes it possible for
anyone to create content, offer services, and sell
products without requiring permission from a central
authority [1].
The concept of interconnecting different types of
networks to build a large, global network is the core
idea of the Internet and is often referred to as
internetworking. Internetworking term explains how
computer networks connect with each other using
intermediary devices such as routers or gateways.
A way in which a set of computers can be
indirectly connected is shown in Figure 1. In this
situation, a set of independent networks (clouds) are
interconnected to form an internetwork, or internet for
short. A node that is connected to two or more
networks is commonly called a router or gateway, and
it also acts as a switch — it forwards messages from
one network to another. Note that an internet can itself
be viewed as one network, which means that an
internet can be built from an interconnection of
internets. Thus, it is possible to recursively build
arbitrarily large networks by interconnecting internets
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to form larger internet. The idea of interconnecting
different networks is the fundamental innovation of
the Internet and the successful growth of the Internet
to global size and billions of nodes is the result of
some very good design decisions [32].

Router or gateway
Independent
network

Independent
network

Independent
network

Fig. 1. A set of independent networks are
interconnected to form an internetwork [32].

To connect heterogeneous networks and create an
internetwork a simple hierarchy of the IP address is
used to make the routing scalable. Even though each
router does not need to know about all the hosts
connected to the internet, it does need to know about
all the networks connected to the internet. Today’s
Internet has hundreds of thousands of networks
connected to it [8].
Challenges to Internetworking
There are several challenging fields such as
dependableness, connectivity, network management,
and adaptability and each of them is important for
building effective internetwork, in which today's
latency-sensitive loads require a response time of <60
to <20 milliseconds [16].
When we try to connect multiple systems to
maintain
communication
between
different
technologies, we face serious challenges. For
example, many different sites may use different types
of media or operate at variable speeds.
Another essential challenge is reliable services that
should be maintained in an internetwork. The
individual users and the whole organizations depend
upon consistent and reliable access to network
resources.
The network management should give centralized
support related to the troubleshooting capabilities in
the internetwork. The configuration, security,
performance, and different problems should be
addressed adequately for the internetwork to perform
smoothly.
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The flexibility is important for network
enlargement and new applications and services.
Interconnection
The interconnection is the connection (directly or
indirectly by physical or logical means) of one network
with another, allowing the exchange of information
between them.
The term “interconnection” refers to the various
means by which network providers attach to and
exchange traffic between one another, and is a
collection of business practices and technical
mechanisms that allow individually managed networks
to connect together for this purpose [26]. There are no
central
authorities
that
manages
Internet
interconnection. The overall system is growing
because of the many bilateral and multilateral
decisions that various actors make in order to
interconnect. In contrast to the telephone system,
where interconnection is performed in a highly
regulated environment, interconnection in the Internet
remains a private sector matter [9].
The topic of Internet interconnection is receiving
increased attention as the Internet ecosystem continues
to evolve. The networks of all types interconnect
among one another, including those of Internet access
providers, content providers, academic institutions, and
commercial enterprises.
It is important to note the difference between the
two dominant forms of interconnection, which are:
(1) transit – where access to every publicly
reachable destination on the Internet is provided for a
fee; and
(2) peering – where customer traffic is exchanged
between two networks and the access provided is only
to each other’s network and customers [28]. Further,

when two networks peer there can also be both
“settlement free” (without requiring payment) and paid
arrangements [24].
An essential feature of the telecommunication
networks is that any subscriber can exchange
information with any other subscriber on their
provider’s network and on all other providers’
networks. This is known as ‘End-to-End connectivity’.
The network terminal point means the physical point at
which a subscriber is provided with access to a public
communications network that performs switching and
routing and is identified by a specific network address,
which may be associated with a subscriber number or
name.
The relationship between End-to-End connectivity,
network terminal point and interconnection is
illustrated in Figure 2. The telecoms providers
interconnect their networks to pass calls between their
customers. The interconnection and the termination are
necessary for the achievement of End-to-End
connectivity.
Network challenges based on interconnection
The evolution and interworking of IP routing and
optical transport is a critical success factor for many
operators because it greatly determines the quality,
reliability and cost-efficiency of their network and the
services it delivers.
The digital era of 5G and the cloud presents key
opportunity for operators to reflect and reassess the
present network and determine what improvements or
changes are needed for the future applications, such as
consumer broadband, and emerging market
opportunities from digital enterprises, Industry 4.0 and
smart cities [30].

Fig. 2. Interconnection and termination [12].
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The future-mode network must efficiently scale to
support incremental traffic growth of existing services
and new growth of emerging applications. Distributed
peering and edge caching improve cost and
performance of multimedia broadband applications by
inserting content closer to users. The emerging digital
edge cloud meets the reliability and latency objectives
of 5G machine-type applications by distributing
compute and storage assets. As a result, traffic is
shifting from a predominantly north-south flow in the
present mode to more horizontal east-west and
upstream flows in the future mode (fig. 3).
Autonomous systems
The Internet is a global network based on the
Internet (TCP/IP) architecture, connecting millions of
hosts worldwide. The Internet is a network of
networks. The autonomous systems are the big
networks that make up the Internet. More specifically,
an autonomous system (AS) is a large network or
group of networks that has a unified routing policy
[38]. Every computer or device that connects to the
Internet is connected to an AS.
Every AS controls a specific set of IP addresses,
which is called their "IP address space". Most ASes
connect to several other ASes. Typically, each AS is
operated by a single large organization, such as: an
Internet Service Provider (ISP), a large enterprise
technology company, a university, or a government
agency.

An AS routing policy is a list of the IP address
space that the AS controls, plus a list of the other
ASes to which it connects [38]. This information is
necessary for routing packets to the correct networks.
ASes announce this information to the Internet using
the Border Gateway Protocol (BGP) [4].
Each AS is assigned an official autonomous
system number (ASN). ASNs, are unique 16 bit
numbers between 1 and 65534 or 32 bit numbers
between 131072 and 4294967294. They are presented
in this format (fig. 4): AS(number). According to
some estimates, there are over 90,000 ASNs in use
worldwide.
ASNs
are
only
required
for
external
communications with inter-network routers. Internal
routers and computers within an AS may not need to
know that AS's number, since they are only
communicating with devices within that AS [23].
An AS has to meet certain criteria before the
governing bodies that assign ASNs give it a number.
It must have a distinct routing policy, be of a certain
size, and have more than one connection to other
ASes. There is a limited amount of ASNs available,
and if they were given out too freely, the supply
would run out and routing would become much more
complex.
The number of allocated ASNs exceeded 92,000 in
the world as of August 2019 [34]. There are 778
ASNs in Bulgaria.

Fig.3. A future-mode network design based on interconnected mesh topology
is capable of efficiently routing all traffic [22].
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using, or participating in the Internet. ISPs can be
organized in various forms, such as commercial,
community-owned, non-profit, or otherwise privately
owned.

Fig. 4. Example of autonomous system number [38].

AS is a group of networks and routers, subject to a
common authority, using the same intradomain
routing protocol and managing independently of other
ASs [32]. A corporation’s complex internal network
might be a single AS, as may the network of a single
ISP. On fig. 5 a structure of the Internet with two
autonomous systems is shown.
At the bottom of the hierarchy, there are the stub
networks that are customers of one or more providers,
and up in the hierarchy are seen providers that have
other providers as their customers. Some top providers
have relationships with customers and peers, but they
are not anyone's customers. These providers are
known as the Tier-1 providers.
Internet Service Providers.
An Internet Service Provider (ISP) is an
organization that provides services for accessing,

Fig. 5. Common AS relationship [32].

Internet services typically provided by ISPs can
include Internet access, Internet transit, domain name
registration, web hosting and colocation.
An ISP typically serves as the access point or the
gateway that provides a user access to everything
publicly
The Internet is composed of thousands of ISPs that
operate individual parts of the Internet infrastructure.
ISPs engage in both formal and informal relationships
to collectively and ubiquitously route traffic in the
Internet. These relationships are usually realized in the
form of business agreements that translate into
engineering constraints on traffic flows within and
across individual networks participating in the global
Internet routing system.
Figure 6 depicts a more realistic view of what the
Internet infrastructure looks like.

Fig. 6. Tiers 1 and 2 ISP interconnections [11].
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Inter-AS Relationships: Transit and Peering
The Internet is composed of many different types
of ASes, from universities to corporations, to regional
ISPs and to nation-wide ISPs. Smaller ASes (e.g.,
universities, corporations, etc.) typically purchase
Internet connectivity from ISPs. Smaller regional
ISPs, in turn, purchase connectivity from larger ISPs
with large “backbone” networks [17]. In the figure 7
is shown an ISP X, directly connected to a provider
(from whom it buys Internet service) and a few
customers (to whom it sells Internet service) [3]. In
addition, the figure shows two other ISPs (Y and Z) to
whom ISP X is directly connected and exchanges
routing information via Border Gateway Protocol.
The different types of ASes lead to different types
of business relationships between them, which in turn
translate to different policies for exchanging and
selecting routes. There are two prevalent forms of ASAS interconnection.
The first form is “transit” - Internet access through
other ISPs (Usually “Tier 1” or “Tier 2” ISPs). In the
transit interconnection one ISP (the “provider” P in
the figure) provides access to all (or most)
destinations in its routing tables. The transit almost
always is meaningful in an inter-AS relationship
where financial settlement is involved. The provider
charges its customers for Internet access, in return for
forwarding packets on behalf of customers to
destinations (and in the opposite direction in many
cases). Another example of a transit relationship in the
figure is between X and its customers (Ci).
The second prevalent form of inter-AS
interconnection is called “peering” - Two networks
that agree to exchange traffic directly, bypassing other
ISPs [15]. Here, two ASes (typically ISPs) provide
mutual access to a subset of each other’s routing
tables.

Fig. 7. Common inter-AS relationships:
transit and peering [3].
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Peering is a method that allows two networks to
connect and exchange traffic directly without having
to pay a third party to carry traffic across the Internet.
The Internet consists of over 25000 autonomous
systems that independently route traffic [15]. Peering
is often used as a method by which these systems can
interact and exchange traffic, allowing it to flow from
one end user, over the Internet, to another end user.
This method is a necessity for interconnected
companies, Internet service providers, content
delivery networks and backbone service providers.
Forming peering agreements with other networks and
avoiding third-party involvement allows companies to
[10]: Lower transit costs; Retain greater control of
routing paths; Improve overall network performance;
Increase redundancy by using multiple locations;
Increase bandwidth capacity.
A more accurate picture of the wide-area Internet
routing system, with various types of ISPs defined by
their respective reach. Tier-1 ISPs have “default-free”
routing tables (i.e., they do not have any default
routes), and have global reachability information.
An alternative cost-reduction technique of
cooperative IP transit is proposed in [7]. The
cooperative IP transit utilizes team buying (tuangou).
The savings come from two distinct but ubiquitous
properties of the IP transit-pricing model: price
subadditivity and burstable billing. The aggregate
transit costs decrease due to the economies-of-scale
effect of typical subadditive pricing as well as
burstable billing: not all ISPs transit their peak traffic
during the same period.
Tiers of ISPs
Each tier corresponds to the level of IP Network
Access. An ISP simply provides access for using the
internet. Most ISPs own part of the physical network –
fibre, cables lines, etc. – while some do not. There are
various arrangements for exchanging user traffic, but
the three most critical categories are known as transit,
peer, and customer [37].
• Transit – Transit refers to the service of allowing
network traffic to cross a computer network. In most
cases, transit is paid for by smaller networks to
achieve access to the rest of the internet.
• Peer – Sometimes network owners see a mutual
benefit in allowing each other access to their
respective networks. This is referred to as a
settlement-free exchange, meaning neither party has to
pay for the exchange of traffic.
• Customer – This is the most straightforward
relationship. A network pays another network money,
and receives internet access in return.
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Any ISP may have a number of these types of
arrangements at a given point. These relationships
decide which tier they are categorized under [33].
Carriers with Tier-1 networks can reach every
other network on the internet via settlement-free
peering. Basically, they own enough of the physical
network lines to carry most traffic themselves, and
negotiate with other Tier-1 networks to get free access
to their networks, and vice versa.
They do not charge each other money, as in a
transit relationship. The actual transit cost incurred by
a particular provider is often roughly equal to that of
another provider, and as a result, exchanging financial
information is redundant. Some ISPs have a network
peering policy that list other desired qualifications,
e.g. similar geographic reach, or monetary stability.
Some world-renowned Tier-1 carriers include:
AT&T; CenturyLink; Deutsche Telekom; Sprint;
Verizon.
Tier-2 carriers peer with other networks, but also
purchase IP transit for full access to the internet.
Carriers with Tier-2 networks are the most
common internet service providers. They peer with
other comparably sized Tier-2 networks, but they are
obligated to purchase access to larger Tier-1 networks.
Just because an ISP is Tier-2 does not mean that
their internet service is less effective. In fact, most
Tier-1 networks prefer to deal with larger clients,
leaving Tier-2 networks to focus on regional
consumer and commercial internet access. Popular
Tier-2 Carriers include: Comcast; Virgin Media; Cox
Communications; CTS Telecom.
Tier-3 carriers strictly purchase IP transit. They are
usually last mile providers, meaning they connect

consumers to the internet without a network of their
own, servicing only the connection leading into
customer’s home or office. Content providers have
little control over this part. Tier 3 ISP networks can be
artificially congested, poorly maintained, or throttled.
Based on these relations the networks are
commonly classified as Tier 1, 2, and 3 (Fig. 8).
Internet Exchange Point (IXP)
An IXP is a physical location through which
Internet infrastructure companies such as ISPs and
CDNs connect with each other [14, 27]. These
locations exist on the “edge” of different networks,
and allow network providers to share transit outside
their own network. By having a presence inside of an
IXP location, companies are able to shorten their path
to the transit coming from other participating
networks, thereby reducing latency, improving roundtrip time, and potentially reducing costs [2].
Points of Presence (PoPs)
A point of presence (PoP) is a demarcation point,
access point, or physical location at which two or
more networks or communication devices share a
connection [13].
The routers, switches, servers, and other devices
necessary for traffic to cross over networks are all
present at PoPs. Internet service providers and edge
networks typically have multiple points of presence
located near large IXPs at which they have peering
agreements [40]. The proximity of points of presence
and Internet exchange points is one very important
factor in how quickly traffic is able to traverse the
Internet.

Fig. 8. A view of the Tier 1, 2, and 3 Internet networks [21].
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Content Delivery Networks (CDN)
The need to have the “content” near to end-users,
drives large CDN operators (like Google, Facebook,
AWS, etc.) to peer with ISPs on IXPs and bring their
equipment to the PoPs. On the other hand, this rises
the need for them to make interconnections between
the PoPs, and such interconnects should be
independent of the transit providers. This leads to the
tendency to have larger and larger share of the
submarine (not only, but prevailing) cables to be
owned and operated by such CDN operators (fig. 9).
A recent study [41] states that by 2019 over 64%
of submarine cables are owned and operated by CDN
operators.
Future networks
Telecommunications infrastructure spans the
globe, including terrestrial wired and wireless
networks, submarine fibre optic cables and
communications satellite coverage [19].
The image (fig.10) depicts links on the internet
network between edge routers using border gateway
protocol [35]. The colours show communities of
internet addresses and routes by their geographical
region [36].
The International Telecommunication Union has
estimated that in 2018 already 96% of the global
population was living within the footprint of basic
mobile cellular network services. There are now over
400 active cables submarine comprising 1.2 million
kilometres of fibre carrying approximately 99% of
total global internet traffic (fig. 11).
Currently, there are over 4980 (not including the
Starlink) satellites orbiting the earth, with over 775 of

those satellites used primarily for communications
functions. These communications satellites differ
widely in their ability to provide data throughput and
in the quantity of network communications they
provide, in part due to their design generation and
their positioning above the earth’s atmosphere, as
distance influences different service parameters, such
as latency. This is the reason most are used for
providing “last-mile” Internet access, rather than
interconnects.
The major future network research challenges will
be [31]:
 Low latency requires: New network architecture
with edge clouds close to the end user and
centralized clouds with flexible function split,
optimization of radio interface, radio access
network and core processing. Cloud-edge
computing is gaining more and more attention to
be a solution for this challenge [42]
 Use of network analytics, big data and artificial
intelligence/machine-learning, neural networks
and quantum computing to enable complex
network management and automation;
 Optimization of network protocols beyond the
today’s Internet protocol to meet new
requirements. IPv6, while still not prevailing over
IPv4, is a solution to this;
Technological advances in Dense Wavelength
Division Multiplexing (DWDM) that gives greater
and greater capacity of fibre cables -- as of today such
technologies are nearing the Nyquist spectral limits of
bandwidth on channels in fibres [43], [44].

Fig. 9. Used International Bandwidth by Source [41].
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Source:
"The Opte Project /
Barrett Lyon"
(http://www.opte.org/),
(2015)

Fig.10. Depicting the Internet in 2015 [36].

Source: ITU broadband maps

Fig.11. Global submarine cable and broadband transmission map [6].

The future networks will be a new digital
infrastructure for the “automation of everything”
(fig. 12) [31]. Globally, the total number of Internet
users is projected to grow from 3.4 billion in 2017 to
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4.8 billion by 2022. The devices and connections are
growing faster than both the population and the
Internet users (fig. 13) [5].
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Fig. 12. The future networks will have exceptional features and parameters [31].

Source: Cisco VNI Global IP Traffic Forecast, 2017–2022

Fig. 13. Global Internet Growth and Trends [5].

Conclusion
Today, the growth of the bandwidth is driven by
software-defined networking, 5G broadband cellular
networks, software-defined interconnection, network
functions virtualization and edge computing, which
result in a combination of hybrid multicloud and distributed edge interconnected services [16]. This results
in an accelerated need for interconnection bandwidth
within and across more exchange points worldwide.
In this article, the related works in the literature on
future telecommunication networks, focusing on the
global internetworking are surveyed. A state of the art
survey about the Internet as interconnected telecommunication networks is presented. There is a large
research community working in this field that try to
cope with the trends and challenges in the IP networks
interconnection [29].
The future networks challenges are described. By
doing this, we hope to draw an approximate overall
picture of the up-to-date status in this area. The publishing activity in the field of the IP networks interconnection is extensive, and the standardization of the
Internet is an object of public organizations. The interconnection in the Internet is determined by the private sector. We hope that present survey can give a
new direction to the research in this field.
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Improved simulation environment for visualisation the content
of IEEE 802.15.4 frame on 6LoWPAN network
Aydan M. Haka
Internet of Things (IoT) technologies, the communication of which relies on the reliable and
high-speed 4G and 5G networks, are entering modern life more and more widely. One of the partitions
of the IoT concept is sensor networks, whose communication based on different protocols. 6LoWPAN
is one of these protocols. This article presents an improved simulation product for 6LoWPAN sensor
network examining. The improvement of the product expressed in the ability to visualise the content of
the IEEE 802.15.4 frame. This allows the calculation of values that affect the Quality of Services
(QoS) such as Packet Delivery Ratio, Throughput, Delay, Packet Loss Ratio and others. The present
study examines the impact of the traffic prioritisation algorithms implemented in the simulation
product on the Packet Delivery Ratio, Throughput, Delay and Packet Loss Ratio parameters in order
to study the QoS in a 6LoWPAN network, based on the content of the IEEE 802.15.4 frame.
Keywords – IoT, Simulation, 6LoWPAN.
Подобрена симулационна среда за визуализация на съдържанието на IEEE 802.15.4
фрейм в 6LoWPAN мрежа (Айдън М. Хъкъ). В съвременния живот навлизат все по-широко
Internet of Things (IoT) технологиите, комуникацията на които разчита на надеждните и
високоскоростни 4G и 5G мрежи. Част от концепцията IoT са сензорните мрежи, чиято
комуникация се базира на различни протоколи. Един от тези протоколи е 6LoWPAN. Тази
статия представя подобрен симулационен продукт за изследване на 6LoWPAN сензорна
мрежа. Подобрението на продукта се изразява във възможността за визуализиране
съдържанието на IEEE 802.15.4 фрейма. Това позволява изчисляване на стойности, които
влияят на качеството на услугите (Quality of Service) като Packet Delivery Ratio, Throughput,
Delay, Packet Loss Ratio и др. Настоящото проучване изследва влиянието на внедрените в
симулационния продукт алгоритми за приоритизиране на трафика върху параметрите Packet
Delivery Ratio, Throughput, Delay и Packet Loss Ratio с цел изследване качеството на
обслужване в 6LoWPAN мрежа, на базата на съдържанието на IEEE 802.15.4 фрейма.

Introduction
Modern high-speed communication technologies
(4G, 5G) provide an environment for wider use and
development of the Internet of Things (IoT) [1]. The
goal of IoT is to achieve the concept of a connected
life, which allows the connection of different types of
devices. Among the means to achieve the concept of
IoT are sensor networks, which allow real-time
tracking of various parameters. There are different
communication protocols for sensor networks such as
Bluetooth Low Energy (BLE), ZigBee, Z-Wave,
6LoWPAN, Thread, WiFi-ah (HaLow) [2], etc. BLE,
ZigBee and 6LoWPAN are among the protocols for
sensor networks that are expected to be widely used
today [3], [4].

86

The increasing use of sensor networks requires
their more active research. This can be done by
studying the real network infrastructure of the
considered IoT technology. When the physical
construction of the network, does not excuse the
investment, time and other criteria, it is possible to use
simulation products to perform the research.
Simulation products can save on financial investment
if they are open source, as well as the time spent on
installation and configuration during actual
construction.
This article presents an improvement to the
simulation product developed in [5] for the
6LoWPAN sensor network. The improvement allows
visualisation of the content of the IEEE 802.15.4
frame. This allows the study of various parameters
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affecting the Quality of Service (QoS). Here, the
influence of the already implemented algorithms for
prioritising traffic on the parameters Packet Delivery
Ratio (PDR), Throughput, Delay and Packet Loss
Ratio (PLR), which affect QoS, is studied.
Structure of IEEE 802.15.4 frame on beacon
enabled mode
IEEE 802.15.4 technology is designed for wireless
network protocols with specific characteristics such as
transmission of few data, transmission on short
distance, etc. It is intended for Low Rate Wireless
Personal Area Networks, like sensor networks. IEEE
802.15.4 technology can be used on two types of
nodes Full Function Device (FFD) and Reduced
Function Device (RFD) [6]. Nodes with FFD
functionality can communicate with other FFDs as
well as RFDs and can act as a Personal Area Network
(PAN) Coordinator or end device (eg. sensor). On the
other hand, RFDs can only communicate with the
FFD (PAN Coordinator) to which they are connected,
as they can only be end devices.
The Media Access Control (MAC) level of
technology is responsible for the MAC management
service and the MAC data service. In the MAC sub
layer, two operating modes are provided, respectively
beacon-enabled mode or non-beacon-enabled mode
(Fig.1). The use of slotted CSMA-CA is allowed for
data transmission in beacon-enabled mode, and in
non-beacon-enabled mode unslotted CSMA-CA, as
the coordinator selects one of the two modes.

Fig.1. MAC mechanism in IEEE 802.15.4.

In beacon-enabled mode, beacon frames are transmitted periodically by the FFD to synchronise with
the associated RFDs to determine its PAN and to determine the architecture of the superframe. Two consecutive beacons are separated by a time interval
called the Beacon Interval, which is divided into an
active period (Superframe Duration) and an inactive
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period (Fig.2). The superframe houses a beacon, a
Contention Access Period (CAP) that implements
CSMA-CA, and a Contention Free Period (CFP). Between each beacon can fit 16 time slots, seven of
which can be configured to work during CAP and
seven for CFP. During CFP, the end nodes transmission data may be allocated in Guaranteed Time Slots
(GTS), but the use of GTS is optional. The superframe
may be followed by an inactive period within two
timeslots, during which the end nodes can sleep [7].

Fig.2. Beacon interval structure.

Sensor network traffic prioritisation algorithms
There are various classic algorithms for prioritising
traffic in 6LoWPAN, and the introduction of
virtualisation of sensor networks allows the
application of more flexible solutions.
Author’s proposal [5] – initially, the highest
service priority is given to packages that are marked
as emergent. If there are several packets that are
marked as urgent or only packets that are not marked
as urgent are sent, requests from mobile end nodes are
served with higher priority. When service requests are
ordered from multiple mobile nodes, they are
prioritised according to the speed of the node from
which they are requested. Queries from faster moving
nodes are ranked with higher priority. When there are
multiple requests from mobile nodes that move at the
same speed, higher priority for service is given to the
requests required by the nodes closer to the
coordinator. When requests are required from devices
that are equidistant from the PAN coordinator,
requests are prioritised according to the type of end
node application. The Healthcare applications served
with the highest priority, followed by Security and
surveillance, Environmental monitoring, Animal
tracking, Vehicle tracking, Agriculture and Smart
Buildings (Fig.3).
The algorithm uses a mechanism for allocating
resources to serving requests, in which more resources
used for serving higher priority requests, and lower
priority ones with lesser resources.
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applications prioritised on base of receive weights
according to their distance from the coordinator.
Lower weight nodes served with a higher priority
than higher weight nodes. Nodes that are farther
away get higher weights and closer ones get lower
weights.
The presented algorithms for prioritising traffic use
a mechanism for allocating resources, in which the
requests of all nodes served with the same number of
resources.

Fig.3. Proposed 6LoWPAN traffic prioritisation algorithm.

In [8] are presented several classical algorithms for
prioritising traffic in sensor networks for IoT, divided
mainly into two groups - Knowledge Free and
Knowledge Based (Fig.4). Knowledge Free
algorithms do not observe any traffic prioritisation. A
typical algorithm is First Come First Serve (FCFS).
This algorithm serves the requests in the order of their
reception in the PAN coordinator. Knowledge Based
algorithms take into account network information,
information about sensors application, or both. Such
algorithms are:
• Least Number of Sensors First (LNSF) – prioritises
requests only based on the number of sensors
requiring the application. The application that is
more desirable on the network served with a higher
priority;
• Least Number of Hops First (LNHF) – prioritises
requests based on the average distance between the
requesting sensor and its coordinator. This
algorithm is suitable for sensor networks that
support the same type of applications or the same
number of sensors and have similar average
distances to the coordinator;
• Least Number Distance Product First (LNDPF) –
the requests scheduled in order of increasing total
number of sensors requesting an application and
the average distance of these sensors from the
cluster coordinator;
• Least Weighted Farthest Number Distance Product
First (LWFNDPF) – requests from different
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Fig.4. Classic sensor network traffic prioritisation
algorithms.

Simulation
environment
for
6LoWPAN
network
The structure of the developed simulation product
for 6LoWPAN network is presented in Fig.5. It shows
that all processes in the simulator are controlled by its
core.

Fig.5. 6LoWPAN simulator structure.

The product allows construction and modification
of various network topologies (Topology Maintenance
and Topology Modification), detection and
visualisation of the best end-to-end route (Selection of
Best Route), processing of network traffic (Traffic
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Management). The work with the different modules of
the simulation product is done with the help of an
intuitive graphical user interface (Graphical User
Interface).
The graphical interface of the application allows
easy user orientation. In addition to the interface,
various guidance messages are used for incorrectly
entered information. The application interface consists
of several main parts:
• Form for adding coordinators (Fig.6) – allows
the entry of information about the working
channel, frequency band, range and number of
supported devices;
• Form for adding connections between the
coordinators (Fig.7) – allows choosing between
which coordinators a connection is established,
at what distance they are from each other and in
which direction the neighbour is located;
• Form for adding end nodes (Fig.8) – allows
setting the name of the end node, to which PAN
coordinator is connected, the channel of work, its
distance from the coordinator, the direction in
which it is located, marking the packet as urgent
(optional). The end node can marked as mobile
and then the movement speed can set. Finally,
the application that executes the sensor is set.
The form allows correction of the entered
information, its removal, as well as its
visualisation;
• Network communication simulation form (Fig.9)
– indicates from which node the packets are
transmitted, what is the priority for paid service,
whether the packets are urgent, how many
packets are sent (Fig.9-1). After setting the
relevant parameters, the packets are added to the
serving queue (Fig.9-2), where they can be
prioritised according to the implemented
algorithms for traffic prioritisation (Fig.9-3).
When traffic prioritisation performed, the
contents of the IEEE 802.15.4 frame can
displayed (Fig.10), and used to calculate the
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PDR, Throughput, Delay and PLR values. This
can be done for each implemented algorithm in
order to study their influence on the considered
parameters for QoS.

Fig.6. Adding PAN coordinators.

Fig.7. Adding links between coordinators.

Fig.8. Adding end nodes.
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Fig.9. Network simulation.

The improvement of the presented simulation
product expressed in the possibility to present the
content of the IEEE 802.15.4 frame (Fig.10), which is
used by the 6LoWPAN technology. This, in turn,
allows the addition of new algorithms for prioritising
traffic in sensor networks and studying their impact on
parameters on which the QoS depends. Such
parameters are PDR, Throughput, Delay, PLR, etc.
The simulator visualises an IEEE 802.15.4 frame in
beacon-enabled mode, representing beacon (purple)
and CSMA / CA (dark green) within the CAP (Fig.101), and within the CFP number of packets for serving
the requests from each node (with different colours)
(Fig.10-2). At the end of the superframe are placed
two time slots inactive period (yellow) (Fig.10-3) to
complete the beacon interval.

Experimental settings, limitations and results
According to [9], the number of sensor nodes
operating in a region can vary up to 100, depending on
the size of the area covered. In order to determine the
tendency of alteration of the parameters influencing
QoS in the different algorithms for traffic
prioritisation, experiments with 5 and 10
simultaneously connected end sensor nodes
performed. In addition, the simulation environment
allows study the influence of the resource allocation
mechanism in the IEEE 802.15.4 frame according to
the implemented algorithms.
In order to study the influence of the algorithms for
prioritising the traffic on the considered parameters
for QoS, performed experiments in the same
configuration for all end nodes in the network, having
a difference of only 1 parameter. All end nodes are
static, send data within 10 packets, for each node the
application is Healthcare and is connected to PAN
coordinator 1, for all of them the working channel is
0, but the distance from the PAN coordinator is
different (2m, 4m, 6m, 8m and 10m). The basic
connection topology is presented in Fig.11.

Fig.10. Visualisation the content of IEEE 802.15.4 frame.

The generated content of the IEEE 802.15.4 frame
in the simulator is used to calculate the values for
PDR, Throughput, Delay and PLR for the served
packets on each node according to their priority. The
simulation environment allows visualisation of graphs
for the considered QoS parameters, taking into
account the influence of the implemented algorithms
for traffic prioritisation.

90

Fig.11. Experimental topology.
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The content of the IEEE 802.15.4 frame according
to the experimental studies performed on 5 and 10
simultaneously connected nodes for proposed traffic
prioritisation algorithm in a 6LoWPAN network,
presented in Fig. 12.
According to the applied resource allocation
mechanism in both experiments the requests with the
highest priority are served with the most resources.
Experiments with 10 end nodes show that the uneven
allocation of resources leads to a shortage of resources
to service the lowest priority requests. However, the
uneven allocation of resources leads to faster servicing
of high-priority requests, release of the occupied
resource after the end of their servicing and
assignment of the resources to the next priority
requests. This in turn leads to an increase in the speed
of service of high-priority requests and an increase in
QoS for them.
The content of the IEEE 802.15.4 frame according
to the experimental studies performed on 5 and 10
simultaneously connected nodes for classic traffic
prioritisation algorithms in a 6LoWPAN network,
presented in Fig. 13.
In this case for both experiments, regardless of the
priority of the requests, they are served with the same
number of resources. This leads to uniform service of
requests and reduce the advantages of the applied
algorithm for prioritising traffic. In addition, this type
of resource allocation over time will lead to system
load, additional delays in the handling of requests and
as a result lower QoS.

Fig.12. Visualisation of IEEE 802.15.4 frame content with
resource allocation mechanism for proposed algorithm.
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Fig.13. Visualisation of IEEE 802.15.4 frame content with
resource allocation mechanism for classic algorithms.

The applied resource allocation mechanisms for
request handling in the IEEE 802.15.4 frame directly
affect QoS. This can be seen from the experimental
studies performed according to the implemented
algorithms for prioritising traffic for investigating
PDR, Throughput, Delay and PLR, presented in Table
1 and Table 2.
The results of the performed experimental studies
with 5 end nodes through the developed simulation
product are shown in Table 1.
According to them, the proposed algorithm for
prioritising traffic in 6LoWPAN provides better
values for the considered parameters affecting QoS for
end nodes that are located at a distance of up to 6m
from the coordinator. For the other nodes the service
of the requests is even, as the obtained values are
lower than those obtained with the classical
algorithms.
The results of the experimental studies with the
classical algorithms show that the obtained values for
the considered parameters influencing QoS are
uniform for all end nodes independently of their
distance from the coordinator. The values for all
classical algorithms are identical.
The results of the performed experimental studies
with 10 end nodes through the developed simulation
product are shown in Table 2.
According to them, the proposed algorithm for
prioritising traffic in 6LoWPAN provides better
values for the considered parameters affecting QoS for
the node with the highest priority. For the other nodes
the service of the requests is uniform, and the obtained
values are the same as those of the classical
algorithms.
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Table 1
Experimental results for PDR, Throughput, Delay and PLR for 5 end nodes
Packet Delivery Ratio

Experimental results for 5 end nodes

Delay

Throughput

Packet Loss Ratio

Table 2
Experimental results for PDR, Throughput, Delay and PLR for 10 end nodes
Packet Delivery Ratio

Experimental results for 10 end nodes

Delay

There is not enough resource for the lowest priority
node and its requests remain for service in the next
time slot, and the graphs show that the values for the
studied parameters for this node are the worst.
Conclusions
The results obtained in the experimental studies
with the classical algorithms show that the obtained
values for the considered parameters influencing QoS
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Throughput

Packet Loss Ratio

are uniform for all end nodes regardless of their
priority and distance from the coordinator. The values
for all classical algorithms are identical
This article presents an improvement to the
developed simulation product for 6LoWPAN network,
which is the ability to visualise the contents of IEEE
802.15.4 frame in beacon-enabled mode. The
introduced improvement allows to calculate the
parameters PDR, Throughput, Delay and PLR for
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each node, as well as to determine the influence of the
implemented algorithms for traffic prioritisation on
them, in order to study QoS.
The experimental results reveal that the obtained
values for the parameters influencing QoS are lower
with increasing number of connected nodes. This
shows that performance changes inversely with the
increasing number of nodes in the network.
With the proposed algorithm for prioritising traffic
by increasing the number of nodes in the network, the
serving becomes even, but still with more resources
for the most priority nodes. As the distance of the
nodes from the coordinator increases, at 5 nodes the
values for the studied QoS parameters deteriorate, and
at 10 nodes they are uniform. The proposed algorithm
speeds up the serving for the highest priority nodes,
thus freeing up the resource occupied by them faster,
which can be used to service the lower priority nodes.
This speeds up the operation of the entire network.
With the classic algorithms for prioritising traffic,
the serving is even regardless of the number of nodes
in the network and their distance from the coordinator.
The even service of requests leads to additional
service delays, as more serving requests accumulate
for the next timeslot. In addition, serving satisfaction
does not change for either the highest priority node or
for the lowest priority one. This leads to a complete
delay in the operation of the network, as well as to
deterioration in the QoS.
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IoT device with Global Positioning System using
SigFox, ThingSpeak, and Anaconda platform
Takeshi Tanaka, Nobuharu Okamitsu, Kenshi Nishino
We have developed a rudimentary Internet of Things (IoT) device equipped with a global
positioning system module using the Sigfox network. The data sent from the IoT device using Sigfox
Cloud and ThingSpeak are received and saved. In addition, Python, ipyleaf, Jupiter Note Maps, and
other Anaconda platform modules were used to display the location on the map online.
Keywords–(IoT (Internet of Things), Sigfox, LPWA (Low Power Wide Area), Anaconda
platform, ThingSpeak).

Introduction
The global positioning system (GPS) is a satellitebased navigation system, and GPS devices have been
used in travel surveys since the late 1990s. GPS
surveys are being used increasingly in travel data
collection tasks. To obtain more accurate travel data, a
number of GPS data (e.g., latitude, longitude, and
time) processing methods have been developed, and
approaches that attempt to identify trip ends, detect
travel modes, and infer trip purpose have been
systematically reviewed [1].
The IoT is expected to be used predominantly in
the automotive industry, especially with the
introduction of autonomous vehicles and self-driving
cars. In addition, the IoT is expected to be used
extensively in the medical field to deliver medical
treatment and promote the use of biochips. The digital
healthcare sector is expanding, and this is where the
IoT should be implemented. Similarly, the IoT is used
to develop smart factories and smart cities, and is
expected to extend industrial applications (e.g.,
factories, infrastructure, and logistics). In addition,
various other IoT applications have also been
predicted [2].
The IoT is expected to facilitate solutions to
various communication demands. For example, highspeed connectivity is required for applications that
require high-definition video, e.g., remote surgery,
and large storage capacity is required for applications
that collect information from multiple IoT terminals,
e.g., environmental monitoring systems and smart
meters. In addition to the abovementioned mobile
phone network, other communication networks can be
identified, e.g., satellite communication that can cover
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a wide area and wireless communication technologies
that realize ultra-high-speed networking over short
distances. It is necessary to use an appropriate
communication network for the given application.
Various industrial applications, e.g., communication
applications and technologies where communication
bandwidth is limited per device or line but there is a
large number of connections (e.g., sensors and
embedded devices), require network connections.
Sensors require a durable, power-efficient, and lowcost communication network to transmit information
[3].
Thus, we installed a Sigfox antenna on an IoT
device to acquire water meter over the Sigfox
network. In addition, and we have developed a basic
Sigfox education system using a previous developed
IoT device [4], [5].
In this paper, we present a rudimentary IoT device
equipped with a GPS module that uses the Sigfox
network to obtain environmental data. This device
uses Python, ipyleaf, Jupiter Note Maps, and other
Anaconda platform modules to display the location on
the map. The IoT device sends data to ThingSpeak for
processing using MATLAB and Simulink, which are
embedded in ThingSpeak. The results are then
published on ThingSpeak’s website. In addition, we
introduced this device into an elderly, single-person’s
home and conducted a study based on the data
obtained from the home’s environment.
Fabrication of IoT device with GPS using Sigfox
We created the IoT device by inserting a Sigfox
Shield for Arduino V2S (Fig. 2) and a GPS module
(Fig. 3) into an Arduino Uno Rev3 (Fig. 1).
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・ Output data format: NMEA0183V3.01 compliant
・ Geodesic system: WGS1984 (default)

Fig. 1. Arduino Uno [6].

Fig. 2. UnaShield V2S [7].

・ Power supply voltage: DC 5 V (3.812-V) / ・
Power supply current: 40 mA
・ Input/output signal level: C-MOS logic (3.3 V)
level, asynchronous serial signal
・ UART communication speed: 9600 bps (default),
4800–115200 bps
・ Output data update rate: 1 time per second
(default), 1 to 10 times output per second
・ 1PPS output: C-MOS logic (3.3 V) level, pulse
width: 100 mS (active low)
・ Indicator: Red LED for energization display,
satellite tracking (1PPS) display
・ Board size: 30 × 30 × 13.5 mm (when battery
box is mounted)
・ Weight: Approx. 11 g (with backup battery
installed)
Figure 4 shows the IoT device with the GPS
module and Sigfox modules.

Fig. 3. GPS module [8].

Main specifications GPS module [8]
・ GPS module: GYSFDMAXB (Taiyo Yuden)
-Installed GPS receiver chip: MT3339 (MediaTek)
・ Reception frequency: 1575.42 MHz (L1, C / A
code)
・ Number of receiving channels: 66 (Acquisition),
22 (Tracking)
・ Supported positioning satellite system: GPS (US),
QZSS (Japan)
・ Reception (tracking) sensitivity: −164 dBm (typ.)
・ Positioning accuracy: 2 m (typ. horizontal position
of latitude and longitude) @ −135 dBm
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Fig. 4. IoT device with Sigfox network and
GPS modules.

Data processing using Sigfox GPS device and
Sigfox Cloud
Figure 5 shows the data flow from the Sigfox GPS
device to the ThingSpeak to display the data via the
Sigfox Gateway and Sigfox Cloud.
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Fig. 5. Sigfox network for GPS module [9].

First, latitude and longitude data are obtained from
the GPS module in the Sigfox GPS device, and the
data are calculated by the Arduino using the
TinyGPS++ library [10]. The data are then transferred
to the Sigfox Cloud using a Sigfox Gateway.
TinyGPS++ is a new, full-featured GPS/NMEA parser
for Arduino devices. Similar to its predecessor, i.e.,
TinyGPS, TinyGPS++ provides compact and easy-touse methods to extract position, date, time, altitude,
and speed data various devices, including consumer
GPS devices. However, the programming interface of
TinyGPS++ is considerably simpler to use than
TinyGPS, and the new library can extract arbitrary
data from many NMEA sentences, even proprietary
ones.
Next, the Arduino Uno Rev3 software was
installed using Arduino IDE sketch.

SIGFOX backend-noreply@sigfox.com
ithiroshima.onmicrosoft.com via
{
“device”: “******,”
“time”:”**********,”
“station”:”null,”
“rssi”:”null,”
“snr”:”null,”
“data”:”************,”
“seq”: “***,”
“slt”:”********,”
“slg”:”*********,”
}
Fig. 7. Email content from Sigfox Cloud.

Data processing
Matlab/Simulink

using

ThingSpeak

and

Fig. 8. Overview of IoT devices, ThingSpeak, and
MATLAB/Simulink [11].

Fig. 6. Sample Arduino code.

To confirm that the latitude and longitude data
from the GPS module were correctly transferred to the
Sigfox Cloud, we transferred data via email and
confirmed the content (Fig. 7).
Next, we used a function that transfers latitude and
longitude data sent from the Sigfox GPS device to the
Sigfox Cloud to ThingSpeak aggregation and
analytics, i.e., a callback function in the Sigfox Cloud.
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ThingSpeak is web-based IoT analytics software
that compiles, visualizes, and analyzes live cloud data
sources. With ThingSpeak, one can send data to
ThingSpeak from devices, create instant live data
visualizations, and send notifications using various
web services, e.g., Twitter and Twilio. With the
MATLAB analytics inside ThingSpeak, one can write
and execute MATLAB code to perform preprocessing,
generate visualizations, and conduct analyses.
ThingSpeak enables engineers and scientists to
prototype and build different IoT systems without
setting up servers or developing web software [11].
The latitude and longitude data transferred to
ThingSpeak from the Sigfox Cloud are shown in Fig.
9 and Fig. 10, respectively.
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Fig. 9. Vehicle position (latitude-time relationship).

Fig. 12. Screenshot of Anaconda Navigator.

Then, the Jupiter, software was on the Anaconda
platform. Data processing was performed using
various modules, e.g., Python, ipyleaflet, and map in
Jupiter.
A screenshot of Jupiter directory shown in Fig. 13.

Fig. 10. Position of vehicle (relationship between longitude
and time).

Application to car commuting
Fig. 11 shows the IoT GPS device developed in this
study, which was mounted on a private car to conduct
a verification test in a real-world environment.

Fig. 13. Screenshot of Jupiter Directory.

A screenshot of the Python program in Jupiter is
shown Fig. 14.

Fig. 11. Vehicle equipped with Sigfox GPS device.

We attempted to process the GPS data from the IoT
GPS device using Python, ipyleaflet, and Jupiter.
The Anaconda platform provides Python packages
for data science. We provide compiled binary files for
many modules and tools, primarily for scientific
computing; thus, one can easily build an environment
that uses Python [12].
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Fig. 14. Screenshot of Python program in Jupiter.

Figure 15 shows the execution result of the Python
program.
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Fig. 15. Position of vehicle (relationship
between longitude and time).

As it can be seen, we could display the location of
the vehicle on the map when the driver commuted
from his home to the university. However, detailed
evaluations, e.g., position accuracy, will be required in
future.
Conclusion
In this study, we developed a rudimentary IoT
device equipped with a GPS module that uses the
Sigfox network. Data sent from the IoT device using
Sigfox Cloud and ThingSpeak are received and saved.
This device also uses Python, ipyleaf, Jupiter Note
Maps, and other Anaconda platform modules to
display location data on a map online.
In its practical evaluation, the system was used to
display the position of a vehicle driving from one
location to another. By acquiring GPS data every two
minutes, it was possible to understand the trend of
basic data relative to the vehicle’s position.
The accuracy of measurements at various levels of
urban development, road infrastructure and speed and
the quality of the received signals are for further
study.
We are also constructing a consistent system from
materials and electronic equipment to circuits,
communications, data processing, and web display. In
future, we plan to utilize the developed system as an
educational system and cooperate with industry,
academia, and government in Japan and overseas. In
addition, machine learning, deep learning, and
artificial intelligence can be used to evaluate and
analyze environmental data stored in ThingSpeak, and
we plan to use the developed IoT system as an
educational system.
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