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Internet of Things (IoT) technologies, the communication of which relies on the reliable and 
high-speed 4G and 5G networks, are entering modern life more and more widely. One of the partitions 
of the IoT concept is sensor networks, whose communication based on different protocols. 6LoWPAN 
is one of these protocols. This article presents an improved simulation product for 6LoWPAN sensor 
network examining. The improvement of the product expressed in the ability to visualise the content of 
the IEEE 802.15.4 frame. This allows the calculation of values that affect the Quality of Services 
(QoS) such as Packet Delivery Ratio, Throughput, Delay, Packet Loss Ratio and others. The present 
study examines the impact of the traffic prioritisation algorithms implemented in the simulation 
product on the Packet Delivery Ratio, Throughput, Delay and Packet Loss Ratio parameters in order 
to study the QoS in a 6LoWPAN network, based on the content of the IEEE 802.15.4 frame. 
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Подобрена симулационна среда за визуализация на съдържанието на IEEE 802.15.4 
фрейм в 6LoWPAN мрежа (Айдън М. Хъкъ). В съвременния живот навлизат все по-широко 
Internet of Things (IoT) технологиите, комуникацията на които разчита на надеждните и 
високоскоростни 4G и 5G мрежи. Част от концепцията IoT са сензорните мрежи, чиято 
комуникация се базира на различни протоколи. Един от тези протоколи е 6LoWPAN. Тази 
статия представя подобрен симулационен продукт за изследване на 6LoWPAN сензорна 
мрежа. Подобрението на продукта се изразява във възможността за визуализиране 
съдържанието на IEEE 802.15.4 фрейма. Това позволява изчисляване на стойности, които 
влияят на качеството на услугите (Quality of Service) като Packet Delivery Ratio, Throughput, 
Delay, Packet Loss Ratio и др. Настоящото проучване изследва влиянието на внедрените в 
симулационния продукт алгоритми за приоритизиране на трафика върху параметрите Packet 
Delivery Ratio, Throughput, Delay и Packet Loss Ratio с цел изследване качеството на 
обслужване в 6LoWPAN мрежа, на базата на съдържанието на IEEE 802.15.4 фрейма. 

Introduction 
Modern high-speed communication technologies 

(4G, 5G) provide an environment for wider use and 
development of the Internet of Things (IoT) [1]. The 
goal of IoT is to achieve the concept of a connected 
life, which allows the connection of different types of 
devices. Among the means to achieve the concept of 
IoT are sensor networks, which allow real-time 
tracking of various parameters. There are different 
communication protocols for sensor networks such as 
Bluetooth Low Energy (BLE), ZigBee, Z-Wave, 
6LoWPAN, Thread, WiFi-ah (HaLow) [2], etc. BLE, 
ZigBee and 6LoWPAN are among the protocols for 
sensor networks that are expected to be widely used 
today [3], [4].  

The increasing use of sensor networks requires 
their more active research. This can be done by 
studying the real network infrastructure of the 
considered IoT technology. When the physical 
construction of the network, does not excuse the 
investment, time and other criteria, it is possible to use 
simulation products to perform the research. 
Simulation products can save on financial investment 
if they are open source, as well as the time spent on 
installation and configuration during actual 
construction. 

This article presents an improvement to the 
simulation product developed in [5] for the 
6LoWPAN sensor network. The improvement allows 
visualisation of the content of the IEEE 802.15.4 
frame. This allows the study of various parameters 

86 “Е+Е”, vol. 55, 5-8, 2020



affecting the Quality of Service (QoS). Here, the 
influence of the already implemented algorithms for 
prioritising traffic on the parameters Packet Delivery 
Ratio (PDR), Throughput, Delay and Packet Loss 
Ratio (PLR), which affect QoS, is studied.  

Structure of IEEE 802.15.4 frame on beacon 
enabled mode 

IEEE 802.15.4 technology is designed for wireless 
network protocols with specific characteristics such as 
transmission of few data, transmission on short 
distance, etc. It is intended for Low Rate Wireless 
Personal Area Networks, like sensor networks. IEEE 
802.15.4 technology can be used on two types of 
nodes Full Function Device (FFD) and Reduced 
Function Device (RFD) [6]. Nodes with FFD 
functionality can communicate with other FFDs as 
well as RFDs and can act as a Personal Area Network 
(PAN) Coordinator or end device (eg. sensor). On the 
other hand, RFDs can only communicate with the 
FFD (PAN Coordinator) to which they are connected, 
as they can only be end devices. 

The Media Access Control (MAC) level of 
technology is responsible for the MAC management 
service and the MAC data service. In the MAC sub 
layer, two operating modes are provided, respectively 
beacon-enabled mode or non-beacon-enabled mode 
(Fig.1). The use of slotted CSMA-CA is allowed for 
data transmission in beacon-enabled mode, and in 
non-beacon-enabled mode unslotted CSMA-CA, as 
the coordinator selects one of the two modes. 

Fig.1. MAC mechanism in IEEE 802.15.4. 

In beacon-enabled mode, beacon frames are trans-
mitted periodically by the FFD to synchronise with 
the associated RFDs to determine its PAN and to de-
termine the architecture of the superframe. Two con-
secutive beacons are separated by a time interval 
called the Beacon Interval, which is divided into an 
active period (Superframe Duration) and an inactive 

period (Fig.2). The superframe houses a beacon, a 
Contention Access Period (CAP) that implements 
CSMA-CA, and a Contention Free Period (CFP). Be-
tween each beacon can fit 16 time slots, seven of 
which can be configured to work during CAP and 
seven for CFP. During CFP, the end nodes transmis-
sion data may be allocated in Guaranteed Time Slots 
(GTS), but the use of GTS is optional. The superframe 
may be followed by an inactive period within two 
timeslots, during which the end nodes can sleep [7]. 

Fig.2. Beacon interval structure. 

Sensor network traffic prioritisation algorithms 
There are various classic algorithms for prioritising 

traffic in 6LoWPAN, and the introduction of 
virtualisation of sensor networks allows the 
application of more flexible solutions. 

Author’s proposal [5] – initially, the highest 
service priority is given to packages that are marked 
as emergent. If there are several packets that are 
marked as urgent or only packets that are not marked 
as urgent are sent, requests from mobile end nodes are 
served with higher priority. When service requests are 
ordered from multiple mobile nodes, they are 
prioritised according to the speed of the node from 
which they are requested. Queries from faster moving 
nodes are ranked with higher priority. When there are 
multiple requests from mobile nodes that move at the 
same speed, higher priority for service is given to the 
requests required by the nodes closer to the 
coordinator. When requests are required from devices 
that are equidistant from the PAN coordinator, 
requests are prioritised according to the type of end 
node application. The Healthcare applications served 
with the highest priority, followed by Security and 
surveillance, Environmental monitoring, Animal 
tracking, Vehicle tracking, Agriculture and Smart 
Buildings (Fig.3).  

The algorithm uses a mechanism for allocating 
resources to serving requests, in which more resources 
used for serving higher priority requests, and lower 
priority ones with lesser resources. 
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Fig.3. Proposed 6LoWPAN traffic prioritisation algorithm. 

In [8] are presented several classical algorithms for 
prioritising traffic in sensor networks for IoT, divided 
mainly into two groups - Knowledge Free and 
Knowledge Based (Fig.4). Knowledge Free 
algorithms do not observe any traffic prioritisation. A 
typical algorithm is First Come First Serve (FCFS). 
This algorithm serves the requests in the order of their 
reception in the PAN coordinator. Knowledge Based 
algorithms take into account network information, 
information about sensors application, or both. Such 
algorithms are: 

• Least Number of Sensors First (LNSF) – prioritises
requests only based on the number of sensors
requiring the application. The application that is
more desirable on the network served with a higher
priority;

• Least Number of Hops First (LNHF) – prioritises
requests based on the average distance between the
requesting sensor and its coordinator. This
algorithm is suitable for sensor networks that
support the same type of applications or the same
number of sensors and have similar average
distances to the coordinator;

• Least Number Distance Product First (LNDPF) –
the requests scheduled in order of increasing total
number of sensors requesting an application and
the average distance of these sensors from the
cluster coordinator;

• Least Weighted Farthest Number Distance Product
First (LWFNDPF) – requests from different

applications prioritised on base of receive weights 
according to their distance from the coordinator. 
Lower weight nodes served with a higher priority 
than higher weight nodes. Nodes that are farther 
away get higher weights and closer ones get lower 
weights. 
The presented algorithms for prioritising traffic use 

a mechanism for allocating resources, in which the 
requests of all nodes served with the same number of 
resources. 

Fig.4. Classic sensor network traffic prioritisation 
algorithms. 

Simulation environment for 6LoWPAN 
network 

The structure of the developed simulation product 
for 6LoWPAN network is presented in Fig.5. It shows 
that all processes in the simulator are controlled by its 
core.  

Fig.5. 6LoWPAN simulator structure. 

The product allows construction and modification 
of various network topologies (Topology Maintenance 
and Topology Modification), detection and 
visualisation of the best end-to-end route (Selection of 
Best Route), processing of network traffic (Traffic 
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Management). The work with the different modules of 
the simulation product is done with the help of an 
intuitive graphical user interface (Graphical User 
Interface). 

The graphical interface of the application allows 
easy user orientation. In addition to the interface, 
various guidance messages are used for incorrectly 
entered information. The application interface consists 
of several main parts: 

• Form for adding coordinators (Fig.6) – allows
the entry of information about the working
channel, frequency band, range and number of
supported devices;

• Form for adding connections between the
coordinators (Fig.7) – allows choosing between
which coordinators a connection is established,
at what distance they are from each other and in
which direction the neighbour is located;

• Form for adding end nodes (Fig.8) – allows
setting the name of the end node, to which PAN
coordinator is connected, the channel of work, its
distance from the coordinator, the direction in
which it is located, marking the packet as urgent
(optional). The end node can marked as mobile
and then the movement speed can set. Finally,
the application that executes the sensor is set.
The form allows correction of the entered
information, its removal, as well as its
visualisation;

• Network communication simulation form (Fig.9)
– indicates from which node the packets are
transmitted, what is the priority for paid service, 
whether the packets are urgent, how many 
packets are sent (Fig.9-1). After setting the 
relevant parameters, the packets are added to the 
serving queue (Fig.9-2), where they can be 
prioritised according to the implemented 
algorithms for traffic prioritisation (Fig.9-3). 
When traffic prioritisation performed, the 
contents of the IEEE 802.15.4 frame can 
displayed (Fig.10), and used to calculate the 

PDR, Throughput, Delay and PLR values. This 
can be done for each implemented algorithm in 
order to study their influence on the considered 
parameters for QoS.  

Fig.6. Adding PAN coordinators. 

Fig.7. Adding links between coordinators. 

Fig.8. Adding end nodes. 
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Fig.9. Network simulation. 

The improvement of the presented simulation 
product expressed in the possibility to present the 
content of the IEEE 802.15.4 frame (Fig.10), which is 
used by the 6LoWPAN technology. This, in turn, 
allows the addition of new algorithms for prioritising 
traffic in sensor networks and studying their impact on 
parameters on which the QoS depends. Such 
parameters are PDR, Throughput, Delay, PLR, etc. 
The simulator visualises an IEEE 802.15.4 frame in 
beacon-enabled mode, representing beacon (purple) 
and CSMA / CA (dark green) within the CAP (Fig.10-
1), and within the CFP number of packets for serving 
the requests from each node (with different colours) 
(Fig.10-2). At the end of the superframe are placed 
two time slots inactive period (yellow) (Fig.10-3) to 
complete the beacon interval. 

Fig.10. Visualisation the content of IEEE 802.15.4 frame. 

The generated content of the IEEE 802.15.4 frame 
in the simulator is used to calculate the values for 
PDR, Throughput, Delay and PLR for the served 
packets on each node according to their priority. The 
simulation environment allows visualisation of graphs 
for the considered QoS parameters, taking into 
account the influence of the implemented algorithms 
for traffic prioritisation. 

Experimental settings, limitations and results 
According to [9], the number of sensor nodes 

operating in a region can vary up to 100, depending on 
the size of the area covered. In order to determine the 
tendency of alteration of the parameters influencing 
QoS in the different algorithms for traffic 
prioritisation, experiments with 5 and 10 
simultaneously connected end sensor nodes 
performed. In addition, the simulation environment 
allows study the influence of the resource allocation 
mechanism in the IEEE 802.15.4 frame according to 
the implemented algorithms. 

In order to study the influence of the algorithms for 
prioritising the traffic on the considered parameters 
for QoS, performed experiments in the same 
configuration for all end nodes in the network, having 
a difference of only 1 parameter. All end nodes are 
static, send data within 10 packets, for each node the 
application is Healthcare and is connected to PAN 
coordinator 1, for all of them the working channel is 
0, but the distance from the PAN coordinator is 
different (2m, 4m, 6m, 8m and 10m). The basic 
connection topology is presented in Fig.11. 

Fig.11. Experimental topology. 
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The content of the IEEE 802.15.4 frame according 
to the experimental studies performed on 5 and 10 
simultaneously connected nodes for proposed traffic 
prioritisation algorithm in a 6LoWPAN network, 
presented in Fig. 12.  

According to the applied resource allocation 
mechanism in both experiments the requests with the 
highest priority are served with the most resources. 
Experiments with 10 end nodes show that the uneven 
allocation of resources leads to a shortage of resources 
to service the lowest priority requests. However, the 
uneven allocation of resources leads to faster servicing 
of high-priority requests, release of the occupied 
resource after the end of their servicing and 
assignment of the resources to the next priority 
requests. This in turn leads to an increase in the speed 
of service of high-priority requests and an increase in 
QoS for them. 

The content of the IEEE 802.15.4 frame according 
to the experimental studies performed on 5 and 10 
simultaneously connected nodes for classic traffic 
prioritisation algorithms in a 6LoWPAN network, 
presented in Fig. 13. 

In this case for both experiments, regardless of the 
priority of the requests, they are served with the same 
number of resources. This leads to uniform service of 
requests and reduce the advantages of the applied 
algorithm for prioritising traffic. In addition, this type 
of resource allocation over time will lead to system 
load, additional delays in the handling of requests and 
as a result lower QoS. 

Fig.12. Visualisation of IEEE 802.15.4 frame content with 
resource allocation mechanism for proposed algorithm. 

Fig.13. Visualisation of IEEE 802.15.4 frame content with 
resource allocation mechanism for classic algorithms. 

The applied resource allocation mechanisms for 
request handling in the IEEE 802.15.4 frame directly 
affect QoS. This can be seen from the experimental 
studies performed according to the implemented 
algorithms for prioritising traffic for investigating 
PDR, Throughput, Delay and PLR, presented in Table 
1 and Table 2. 

The results of the performed experimental studies 
with 5 end nodes through the developed simulation 
product are shown in Table 1.  

According to them, the proposed algorithm for 
prioritising traffic in 6LoWPAN provides better 
values for the considered parameters affecting QoS for 
end nodes that are located at a distance of up to 6m 
from the coordinator. For the other nodes the service 
of the requests is even, as the obtained values are 
lower than those obtained with the classical 
algorithms. 

The results of the experimental studies with the 
classical algorithms show that the obtained values for 
the considered parameters influencing QoS are 
uniform for all end nodes independently of their 
distance from the coordinator. The values for all 
classical algorithms are identical. 

The results of the performed experimental studies 
with 10 end nodes through the developed simulation 
product are shown in Table 2.  

According to them, the proposed algorithm for 
prioritising traffic in 6LoWPAN provides better 
values for the considered parameters affecting QoS for 
the node with the highest priority. For the other nodes 
the service of the requests is uniform, and the obtained 
values are the same as those of the classical 
algorithms.  
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Table 1 
Experimental results for PDR, Throughput, Delay and PLR for 5 end nodes 

Experimental results for 5 end nodes
Packet Delivery Ratio Throughput 

Delay Packet Loss Ratio 

Table 2 
Experimental results for PDR, Throughput, Delay and PLR for 10 end nodes 

Experimental results for 10 end nodes
Packet Delivery Ratio Throughput 

Delay Packet Loss Ratio 

There is not enough resource for the lowest priority 
node and its requests remain for service in the next 
time slot, and the graphs show that the values for the 
studied parameters for this node are the worst. 

Conclusions 
The results obtained in the experimental studies 

with the classical algorithms show that the obtained 
values for the considered parameters influencing QoS 

are uniform for all end nodes regardless of their 
priority and distance from the coordinator. The values 
for all classical algorithms are identical 

This article presents an improvement to the 
developed simulation product for 6LoWPAN network, 
which is the ability to visualise the contents of IEEE 
802.15.4 frame in beacon-enabled mode. The 
introduced improvement allows to calculate the 
parameters PDR, Throughput, Delay and PLR for 

92 “Е+Е”, vol. 55, 5-8, 2020



each node, as well as to determine the influence of the 
implemented algorithms for traffic prioritisation on 
them, in order to study QoS. 

The experimental results reveal that the obtained 
values for the parameters influencing QoS are lower 
with increasing number of connected nodes. This 
shows that performance changes inversely with the 
increasing number of nodes in the network. 

With the proposed algorithm for prioritising traffic 
by increasing the number of nodes in the network, the 
serving becomes even, but still with more resources 
for the most priority nodes. As the distance of the 
nodes from the coordinator increases, at 5 nodes the 
values for the studied QoS parameters deteriorate, and 
at 10 nodes they are uniform. The proposed algorithm 
speeds up the serving for the highest priority nodes, 
thus freeing up the resource occupied by them faster, 
which can be used to service the lower priority nodes. 
This speeds up the operation of the entire network. 

With the classic algorithms for prioritising traffic, 
the serving is even regardless of the number of nodes 
in the network and their distance from the coordinator. 
The even service of requests leads to additional 
service delays, as more serving requests accumulate 
for the next timeslot. In addition, serving satisfaction 
does not change for either the highest priority node or 
for the lowest priority one. This leads to a complete 
delay in the operation of the network, as well as to 
deterioration in the QoS. 
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