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Problems related to EMC caused by low-altitude
flying drones in urban environment
Georgi Petrov, Anushka Stancheva
Mass electrification of personal transportation vehicles creates prerequisites for massive mobile
sources of electromagnetic interference. These is especially strong in dense urban environments. The
problem with the introduction of 3D drone traffic will create a number of problems associated with the
generation of unacceptable interference in communication and navigation aids. The EMC problems
for this type of transport are justified but not well addressed in the publicly available literature, as the
regulations currently required typically cover non-urban passenger aircraft and some general radio
regulations concerning autonomous transportation.
Keywords – drones EMC, 3D urban mobility.
Проблеми свързани с електромагнитната съвместимост при нисколетящи въздухоплавателни средства в градски условия (Георги Петров, Анушка Станчева) Мащабната
електрификация на персоналните транспортни средства се свързва със създаването на предпоставки за излъчване на мощни електромагнитни смущения от мобилни източници в градска
и индустриална среда. Това в особена степен касае развитието на 3D дрон транспортните
услуги в градски условия свързани с нарушения в работата на навигационните и комуникационните устройства. Макар проблемите на ЕМС във въздушния транспорт да са добре адресирани в частта гражданско въздухоплаване, до момента няма обединен документ с препоръки за тези и други свързани с това проблеми при масовизацията на градския дрон транспорт,
който да послужи като отправна точка за нови дизайнери на подобни системи.
Ключови думи– дронове, EMC, 3D градски транспорт.

I. Introduction
Aircraft vehicles for 3D urban mobility and
transportation fall into the two main categories of
semi-automatic aircraft (Unmanned Aerial Vehicles UAV) and aircraft intended for recreational use.
Therefore, most countries, including the EU, are
unable to come to a common regulation, both for their
use and for the requirements for implementing such
transport services. In addition to these purely formal
requirements regarding the safety of users of such
services and the protection of the health and life of
citizens and the integrity of urban infrastructure, few
authors address the issue of electromagnetic
compatibility (EMC), which is the main attribute
which largely determines the quality, reliability,
functional safety and radio electronic protection of the
UAV. Violation EMC of avionics that is included into
UAV, can lead to lower quality of functioning or
irreversible failure. Under the EMC of avionics is
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meant, how it operates in accordance with the required
specifications in the real electromagnetic environment
(caused by electromagnetic interaction or by impacts),
without creating inacceptable electromagnetic
disturbances in other equipment of UAV. The densely
populated urban environments does not allow drones
larger than the two-seat passenger models to be
deployed. Nevertheless, such aircraft will be
predominantly electric or hybrid powered. A number
of companies have already introduced fully automatic
shipping services for the delivery of small
consignments that use fully electric propulsion
vehicles (Amazone, Google, etc [1]). However, when
it comes to transporting people, it is necessary to use a
hybrid type of drive. The use of turbojet engines in
dense urban environments cannot be justified due to
noise standards, environmental and ecology issues and
physical problems associated with the high velocity of
the leaking hot gases. Therefore, concept implies the
introduction of hybrid type drones [2] with an internal
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combustion engine-generator pair, redundant battery
unit and fully electrically driven multi-rotor elevation
modules. The use of this type of dual power supply
for electric cars relatively well adapted to the
production of electric and hybrid vehicles. Most of the
problems of electromagnetic compatibility have been
solved by suitable shielding, RF filtering and
shunting. Typically, the electric vehicle has maximum
power consumption when starting, stopping and
climbing slopes, which rarely exceed 15% in urban
environments (maximum trust of 580 kW Tesla Model
S), while the rest of the time the energy is used mainly
to overcome rolling resistance and resistance in the
air. In addition, sufficiently reliable shielding is
applied to the electromechanical and control modules.
Unfortunately, in the case of air transport, the use of
standard automotive controllers, mainly based on
IGBT industrial modules, cannot be considered for
reasons of minimum mass and low energy losses and
cooling problems. This does not allow the use of
standard car shielding solutions and electrical power
filters to be used in aviation because of their weight.
Nevertheless, the typical power supply of such aircraft
is between 45-80 kW, with almost 80% of the time
electric power being loaded at 70-90% of its
maximum trust. The typical electric drive of the rotors
generating a lift is through twin-stator brushless
sensor-less motor, which requires the use of dual
synchronized impulse controllers (2x4 for typical
drone). Moreover, the length of the cables between the
main battery, speed controller and the electric motors
exceeds 2-3 m. in larger models. This makes these
wires an ideal pulsed power supplies for electric
aircraft, but the cost of implementing light enough and
temperature-resistant modules increases their cost by
up to 30 times, including low resistance high amps
wiring (120-600V/150-200 amp per motor).

These circumstances make the typical single or
double seat drone an ideal mobile source of radio
frequency and EMP interference, which would have a
negative impact on the communications and
navigation infrastructure in urban areas as well as on
potential problems of the flight control and control
systems within the drone itself. Intensification plans
for 3D urban transport suggest that more than 8-10%
of it will be airborne in next 5-10 years, which, for a
city like Sofia, represents more than 50,000
simultaneously flying drones in the city's airspace.
Another problem is the powerful industrial
interference in an extremely wide spectral range up to
several dozen MHz generated by power supply. The
typical electric motor of a woodworking or metalcutting machine operates at a fixed speed (rpm) and
has a rated power between 2.5-10 kW powered by a
three-phase network. In comparison a single seat
drone uses 8 to 10 times more pulse-generated power.
A comparative analysis of interference levels and
frequency bands with those specified in EN 61000-6-4
for the emissions in industrial environments should be
done. Typically, interference mitigation in industrial
systems is achieved through quality chokes and
capacitor batteries (Fig.1). These measures are also
applicable to voltage, and should also be protected
from accidental collision with high-voltage power
grids and lightning, ever more common in densely
populated and polluted cities. In the following
sections, we will look at some basic regulations
applicable to human transportation drones regarding
the provision of EMC & safety standards, protection
of flight systems against electromagnetic radio
frequency interference, as well as lightnings. Studies
show, that there is an increasingly complex regulatory
environment around drone certification with national
and international aviation and product safety
regulations, developed to cover these products.
II. Intrasystem electromagnetic compatibility

Fig. 1. Compensation capacitor battery near CMOS
switching fabric.
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Electromagnetic compatibility means the ability of
rotocrafts to operate correctly in accordance with the
required specifications in the real electromagnetic
environment (that is caused by the electromagnetic
interaction and impacts) without causing excessive
electromagnetic interference to anything in that
environment [9]. The intrasystem EMC is limited by
interaction of interference sources and receptors on a
single object. At present, the problem of ensuring
EMC of moving objects acquires the greatest
relevance that is due to the some of the following
major causes:
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wide frequency range of intrasystem electromagnetic interferences that complicates the real
electromagnetic environment during aircraft operating and is due to a large amount of radioelectronic, computing and aircraft equipment.
production of rotocrafts from composite materials - leads to complication of the problem of
predicting and providing intrasystem EMC

2.1. Aircraft EMC certification – emissions
Historically, radio interference problems were first
encountered during the Second World War. In 1940,
some of the first recommendations for the protection
of radio communication and navigation equipment in
aircraft came out mainly related to the interference
caused by the on-board electrical system and generators. First US military standard MIL-I- 6181 [3] was
issued in 1950. It covers both emissions and susceptibility limits and testing. The corresponding standards
were published in UK. In 1968 US civil aircraft
equipment and environment test standard was published as RTCA (Radio Technical Commission for
Aeronautics) DO138. In 1975 EUROCAE (European
Conditions and Test Procedures for Airborne Electronic/Electrical Equipment and Instruments) published fist recommendation taking in to account
ISO/TC 20/SC1 & SC5. USA DO138 suppressed old
document. After 1980 DO160/ED14 has been adopted
and is still in force today. In case of small men-driven
electric-gasoline hybrid rotorcraf a family of standards
EN 55011 and EN 55032 must be taken into account
for radiated and conducted emissions. In accordance
with European regulation [11] Directive 2014/53/EU
[13] should apply to unmanned aircraft that are not
subject to certification and are not intended to be operated only on frequencies allocated by the Radio
Regulations of the International Telecommunication
Union for protected aeronautical use, if they intentionally emit and/or receive electromagnetic waves for
the purpose of radio communication and/or radiodetermination at frequencies below 3 000 GHz. Directive 2014/30/EU [14] should apply to unmanned
aircraft that are not subject to certification and are not
intended to be operated only on frequencies allocated
by the Radio Regulations of the International Telecommunication Union for protected aeronautical use,
if they do not fall within the scope of Directive
2014/53/EU.
EMC tests
To demonstrate compliance with limits for emissions and immunity to interference two types of tests
should be conducted:
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Ground tests are conducted with rotorcraft
engines and generators running, and with all electrical,
electronics and radio navigation equipment operating
at full assigned frequency spectrum. The normally
running equipment should not exceed interference
limits applicable to any other system. Because small
rotorcrafts are designed to operate in dense urban and
building infrastructure a typical 30 m distance
between aircraft and other systems should be reduced
to 3 meters from outside infrastructure and 1 meter
specified in ED14 [13] for internal electronics and
inside electronic bay.
Flight tests are conducted with all equipment that
normally running at flight and applicable EMC
parameters must comply with the relevant EMC
standards.Booth measurements are similar but because
measurements may be done in different conditions and
environment two types of measurements are used:
Quasi peak versus peak measurements
Table 1
Frequency Bands and Measurement Bandwidth
Frequency Bands

Frequency bands

EN

ED14

0.15 – 30 MHz

9 kHz

1 kHz

30 – 400 MHz

120 kHz

10 kHz

400 – 1000 MHz

120 kHz

100 kHz

1000 – 6000 MHz

1 MHz

1 MHz

In practice, the interference measured in this
frequency range could be a mixture of all types,
including narrow band, impulsive and broadband
noise, with impulsive and broadband noise more
likely to be encountered at lower frequencies. The
commonly used distances for EN are 30 metres, 10
metres and 3 metres. The ED14 aeronautical standard
specifies a distance of 1 metre. The EN deal with
electromagnetic compatibility between several
apparatus not necessarily installed in close proximity.
These are measured at distances between 3 metres to
30 metres on open area test sites on a nonconductive
pad but over a ground plane.
2.1.1. Radiated emissions
To demonstrate compliance with the EMC
Directive, the electromagnetic emission characteristics
must be in accordance with those specified in the EN
61000 -6-4 “Generic Emission limits for the industrial
environment”. This generic emission standard
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generalizes the limits existing in the product family
standards EN 55011 and EN 55032 for nonintended
RF emitters industrial environment (Group 1, class A
equipment).

Fig. 3. European Norm EN 61000-6-4 (EN55032) –
conducted emissions, mains port.

The limits specified in the EN55011 for Group 1
equipment are the same.
Fig. 2. European Norm EN 61000-6-4 (EN 55011, 55032)
– radiated emissions.

For a measurement distance of 3 m, the norms for
the respective frequency sub-bands are 10.5 dB
higher. We are interested in the emission limits from
an aircraft but only have the emission limits of each
electronic box, which is embodied within the aircraft.
Therefore, the assessment of the electromagnetic
compatibility of the rotocraft shall take into account
the cumulative effects of the emissions of each piece
of equipment.

2.1.3. Pulsed electromagnetic interference
Typical Characteristics of Pulsed EMI is given in
Table 2.
Table 2
Typical characteristics of the EMI
ESD

EFT

Surge

Waveform

See fig. 4

See fig. 5 and 6

Feature

Superfast
rise time

Fast rise time,
repetitive
pulses, and
box-car
integration

Relatively slower
rise time, large
energy
concentrator

Rise time

Less than
1 ns

About 5 ns

1.2 μs

Energy

Low (mJ)

Medium (mJ)

High (mJ)

Duration

ns

ns and
repeating

ms

Up to
about 15
kV

1 kV

2 kV

medium
(A)

low (A)

high (kA)

Accumula
tion of
static
electricity

Activation of
gaseous
discharge,
make/break of
electrical
circuits

Lighting, power
switching

2.1.2. Conducted emission on the power supply
The EN conducted emission limits are given in EN
61000-6-4, based on the product family standards EN
55011 and EN 55032. The only possible electrical link
between the aircraft and other external system is, on
ground, connection to external power supply. This
power is supplied to the aircraft by fixed or mobile
installation. This power supply is providing a
115 V/400 Hz current specific for aircraft. The aircraft
is never directly connected to the industrial or public
power supply network. Therefore, the conducted
emission of an aircraft through this link will have no
impact on the external world. It is not an external
EMC issue and as such, no extra requirement is
needed. If we consider the aircraft as a single
apparatus, all the aircraft electrical equipment could
be functioning when the aircraft is plugged to its
power supply and every piece of equipment emit the
conducted emission in compliance with the limit
specified in the Fig. 3.

4

Peak
voltage (into
high
impedance)
Peak current
(into low
impedance)

Sources
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2.2. Transient problems
Lightnings, electrostatic discharge and inductive
switching transients have large magnitude (>100 V to
>1000 V). These transient voltages can be reduced in
significant factor by design, but cannot be entirely
removed and they result in short data communication
disruption. Some well-known methods can be used to
avoid significant noise levels including: twisted pair
cabling (magnetic induction is reduced by -60 dB)
with shielding (-30 dB), balanced isolated design reject common mode -40 dB, coaxial cabling (for RF
equipment) or fiber optics (susceptible only on lightnings).

III. Lightning strike protection
An ordinary metal aircraft is hit by lightning once
or twice a year, because entire surface of most
passenger and cargo aircraft are built from aluminum
the flash seamlessly crosses the structure causing no
significant damage except at the point of direct
contact [*DOT/FAA/AR-04/13 Office of Aviation
Research Washington, DC 20591 General Aviation
Lightning Strike Report and Protection Level Study,
August 2004 Final Report, U.S. Department of
Transportation Federal Aviation Administration].

Fig. 7. Metal expanded mesh - damaged.

Fig. 4. Burst generator output signal.

Fig. 5. 1.2µs/50µs generator: open circuit voltage
waveform.

In cases where the aircraft is made of carbon or
fiberglass, which does not conduct or is difficult to
conduct electrical current, direct lightning strikes an
electric current of about 200000 amps, passing
through the entire structure of the aircraft, finding the
path with the lowest resistance causing direct and
indirect effects on the aircraft structure and on-board
electrical and electronic equipment. In most cases
direct effect cause vaporization of resin around the
strike area and may lead to possible burn of entire
structure Fig. 7.
The indirect effects is associated with the induction
of transient voltages, which can damage or destroy
unprotected and unshielded electrical and electronic
systems of the aircraft. Approximately 20% of
unprotected aircraft that have no any type of lightning
protection reported major electrical failure compared
to 3% of protected planes. Corresponding problems
are covered by ACJ 29.610 (Lightning and Static
Electricity Protection - Interpretative Material and
Acceptable Means of Compliance). JAR 27 [*Joint
Aviation Requirements JAR–27 Small Rotorcraft,
Amendment 6 December 2007] covers the small
rotorcrafts of maximum weights of 2730 kg that can
be applicable for multirotor drones as it is:


Fig. 6. 1.2 µs/50 µs generator: short circuit current
waveform.
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JAR25X899 Electrical Bonding and Protection
Against Lightning and Static Electricity (ACJ
25X899)
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JAR 25.581 Lightning Protection
JAR 25.953 Fuel System Lightening Protection

There are not many usable ways to fight against
these problems. Traditionally aircraft designers are
using different types of lamination of the entire
structure with aluminum foils, or directly
incorporation of aluminum or cooper mesh to the
aircraft structure. In mass practice two types of
meshes are used: woven and micro expanded mesh
[*Martin Gagné Daniel Therriaul, Lightning strike
protection of composites, Progress in Aerospace
Sciences, Volume 64, January 2014, Pages 1-16,
https://doi.org/10.1016/j.paerosci.2013.07.002].

Fig. 8. Metal mesh types: woven (typical thickness is 3
times diameter of wire) and expanded (less than
non expanded thickness and have better
molding properties on curved surfaces).

There are some new designs that use especially
conductive painting, but this protection layer should
be placed in clear and computer controlled
environments because if we apply less of the
necessary paint the electric conductivity will not be
sufficient, in other case the weight of the coating will
seriously increase. In case of powerful electrical
drones prepared to operate in dense urban arias
lightning strike danger cannot be escaped so the use of
expanded aluminum foil mesh inside ducked propeller
and entire body of a drone seems to be an easier
construction procedure (Fig. 8). The major effort
should be taken to a conductive path between different
joint bolts; a proper protection for the passenger
should be made. The use of new generation metallized
fabrics and fibers is not a good option because it needs
specialized procedures during fiber plastic creation
and its price.
IV. Conclusion
Testing and certification can minimize the risk of
noncompliance and product liability. Radiated
emission limit of an aircraft in the frequency band of
radio communication and navigation system, have to
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be in conformance with the EN limit. Aircraft
manufacturer and equipment manufacturer must take
the necessary measures so that the equipment does not
emit above a level that would cause interference to
radio receiving equipment (e.g. navigation and
communication systems). There are several trends that
will affect the future potential for aircraft system
electromagnetic interference. These trends are:
a) Proliferation of handheld computing,
communication and entertainment electronics, which
will include RF voice and data transmission, RF local
area network interfaces imbedded in devices, and
faster clock and data rates.
b) More comprehensive lighting protection on fully
electrical and hybrid aircraft systems.
c) Transition to more sophisticated, higher
frequency aircraft RF communication, navigation and
surveillance systems, and decommissioning earliergeneration RF communication and navigation
systems.
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Data fusion from different protocols and integrating them into a
mesh network for personal assistant of technical manager
Boyan K. Mednikarov, Yordan A. Sivkov, Chavdar I. Alexandrov,
Miroslav Y. Tsvetkov, Veselin E. Atanasov, Marinela I. Petrova
Automatic data collection and decision-making processes are crucial in optimizing production
processes. One of the main tasks is to significantly reduce the time and cost of making management
decisions, and achieve flexible and safe operational management of activities. For this purpose, a
personal assistant of the technical manager has been developed, providing timely and up-to-date
information, necessary for making an adequate and reasoned decision. The key element in this system
is the layer responsible for collecting and transmitting data from executable objects. The lack of
connectivity or the obsolescence of the transmitted parameters would be critical for the operation of
the whole system. A model of architecture and algorithm implementation, for combining data from
different sensor nodes, using different communication protocols, and integrating them into a single
mesh network is proposed in this paper. An algorithm has been developed to reduce the
communication time between individual elements and the layer for data collection and analysis.
Keywords – personal assistant of technical manager (PATM), protocol mesh architecture, data
hub algorithms.
Обединяване на данни от различни протоколи и интегрирането им в пълносвързана
мрежа за персонален асистент на технически ръководител. (Боян Медникаров, Йордан
Сивков, Чавдар Александров, Мирослав Цветков, Веселин Атанасов, Маринела Петрова)
Автоматизирането на процесите на събиране на данни и вземането на решение е от
решаващо значение при оптимизирането на производствените процеси. Една от основните
задачи е съществено понижаване на времето и разходите по взимане на управленски решения,
както и постигане на гъвкаво и безопасно оперативно управление на дейностите. За целта е
разработен персонален асистент на техническия ръководител, осигуряващ навременна и
актуална информация нужна за вземането на адекватно и обосновано решение. Ключовият
елемент в тази система се явява слоят отговарящ за събиране и предаване на данни от
изпълнителните обекти. Липсата на свързаност или неактуалност на предаваните
параметри биха били критични за работата на цялата система. Предложен е модел на
архитектура и реализация на алгоритъм за обединяване на данните от различни сензорни
възли използващи различни комуникационни протоколи и събирането им в единна меш мрежа.
Разработен е алгоритъм за понижаване на времето на комуникация между отделните
елементи и слоя за събиране и анализ на данни.

Introduction
The automation of data collection processes to
make a decision is critical in the optimization of
production processes.
A model of intelligent personal assistant of a
technical (operational) manager (PATM) in open
space production is investigated as an approach to the
robotization and automation of the operational
management of complex objects. This is a
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development of the automated transport activity
management system, implemented by Scortel Ltd.,
and a continuation of the innovative activity of the
company in the field of ICT (Information and
communications technology) and its application in
industry and transport. Developing advanced
technology in the field of artificial intelligence is used
- the intelligent agents that underpin intelligent
personal assistants.
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System layers
One of the main tasks is to reduce the time and
cost of management solutions significantly, in order to
achieve flexible and safe operational management of
activities (processes) in the operational environment
of an automated system for managing transport
activities in open space production.

Fig.1. Hierarchical network.

The considered model uses the network topology
of hierarchical networks (see fig. 1 and fig. 2) using
two main levels: low level – for data collection and
transmission (Data Collection and Network Layer)
and high level – for archiving and processing of
information for the purposes of the Technical
Manager and process management at the operational
level (Data&Analysis Layer).
In the schematic on fig.2 can be seen a third,
presentation level, used to present the data to the
technical manager, and to manage the low level.

A detailed description of the architecture and its
individual elements is shown on fig. 3. The data
collection layer is represented by sensor nodes located
on platforms (mobile or fixed), which can be both
fishing vessels and heavy machinery, used in
construction activities. The information they provide
through converters is transmitted to a server for
storage and processing.
The last layer is a software resource in service of
the technical manager, provided through a computer,
tablet or other specialized terminal.
One of the main problems with the implementation
of the presented architecture is the reliability of
communications between the individual elements and
the restoration in case of disruptions. The use of
already known solutions is hampered mostly because
of the closed ecosystems of producers, as well as the
lack of sustainability due to third-party dependencies.
Solving these problems requires the development
of appropriate algorithms, software solutions, and
hardware implementations based on microcontrollers.
One of the most used concepts in the implementation
of such systems is the Internet of Things (IoT), which
has a large number of open architecture samples [1][3], as well as the opportunity for complete
customization.
Mesh architecture
The Network Mesh is a basic technique used in the
Internet of Things concept. Covering completely the
idea of a permanent and full connectivity, this
architecture allows a stable and highly operational
system [4], [6]. The last feature is extremely important
in the implementation of industrial applications and
the algorithms, critical to the lack of up-to-date data

PATM Layer

Control

Data

Data&Analysis Layer

Nework Layer

Data Collection Layer
Fig.2. Layers in complete system.
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Fig.3. Low level system architecture.

and can lead to the wrong or suboptimal decision,
which in turn will lead to the loss of both financial and
time resource [7] – [9].
Using many-to-many connections would help in
the following aspects:
- Transmission of data from remote nodes.
- Increasing the resilience of connectivity in
the system.
- Reducing consumption due to the potential
for more items to use less energy for their
work.
- Including option for usage of batteries for
power supplies to maximize energy
independence.
- Achieving more dynamics in building
platforms.
Coordinating a large number of mechanized units
with specific parameters and states requires flexibility
in implementing a data collection system for its
characteristics. In many cases, the system is not static,
but a living and evolving structure that is constantly
upgrading at different times in its life cycle. This
development is sometimes confronted with the lack of
previously used nodes or the availability of new, more
functional patterns than the previous ones.
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This requires the whole system or at least a part of
the interfaces to remain open for future compatibility
[3], [6], [10].
A cross-protocol mesh architecture is needed to
build nodes that transfer data between different
protocols in order to take advantage of each individual
implementation, as well as to avoid the disadvantages
of others. The use of different protocols also helps to
increase the invariance of the realization [6], [8].
When using Bluetooth (BT) sensor nodes, for
example, there is a low level of consumption and
minimal implementation, but a relatively short data
transmission range. On the other hand, ZigBee or
LoRaWan provide significantly longer range, but
increased consumption over the previously discussed
protocol [1], [2], [7].
In order to be able to merge different protocols, it
is necessary to build specialized nodes (see fig. 4)
based on microcontrollers, such as the ESP32,
Arduino, Raspberry Pi [9], STM Nucleo platforms or
others. They are upgraded with the necessary
interfaces, as well as with an appropriate software [5].
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LoRa Data
Node

Data Hub

ZigBee Data
Node
LoRa Data
Node

Protocol Mesh
Node

BT Data
Node

Protocol Mesh
Node

BT Data
Node

Fig.4. Protocol mesh concept.

The following requirements must be satisfied when
implementing a protocol mesh node:
- provision of a higher capacity power source
due to the operation of multiple interfaces;
- usage of a non-blocking software model;
- development of a connectivity table.
The connectivity table must include the level of
connectivity to the different Data Hubs of the
neighboring nodes, in order to reduce the time of data
transmission to the senior level.
Data Hub
Broadcasting Test
Message
Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection
Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection

Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection

Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection

Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection

Sensor Node
- add ID (first 10 bits)
- increase level of
connection
- create table of
connection

adds to the connectivity table the first arriving
and with the highest level

Fig.5. Connectivity table flowchart.
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The table contains the IDs of all the connected
nodes as well as their level relative to the Data Hub.
Level determination is done by the hub emitting a test
signal with its identification number and value zero,
and each subsequent node adds its identification
number to that of the hub and increases the value with
one. This way, each node knows which level it is after
the hub, and in which direction it should redirect data
to the mesh.

15b

0000000001
10 bits Node ID

000001
6 bits DH ID

65
Fig.6. Data hub and sensor node ID message.

0b

In the received message, each node replaces the
first 10 bits of the identification number with its own
and increments the counter, and then transmits the
message to each associated one, except the node from
which the message was received.
Upon receiving a message that has a lower level
(respectively greater number) than that of the given
node, the message is ignored and does not spread.
In case of loss of connection between Data Hub
and server, a protocol is activated for reconfiguration
of the nodes. The protocol is also activated when Data
Hub connectivity changes.
After completing the connectivity table, each of the
sensor nodes can transmit data without causing
network overflow, which in turn helps to reduce data
transmission time and increase system resilience.
The conventional mesh protocols provided in the
different standards are not used due to the
interconnectivity building. The latter requires
additional software development, but in the long run
ensures system compatibility and scalability.
The 16-bit ID header binds up to 1000 sensor
nodes and 63 Data Hubs. If needed, a larger number
can be expanded up to 32 bits.
Network layer
The communication layer is implemented by a
Data Hub, which is a device, connecting sensor nodes
to a server that aggregates the information and is
responsible for processing it. As a connecting element,
it is the key in the construction of the model and its
lack or incapacity causes the entire system to shut
down. To ensure responsiveness, each element of the
critical infrastructure must be duplicated at the
physical, logical and functional levels.
Computer network terminology is used in choosing
the name of this element, but unlike the traditional
network hub, the proposed element will also convert
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the physical and logical level of data between
different protocols, and will create a pre-developed
protocol message as well.
The Data Hub has the following main tasks:
- Communication with sensor nodes - depending
on the configuration, the device integrates and
prepares the transmission data in a created
protocol and provides signals to draw up tables
of connectivity between nodes.
- Server connection - A connection must be
provided to a server on an Ethernet network,
generally the Internet, or only by using its
environment, and for cybersecurity, by using a
VPN tunnel.
- Data analysis to reduce traffic and to optimize
the load on both networks - Traffic
optimization is a major problem for modern
communication systems. Data analysis is also
performed on the basis of the information
transmitted and its content related to its users.
- Evaluation of communication channels and
implementation of a communication stability
algorithm.
- Broadcast message for forming mesh
connectivity tables of different protocols.
For the technical implementation of the device, a
microcomputer is used, capable of satisfying
requirements as follows:
- Enough processing power - analyzing,
converting and sending large amounts of data
requires adequate computation performance.
- Small in size - integrating new elements into
existing architectures and locations requires
minimal change footprint.
- Low consumption - as with the above
requirement,
low
consumption
is
a
combination of a minimal footprint as well as
reducing the extra heat released in the
environment.
- Low cost - the economic factor, although not
leading, is one of the important factors in
building any system. Low cost should not
affect functionality, but should be achieved on
the basis of a unified design with large
applications, resulting in reduced production
costs due to mass production.
- Unified design - the use of a widespread
device that has been tested and validated by a
large number of users, will allow cost
reduction, on the one hand, and the use of a
large number of additional platforms and
modules developed, as well as widespread
support from software developers and a
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-

community of high-level enthusiasts of
documentation, on the other hand.
Modular design - enable to include additional
functionality such as sensors and / or
interfaces. The construction of this modular
design requires the pre-construction of a
modular structure of the work model and the
use of a suitable software package.

An algorithm for evaluation of communication
channels and their resilience
The flowchart, shown on fig. 7 is based on
measuring the time delay in the individual channels
and estimating, based on predefined criteria, the cost
of the transmitted data. Each of the described
parameters is entered in a table containing the
weighting factors depending on the priority of the
message.
Priority is determined both by a predefined factors
and as an estimation of the rate of change of a
parameter over a certain period of time, or passing a
threshold. For example, if there is a platform that
transfers resources between objects, or from a
warehouse to an object, it would change priorities
only if facing a disruption or a limit, hindering the
delivery time. For the rest of the time, the
transmission of this information will be done with
minimal resource consumption.

Simultanious Latency
check

Latency evaluation

Missing message
count/Stability
coeficent evaluation

Setting table
coefficient

Covering and Price
coefficent calculation
by preset values or
dynamically set via a
communication
channel

high

Priority level

All channel
broadcasting

Medium, low

Overall raiting

Fig.7. Flowchart of the algorithm for evaluating
communication channels and their resilience.
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Table 1 shows an example for the evaluation of three
channels, where factors are defined for each of the
selected parameters. All values are based on previous
studies and the criteria laid down in them, as well as
their needs [3].
Table 1
Selected parameters for evaluation of communication
channels
Latency
Stability
Price
Covering
Data rate
Overall:

WiFi
3
2
10
4
3
22

GSM
2
2
5
5
2
16

Satellite
1
4
1
6
1
13

The aim is to obtain a comparative quantitative
measure of the evaluation of communication channels
and their resilience. Each of the parameters can have
different maximum values, and the complex result is
obtained by summing each of them.
The latency and stability parameters are
measurable in a loop, while the other parameters are
dynamically set by the higher-level information
system. The recent is done based on location analysis,
surveys and statistical analysis.
The resulting score is indicative and depends on an
user or algorithm-based optimization, such as time,
volume of transmitted data, and stability of the
provided connection.
Conclusion
The analysis made in this paper defines the
architecture of a system providing a personal assistant
to the technical manager. The main advantage of an
automated system and the ability to collect data from a
large amount of sensors at points of interest, such as
the various platforms in open production are
presented.
Building a mesh network of nodes, using different
interfaces, is an unconventional approach that
provides future compatibility and scalability.
The use of the flowchart proposed in this research
helps to optimize the use of different channels in
transmitting data from one level to another with
minimum delay. This leads to an increase in the
efficiency of the management, and hence the decisions
taken. The development of an information system also
provides an opportunity for further subsequent
analysis and identification of weaknesses, or places
with needs of optimization.

“Е+Е”, vol. 55, 1-2, 2020

Acknowledgements
The studies included in this publication are in
implementation of a project under Project №ИФ-0009-14 / 24.07.2018 "Personal Assistant to the
Technical Manager in Open Space Production",
developed by Scortel Ltd. in partnership with the team
from Nikola Vaptsarov Naval Academy - Varna.
REFERENCES
[1] Sivkov, Y.A. Transformation of NMEA ship
network from sensor-based to information-based model.
XX-th International Symposium on Electrical Apparatus
and Technologies SIELA 2018, Bourgas, Bulgaria, pp. 205209,
978-1-5386-3419-6,
DOI:10.1109/
SIELA.2018.8446659
[2] Alexandrov, Ch., K. Kostadinov, Y. Sivkov. WEB
services for marine applications. Collection of scientific
reports dedicated to the 105th anniversary of the pioneers of
computer equipment John Atanasov and John von
Neumann, Konstantin Preslavsky Uniersity of Shumen,
Shumen, 2009, pp. 26-33. [in Bulgarian]
[3] Tsvetkov, M., K. Kostadinov, Y. Sivkov. An
approach in collecting sensor data in a floating platform.
Integrated coastal zone management support information
system, 2016, ISBN 978-954-8991-89-6, pp. 97 - 101. [in
Bulgarian]
[4] Yunsheng, F., G. Zenglu, Z. Yongsheng, W.
Guofeng. Design of information network and control
system for USV, 54th Annual Conference of the Society of
Instrument and Control Engineers of Japan (SICE), 2015,
pp. 1126 – 1131
[5] Andreev, E., B. Nikolov. Automate event logging
in IT infrastructure using PHP and MYSQL. Varna:
Conference Strategy, people and technologies, 2018. pp.
167-178. [in Bulgarian]
[6] Piechowiak, M., P. Zwierzykowski, P. Owczarek,
M. Wasłowicz. Comparative analysis of routing protocols
for wireless mesh networks. 2016 10th International
Symposium on Communication Systems, Networks and
Digital Signal Processing (CSNDSP), Prague, 2016, pp. 15.
[7] Chai, Y., W. Shi. Access-enhanced hybrid routing
protocol for hybrid wireless mesh network. 2017 IEEE 9th
International Conference on Communication Software and
Networks (ICCSN), Guangzhou, 2017, pp. 138-141.
[8] Lee, Z. L., B. Ong, A. Amir, W. S. Hoh. A survey
of session initiation protocol in Wireless Mesh Network.
2017 IEEE 15th Student Conference on Research and
Development (SCOReD), Putrajaya, 2017, pp. 286-290.
[9] Dow, Colin. Internet of Things Programming
Projects: Build modern IoT solutions with the Raspberry Pi
3 and Python. Birmingham: Packt Publishing, 2018.
[10] Kim, H., et al. Development of the Protocol
System for the Data. In: SICE Annual Conference. Taipei:
IEEE, 2010, pp. 2823-2826.

13

Prof. DSc. Boyan K. Mednikarov received his Master
of Science degrees in Nikola Vaptsarov Naval Academy,
Varna, Bulgaria and Adm. Kuznetsov Naval Staff College,
St. Petersburg, Russia in 1984 and 1992 respectively. In
1999 he received his PhD degree and in 2008 his DSc
degree in the area of military political aspects of security.
He has an experience as a commanding officer of fast
patrol boats and operational officer in the Operational
department of the Bulgarian navy headquarter. In 1995 he
started his teaching activities as a lecturer, head of
department in the Naval Academy and in “G. S. Rakovski”
National Defense College and vice rector for education and
research. He is currently the Commandant and Rector of
Nikola Vaptsarov Naval Academy. His research interests
include maritime safety and security, maritime education
and training, systems and control, modeling and
simulations of navy units’ activities.
tel.:+35952552377
е-mail: rector@naval-acad.bg
Assoc. Prof. Dr. Yordan A. Sivkov - received his
Master of Science and PhD degrees in Nikola Vaptsarov
Naval Academy, Varna, Bulgaria. He is currently an
associate professor at the Department of Electronic. His
research interests include IoT, data analysis, data
collection, microcontrollers and programing.
tel.:+35952552222
е-mail: jsivkov@naval-acad.bg
Prof. Dr. Chavdar I. Alexandrov received his Dipl.
Eng. degree on Electronics in 1983 from Varna Technical
University and Master Degree on Applied Mathematics in
1985 from Sofia Technical University. In 1995, he received
his PhD Degree from N. Vaptsarov Naval Academy Varna,

14

Bulgaria. He is now a professor at the Academy and
teaches Electronics, Communications at sea and Vessel
traffic management and information systems. His main
areas of research interest are radar signal processing,
radar target identification and tracking, modern
navigational aids and communications at sea.
tel.: +359552263 е-mail: ch.alexandrov@naval-acad.bg
Prof. Dr. Miroslav Y. Tsvetkov received his Master of
Science and PhD degrees in Nikola Vaptsarov Naval
Academy, Varna, Bulgaria. He is currently professor at the
Department of Navigation. His research interests include
SAR, GNSS, data mining, data analysis, data collection,
MatLab modeling and simulations.
tel.:+359887604085 е-mail: m.tsvetkov@naval-acad.bg
Assist. Prof. Veselin E. Atanasov graduated his
Bachelor and Master degree in Nikola Vaptsarov Naval
Academy, Varna, Bulgaria. He is assistant professor in
Department of Electronic in Navigation Faculty of Nikola
Vaptsarov Naval Academy, Varna. He is working in field of
IoMT, biomedical and biometrics sensors.
tel.:+35952552222 e-mail:veselin.atansov@naval-acad.bg
Assist. Prof. Marinela Petrova - received her Master
degree in Technical University in Varna, Bulgaria. She is
currently an assistant professor at the Department of
Electronics. Her research interests include IoT, data
analysis, data collection, data transfer, telecommunications
and sensor networks.
tel.:+35952552222 е-mail: m.petrova@naval-acad.bg

Received on: 20.02.2020

“Е+Е”, vol. 55, 1-2, 2020

Investigation of preemptive priority single-server
queueing systems with peaked traffic flows
Seferin Mirtchev
In this article, a model of single-server preemptive priority queueing systems with a peaked
arrival process, generally distributed service time and infinite waiting position is described by using
the Polya distribution to define the peaked traffic flow. The model is obtained by using the generalized
Pollaczek-Khinchin formula. This article is a summary of the previous research by the author. In the
article, new results of the dependence of the mean waiting time in the systems with four priority
classes and preemptive priority from the offered traffic with different values of the peakedness
coefficient of the arrival process and different values of the variation coefficient of service process is
presented. It is shown that the performance of such single-server preemptive priority queueing systems
varies vastly depending on the peakedness of the arrival and service processes.
Keywords – non-preemptive priority, single-server queue, peaked arrival process.
Изследване на едноканални системи с чакане и абсолютен приоритет при
неравномерен входящ поток (Сеферин Мирчев). В статията е описан модел на едноканални
телетрафични системи с чакане и абсолютен приоритет при неравномерен процес на
постъпване на заявките, произволно разпределение на времето на тяхното обслужване и
безкрайна опашка за чакане, като се използва разпределението на Пойа, за да се опише
неравномерният трафичен поток. Моделът е получен чрез използването на обобщената
формула на Полачек -Хинчин. Тази статия е обобщение на предишните изследвания на автора.
В статията са представени нови резултати на зависимостта на средното време за чакане в
система с четири приоритетни класа с абсолютен приоритет от постъпващия трафик при
различен коефициент на неравномерност на постъпващия процес и различен коефициент на
вариации на процеса на обслужване. Показано е, че характеристиките на тази едноканална
телетрафична система с чакане и абсолютен приоритет се променят значително в
зависимост от неравномерностите на процесите на постъпване и на обслужване.
1. Introduction
The queueing systems represent an interesting area
that is widely exploited in a number of real-life
situations. In order to provide different service levels
to different users, the queueing systems often utilize
priority mechanisms. Using priorities can easily
provide the distinction between these different levels
of service [1]. For example in telecommunications
networks, priority classes can be employed. The
priority is usually identified in an appropriate header
field of the transmitted protocol units, e.g. in the
DiffServ Code Point (DSCP) field in IP packets, or
the first three bits in the Ethernet frame’s Q-tag field,
or the Cell Loss Priority (CLP) flag in the ATM cells,
the channel priority mechanisms in the IEEE 802.15.4
standard, and etc. Priority management is also widely
used in some production processes, transport control,
healthcare, and population protection. The new
telecommunications technologies, such as Bluetooth,
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ZigBee, etc., used in the Internet of Things (IoT) area,
allow the interconnection of a large number of devices
that are seen as uneven sources of traffic. The variety
of applications using IoT requires servicing with
different priorities of the individual tasks in a single
system and can be determined by the Service Level
Agreement (SLA) between users and service
providers [2].
Priority service issues arise in many practical
situations in telecommunications networks. Practically
in packet switched networks, it is important to define
the strategy of sharing the communications resources
provided to a large number of different traffic flows
with different service requirements. Priority
mechanisms can be either static or dynamic. The
serving devices can handle tasks using either
preemptive or non-preemptive priority disciplines.
Regarding the use of priority services in data
transmission networks, in-depth research is being
carried out to improve the average delay for short
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messages at the expense of the long ones or to meet
the stringent requirements of traffic flows that are
sensitive to delays or losses [3].
One of the fundamental dependencies in the
queueing theory defines the average queue length and
the average waiting time in a single-server queueing
system M/G/1 with a Poisson arrival process,
generally distributed service time and an infinite
queue is given by the Pollaczek-Khinchin formula
(PKF) [4]. Many authors offer a different
generalization of PKF, for instance, a M/G/1 queue
with an occasional service failure [5], throughput
analysis of input-buffered switches [6], two-phase
Markov modulated processes [7], point-to-point
communications networks [8], etc.
The Polya/G/1 teletraffic system is a generalization
of the M/G/1 queue, with a Polya arrival flow. This
generalization leads to a significant increase in the
complexity of the analysis.
Various models based on the M/G/1 teletraffic
system have been suggested, such as a state dependent
one [9], processor sharing disciplines [10], rest
periods [11], etc. In [12], a new teletraffic model of a
multichannel waiting system with a peaked arrival
flow, described by Polya distribution, and constant
service time is offered. All these models make it
possible to take into account the influence of the
peaked arrival flows in IP networks more accurately.
In [13], a single-channel Polya/D/1 teletraffic
system is proposed, and all its interesting features and
parameters are evaluated. The idea is based on an
analytical continuation to the classical single channel
M/D/1 system, using a Polya distributed arrival
process.
In [14], a M/G/1 teletraffic system is investigated,
where all sources are the same, but they are assigned a
randomly selected priority level before requests are
entering the system. A transformation of LaplaceStieltjes is used to determine the parameters of the
assigned priorities. It is shown that the model
determines the average waiting time, limited by the
mean time using of the two service mechanisms FIFO and LIFO. Lastly, it is pointed out that this new
approach can increase the efficiency of the server
when a new source appears.
In [15], an optimal strategy behavior of high
priority users for a M/G/1 queue with two priority
classes is presented. When a highly priority request is
received, it can be decided whether it should be served
with preemptive priority or wait for the completion of
a low-priority request that is currently served. Optimal
strategies and numerical results are given.
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A priority M/G/1 model with accumulation is
analyzed in [16]. It allows controlling the waiting time
for each class of requests. The authors present an indepth analysis of a dynamic queue behavior with a
preemptive priority for two disciplines serving lowpriority requests − repeating the same request and
repeating the next one.
This article is a summary of the previous research
by the author. The goal is to present new results
through the developed model of a single-channel
teletraffic system with a priority service, a peaked
traffic flow, generally distributed service time and an
infinite queue [17], [18]. The model is developed
based on a generalization of the classical M/G/1
model and of the PKF formula [19]. In this article the
evaluation of this preemptive priority single-server
queueing system, based on the new numerical results,
is presented.
2. Arrival process with Polya distribution
The peaked arrival processes is described by Polya
distribution with two parameters − intensity λ and
peakedness β [20]. The probability Pi(t) for the arrival
of i requests with in the time interval t is determined
by the following formula:
i

(1)

 λt  1( 1 + β ) ... [ 1 + ( i − 1 )β ]

Pi ( t ) = 
Po ( t ) ,
i!
 1 + βλ t 
1

where Po ( t ) = (1 + βλ t )− β .
The mean value M(t) and the variance V(t) of the
number of arrivals for the time interval t are
respectively:
(2)

M ( t ) = λt ;

V ( t ) = λt( 1 + βλ t ) .

The coefficient of peakedness z of the number of
arrivals is:
(3)

z=

V(t )
= 1 + βλ t > 1 .
M(t )

3. Pollaczek-Khinchin's generalized formula for
Polya/G/1 system
The M/G/1 teletraffic system model is one of the
most
frequently
studied
models
in
the
telecommunications and computer networks. The
model of a teletraffic Polya/G/1 system is a
generalization of the above model. The Polya/G/1
system has a peaked input process, described by the
Polya distribution, with an arrival intensity − λ and a
coefficient of peakedness − z, generally distributed
service time (independent of the input process) with a
mean value − τ and a coefficient of variation − Ct. The
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offered traffic A = λτ must be less than 1 Erl in order
for the teletraffic system to be stationary.
The PKF formula for a Polya/G/1 teletraffic
system is obtained using the Kendal recursion [19].
The mean waiting time for a single-channel system
with a peaked traffic flow (i.e. the time a request has
to wait in the queue for a service) is:
(4)

Wq =

τ ( A + z − 1 )(Ct2 + 1)
2( 1 − A )

.

As shown in [1], the mean value of the residual
time tR for servicing a request at a random point of
time during its service (i.e. the time left to finish
servicing the current request) is:
(5)

E( t R ) =

τ (Ct2 + 1)
2

.

The average residual service time R of a server at a
random point of represents the average release time of
the server, if it is busy at the moment. The probability
of the server having a request currently being served is
equal to the offered traffic A (as in a single-channel
system with an unlimited queue the probability of the
system not being occupied is 1 - A). Therefore, the
fraction of the average residual service time R taken
by the mean residual time tR of a request is determined
by the offered traffic. Then the average residual
service time R of the server, which may be busy or
free at a random point of time, becomes:

From (7) and (9) one can get the following:
(10)

Wq = R + k Wq ;

(11)

Wq =

R
,
1− k

where: k = ( A 2 + z − 1 ) ( A + z − 1 ) .
4. Teletraffic Polya/G/1 system with preemptive
priority
In communications networks, the subscribers are
often served in several priority classes. Usually
subscribers of first class have the highest priority.
In a Polya/G/1 single-channel waiting system with
a preemptive priority [17], the requests of class i
arrive with an arrival intensity λi, a coefficient of
peakedness zi, and an average service time τi. The
offered traffic is Ai = λiτi. The coefficient of variation
of the service time is Cti. In the present study, the First
Input – First Output (FIFO) queueing discipline is
used for serving the requests within each of the
priority classes (Fig. 1).
Instead of working with the individual arrival and
departure processes, one could consider the joined
process of two or more priority classes. It is possible
to describe the joined arrival process of the p priority
classes by means of a Polya arrival process with the
following intensity:
(12)

λ p = ip=1 λi .

Aτ (Ct2 + 1)
.
2
The average waiting time Wq for any request can
be divided into two parts:
1. The average residual service time R of the server;
2. The average service time of the previous requests
that have already arrived and are waiting in the queue:

The resulting number of arrivals peakedness from
the first to the pth priority classes then becomes a
weighted sum of the individual classes peakedness:

(7)

(14)

(6)

R=

Wq = R + τ Lq′ ,

where L'q is the average number of requests waiting in
the queue (i.e. the average queue length) when new
request arrives.
With conversion and substitution, one can get:
(8)

Lq′ =

( A2 + z − 1 ) (Ct2 + 1)
.
2( 1 − A )

Using (4), the average queue length at the arrival
of a new request can be expressed by the average
waiting time, i.e.:
(9)

Lq′ =

( A2 + z − 1 )
W.
τ( A + z −1) q
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(13)

z p = ip=1 λi zi λ p .

Then the average service time of the joined
departure process of the p priority classes is:

τ p = ip=1 λi τ i λ p .

The coefficient of variation of the departure
process of the joined departure process of the p
priority classes is:
(15)

Ctp = ip=1 λi Cti λ p .

The offered traffic for the customers with priority p
and higher becomes:
(16)

Ap = ip=1 λiτ i = λ pτ p .

The total offered traffic is:
(17)

N

N

i =1

i =1

A = λτ =  Ai =  λiτ i .
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Fig.1. The priority model of the Polya/G/1 single-server teletraffic system.

In the case of having a Polya/G/1 queue with
preemptive resume priority, the arrival of the new
request with higher priority interrupt immediately the
service of a customer with lower priority. The service
of the former will be resumed when the server
becomes free from where it was interrupted. In other
words, for the higher priority requests, the lower
priority customers do not exist. Preemptive priorities
are mostly used for performance analysis of operating
systems, emergency and civil prevention systems.
The mean residual service time at a random point
of time for the customers with priority p and higher
becomes:
(18)

(

)

R p = Apτ p Ctp2 + 1 2 .

The average waiting time for a class p customer is
the two components sum:
1. The average waiting time due to higher or same
priority requests already waiting in the queue. This
time is equivalent to average waiting time for the
queueing system without priority with only the first p
classes requests:
(19)

Rp ( 1 − k p ) ,

(20) where k p =

A2p

+ z pλ p − 1

Ap + z p λ p − 1

.

2. The average waiting time for servicing the
requests with higher priority arriving during the
waiting and service time of class-p customer. These
arriving higher priority requests interrupt class-p
customer:
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(Wqp + τ p )ip=−11 λi τ i .

(21)

By summing these two components is obtained:
(22)

(

)

Wqp = R p ( 1 − k p ) + Wqp + τ p Ap−1 ,

which results in this formula:
(23)

Wqp =

Rp

+

τ p Ap−1

( 1 − k p )( 1 − Ap−1 ) 1 − Ap−1

.

For customers with the highest priority one can get
the generalized PKF formula. The first class
customers servicing is not interrupted by the arrival of
lower-priority requests:

Wq1 =

(24)

R1
,
1 − k1

where k1 is given by (20)
The average waiting time in the queue for
customers of class 2 is:
(25)

Wq 2 =

R2
τ A
+ 2 1 ,
( 1 − k 2 )( 1 − A1 ) 1 − A1

where k2 is given by (20).
And the mean waiting time in the queue for the
third priority is:
(26) Wq3 =

τ ( A + A2 )
R3
+ 3 1
,
( 1 − k3 )( 1 − A1 − A2 ) 1 − A1 − A2

where k3 is given by (20).
The average waiting time in the queue for
customers of class 2 is:
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(27) Wq 4 =

R4
( 1 − k4 )( 1 − i3=1 Ai )

+

τ 4 i3=1 Ai

1 − i3=1 Ai

,

where k4 is given by (20).
5. Numeric results
Using a computer program and the formulas from
the previous sections, results for the mean waiting
time have been obtained for a given value of the
coefficient of peakedness − z, the coefficient of
variation of the service time − Ct and the offered
traffic − A is obtained.
In the figure 2 the mean waiting time Wqi in the
Polya/G/1 teletraffic model with four priority classes
and a preemptive priority as a function of the offered
traffic A is shown. The results have been obtained for
different values of the coefficient of peakedness z (i.e.
1.0, 1.2 and 1.4) and zero coefficient of the variation
of the service time, i.e. Ct=0.
The offered traffic to each priority class has the
same value and the service time in each class equals
the others, i.e. τi=0.001 s. For comparison, the figure
also shows the mean waiting time Wq for the same
teletraffic system but without priorities. It can be seen
that the increase in the number of arrival requests
leads to a significant increase in the mean waiting
time of the low-priority requests. In addition, the
mean waiting time for class 4 is several times higher
than that in the non-priority system.
In the figure 3 the mean waiting time Wqi for the
same values of the coefficient of peakedness z as in
the figure 2 but with a coefficient of variation Ct equal
to 2 is depicted. It can be seen that the peakedness of
the service process significantly increases the mean
waiting time for both low- and high-priority classes.
The results show that the mean waiting time for lowpriority classes increases significantly when the
offered traffic approaches 1 Erl and has a much higher
value in the case of greater peakedness of the
incoming and servicing processes.
6. Conclusion
In this article a model for analyzing a singlechannel teletraffic system with a peaked arrival traffic
flow, a generally distributed service time, an infinity
queue, and a preemptive priority, based on the
generalized Pollaczek-Khinchin's formula, a peaked
arrival traffic flow described by the Polya distribution,
and the classical queueing M/G/1 system with
priorities is described.
It is shown that the peakedness of arrival requests
and the variation in service time lead to a significant
increasing of delays in the single-channel preemptive
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priority system and, consequently, to a significant
increasing of the queue length for low-priority traffic
classes.
The analysis of preemptive priority teletraffic
systems with peaked arrival and service processes
provides guidelines for traffic flow analysis in the
modern telecommunication networks and systems,
which is important in their design.
The presented new results make it possible to
assess the characteristics of preemptive priority
queueing systems in fixed and mobile networks with
traffic classification, in specific applications in cloud
technologies and in point-to-point communications.
Other possible applications include e-health, disaster
and emergency protection, emergency calls, highly
reliable robots, etc.
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Big Data Framework overview
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This work presents the results of a systematic review about the Big Data Framework. The
overview of the meanings of the broad terms Big Data and Data Science is based mainly on NIST Big
Data Interoperability Framework (National Institute of Standards and Technology, NIST, USA).
Terms and definitions of concepts integral to Big Data and Big Data characteristics are presented
with relevant discussions. Concepts of Data Science as an interdisciplinary field of study dealing with
the convergence of subfields of Domain Data & Processes, Statistics and Software & Systems
Engineering are presented. Some of the main differences between Big Data and Data Science concepts
are considered along with the implications of the study for Big Data Scientist competence profile. The
need for Big Data standards development and CRISP-DM methodology as well as the NIST Big Data
Reference Framework are discussed as open standards to which a project manager or educator or
other interested in Big Data party can refer to for best practices. The Big Data Requirements are
discussed with the goal of stressing the importance of developing a consensus list of Big Data general
requirements across all stakeholders. Finally, the implementation of Big Data reference architecture
is illustrated by some of the best solutions as IBM Big Data Platform, the Oracle Big Data reference
architecture and the SAP Big Data architecture.
Keywords – Big Data, Data Science, Big Data Framework, Big Data Scientist, Big Data
Reference Architecture.
Общ преглед на рамката за големи данни (Елена Шойкова, Румен Николов, Евгения
Ковачева, Боян Жеков, Любомир Гоцев). Тази работа представя резултатите от
систематичен преглед на рамката за големи данни. Прегледът на значенията на широките
термини големи данни (Big Data) и науката за данни (Data Science) се основава главно на
рамката за оперативна съвместимост с големи данни на NIST (Национален институт за
стандарти и технологии, NIST, САЩ). Термините и дефинициите на понятия, интегрални в
характеристиките на Big Data, са представени със съответните дискусии. Представени са
концепции за науката за данни като интердисциплинарна област на изследване, която се
занимава с конвергенцията на подобластите данни и процеси в областта, статистика и
софтуер и системно инженерство. Някои от основните разлики между концепциите Big Data
и Data Science се разглеждат заедно с последиците от проучването за профила на
компетентността на учения по големи данни (Big Data Scientist). Необходимостта от
разработване на стандарти за големи данни и методологията CRISP-DM, както и
референтната рамка за големи данни на NIST се обсъждат като отворени стандарти, към
които всеки ръководител на проект или преподавател или други заинтересовани от Big Data,
могат да се позовават за най-добри практики. Обсъждат се изисквания за големите данни с
цел да се подчертае значението на разработването на консенсусен списък с общи изисквания
за големи данни за всички заинтересовани страни. И накрая, внедряването на референтната
архитектура на Big Data е илюстрирано от някои от най-добрите решения като IBM Big Data
Platform, Oracle Big Data референтна архитектура и SAP Big Data архитектура.

1. Introduction
We live in a data-rich world, in which masses of
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data, known as Big Data, are generated every day. An
online search or booking, a credit card purchase, an ID
scan, a grocery shopping list, social media post,
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medical record, health monitor, IoT applications, all
contain data which can be gathered and analyzed to
gain useful insights and improve products and
services. Big Data and Artificial intelligence (AI)
enabled systems are helping accelerate the digital
transformation where they are often deployed hand in
hand to deliver key insights by enabling advanced
data analytics. AI technologies, including algorithms
and machine learning are able to make sense of Big
Data in real time. These technologies are evolving
rapidly and being used in a growing number of
industries, from financial and healthcare to smart
manufacturing, intelligent transport systems and selfdriving vehicles, as decisions that were once made by
human experience are gradually be made by machine
analysis of huge amounts of Big Data. The Big Data
techniques represented a shift to use distributed data
management and processing through horizontal
scaling to achieve the needed performance efficiency
at an affordable cost. The term Big Data is overloaded
in common usage and is used to represent a number of
related concepts, in part because several distinct
system dimensions are consistently interacting with
each other. To understand this revolution, the
interplay of the following aspects needs to be
considered: the data and processing characteristics of
the datasets, the analysis of the datasets, the
performance of the systems that handle the data, the
business considerations of cost effectiveness, and the
new engineering and analysis techniques for
distributed data processing using horizontal scaling.
This work presents the results of a systematic
review about the Big Data Framework. The overview
of the meanings of the broad terms Big Data and Data
Science is based mainly on NIST Big Data
Interoperability Framework (National Institute of
Standards and Technology, NIST, USA)[1-9]. Terms
and definitions of concepts integral to Big Data and
Big Data characteristics are presented with relevant
discussions. The concepts of Data Science as a new
interdisciplinary field of study dealing with the
convergence of subfields of Domain Data &
Processes, Statistics and Software & Systems
Engineering are discussed. Some of the main
differences between Big Data and Data Science
concepts are considered along with the implications of
the study for Big Data Scientist competence profile
and requirements for sufficient knowledge in the
overlapping regimes of business needs, domain
knowledge, analytical skills, and software and systems
engineering to manage the end-to-end data processes
in the analytics life cycle. The need for Big Data
standards development and CRISP-DM methodology
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as well as the NIST Big Data Reference Framework
are discussed as open standards to which a project
manager, educator, or other interested in Big Data
party can refer to for best practices. Furthermore, the
potential to develop new research in Big Data
Framework is outlined alongside the expectation that
the taxonomy will mature as new technologies emerge
and increase understanding of how to best categorize
the different methods for building data systems. The
Big Data Requirements are discussed with the goal of
stressing the importance of developing a consensus
list of Big Data general requirements across
stakeholders. Finally, the implementation of Big Data
reference architecture is illustrated by some of the best
solutions as IBM Big Data Platform, the Oracle Big
Data reference architecture and the SAP Big Data
architecture.
2. Big Data and Data Science Concepts
2.1 Big Data
There is broad agreement among commercial,
academic, and government leaders about the potential
of Big Data to spark innovation, fuel commerce, and
drive progress. Big Data is the common term used to
describe the deluge of data in today’s networked,
digitized, sensor-laden, and information-driven world
(see Figure 1). Big Data consists of extensive datasets
primarily in the characteristics of volume, variety,
velocity, and/or variability that require a scalable
architecture for efficient storage, manipulation, and
analysis. The characteristics of Big Data that force
new architectures are as follows:
Volume (i.e., the size of the dataset). The most
commonly recognized characteristic of Big Data is the
presence of extensive datasets—representing the large
amount of data available for analysis to extract
valuable information. There is an implicit assumption
here that greater value results from processing more of
the data. The time and expense required to process
massive datasets was one of the original drivers for
distributed processing. Volume drives the need for
processing and storage parallelism, and its
management during processing of large datasets.
Velocity (i.e., rate of flow). Velocity is a measure
of the rate of data flow. Traditionally, high-velocity
systems have been described as streaming data. Data
in motion is processed and analyzed in real time, or
near real time, and must be handled in a very different
way than data at rest (i.e., persisted data). Data in
motion tends to resemble event-processing
architectures, and focuses on real-time or operational
intelligence applications. Note that time constraints
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for real-time processing can create the need for
distributed processing even when the datasets are
relatively small—a scenario often present in the
Internet of Things (IoT).

volumes implies the need to scale-up or scale-down
virtualized resources to efficiently handle the
additional processing load, one of the advantageous
capabilities of cloud computing.
Big Data encompasses all types of data namely
structured,
semi-structured
and
unstructured
information including:
•
Unstructured data – social networks, emails,
blogs, tweets, digital images, digital audio/video
feeds, online data sources, mobile data, sensor data,
web pages, and so on.
•
Semi-structured – XML files, system log files,
text files, etc.
•
Structured data – RDBMS (databases), OLTP,
transaction data, and other structured data formats.
Therefore, all data and information irrespective of
its type or format can be understood as Big Data (see
Figure 2).

Fig. 1. Big Data Concept.

Variety (i.e., data from multiple repositories,
domains, or types).
The variety characteristic
represents the need to analyze data from multiple
repositories, domains, or types. The variety of data
from multiple domains was previously handled
through the identification of features that would allow
alignment of datasets, and their fusion into a data
warehouse. Automated data fusion relies on semantic
metadata, where the understanding of the data through
the metadata allows it to be integrated. A range of data
types, domains, logical models, timescales, and
semantics complicates the development of analytics
that can span this variety of data. Distributed
processing allows individual pre-analytics on different
types of data, followed by different analytics to span
these interim results. Note that while volume and
velocity allow faster and more cost-effective analytics,
it is the variety of data that allows analytic results that
were never possible before. Business benefits are
frequently higher when addressing the variety of data
than when addressing volume.
Variability (i.e., the change in velocity or
structure). Variability is a slightly different
characteristic than volume, velocity, and variety, in
that it refers to a change in a dataset rather than the
dataset or its flow directly. Variability refers to
changes in a dataset, whether in the data flow rate,
format/structure, and/or volume, that impacts its
processing. Impacts can include the need to refactor
architectures,
interfaces,
processing/algorithms,
integration/fusion, or storage. Variability in data
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Fig. 1. The four different types of data.

This definition contains the interplay between the
characteristics of the data and the need for a system
architecture that can scale to achieve the needed performance and cost efficiency. Scalable refers to the
use of additional resources to handle additional load.
Vertical scaling (aka optimization) is the activity to
increase data processing performance through improvements to algorithms, processors, memory, storage, or connectivity. Horizontal scaling is increasing
the capacity of production output through the addition
of contributing resources. While Big Data strictly
speaking should apply only to the characteristics of
the data, the term also refers to this paradigm shift that
suggests that a system is a Big Data system when the
scale of the data causes the management of the data to
be a significant driver in the design of the system architecture—forcing parallel processing. Big Data refers to the need to parallelize the data handling in
data-intensive applications. The Big Data Paradigm
consists of the distribution of data systems across
horizontally coupled, independent resources to
achieve the scalability needed for the efficient processing of extensive datasets. Analytics is the systematic processing and manipulation of data to uncover
patterns, relationships between data, historical trends
and attempts at predictions of future behaviors and
events. Big Data engineering is the discipline for engineering scalable systems for data-intensive processing.
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2.2 Data Science
Data Science concerns a new interdisciplinary field
of study dealing with the convergence of subfields of
Domain Data & Processes, Statistics and Software &
Systems Engineering (see Figure 3).

Fig. 2. Data Science Sub-disciplines (NIST).

Data science is the methodology for the synthesis
of useful knowledge directly from data through a
process of discovery or of hypothesis formulation and
hypothesis testing. Data Science combines statistics,
mathematics, intelligent data capture techniques, data
cleansing, mining and programming to prepare and
align Big Data for intelligent analysis to extract
insights and information in many application areas
where results are used to make smart decisions.
The statistically meaningful results from modeling
the data provided approximate (but not definitive)
answers to a hypothesis. Data mining is considered by
someone as a generalization of statistics, in that the
class of problems that can be addressed is broader
than those accessible by traditional statistics. Data
mining required not only math and statistics skills, but
also required domain understanding—understanding
how the data was produced, and how it should be
appropriately used. While involved in automated
systems, the initial focus for data mining encompassed
a single analyst addressing a specific mission
problem, selecting data internal to an organization,
processing the data on their own local system, and
delivering the results through presentations to mission
leaders.
2.3 Big Data vs Data Science
The field of Data Science has evolved from Big
Data, or Big Data and Data Science are inseparable.
However, there are many differences between Big
Data and Data Science. Provided below are some of
the main differences between Big Data and Data

“Е+Е”, vol. 55, 1-2, 2020

Science concepts:
•
Organizations need Big Data to improve
efficiencies, understand new markets, and enhance
competitiveness whereas Data Science provides the
methods or mechanisms to understand and utilize the
potential of Big Data in a timely manner.
•
Currently, for organizations, there is no limit
to the amount of valuable data that can be collected,
but to use all this data to extract meaningful
information for organizational decisions, Data Science
is needed.
•
Big Data is characterized by its volume,
velocity, varieties, volatility, veracity, visualization,
and value, while Data Science provides the methods
or techniques to analyze data characterized by 7Vs.
•
Big Data provides the potential for
performance. However, digging out insight
information from Big Data for utilizing its potential
for enhancing performance is a significant challenge.
Data Science uses theoretical and experimental
approaches in addition to deductive and inductive
reasoning. Takes responsibility to uncover all hidden
insightful information from a complex mesh of
unstructured data thus supporting organizations to
realize the potential of Big Data.
•
Big Data analysis performs mining of useful
information from large volumes of datasets. Contrary
to analysis, Data Science makes use of machine
learning algorithms and statistical methods to train the
computer to learn without much programming to
make predictions from Big Data. Hence Data Science
must not be confused with Big Data analytics.
•
Big Data relates more to technology (Hadoop,
Java, Hive, etc.), distributed computing, and analytics
tools and software. This is opposed to Data Science,
which focuses on strategies for business decisions,
data dissemination using mathematics, statistics and
data structures and methods mentioned earlier.
2.4 Thinking and Acting Like a Data Scientist
A data scientist is a practitioner who has sufficient
knowledge in the overlapping regimes of business
needs, domain knowledge, analytical skills, and
software and systems engineering to manage the endto-end data processes in the analytics life cycle [10].
The results of the job market study and analysis for
Data Science and Data Science enabled vacancies,
conducted within EDISON project [13-16], provided a
basis and justification for defining the main
competence groups that are commonly required by
companies, including identification such skills as Data
Management and Research methods that were not
formerly required for data analytics jobs. As an
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illustration, the following competence and skills
groups have been identified:
•
Data Science Analytics (including Statistical
Analysis, Machine Learning, Data Mining, Business
Analytics, others)
•
Data Science Engineering (including Software
and Applications Engineering, Data Warehousing, Big
Data Infrastructure and Tools)
•
Data Management and Governance (including
data stewardship, curation, and preservation)

Fig. 3. Data Science competence groups for general or
research-oriented profiles.

•
Research Methods and Project Management
for research related professions and Business Process
Management for business related professions
•
Domain
Knowledge
and
Expertise
(Subject/Scientific domain related).
Figure 4 and Figure 5 provide graphical
presentation of relations between identified
competence groups as linked to Research Methods or
to Business Process Management.

Fig. 4. Data Science competence groups for businessoriented profiles.
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These figures illustrate importance of the Data
Management competences and skills and Research
Methods or Business Process Management knowledge
for all categories and profiles of Data Scientists. The
Data Science Analytics group is the most populated
what reflects wide spectrum of required skills in this
group as a core for the Data Science. It is followed by
the Data Science Engineering skills that are important
for the Data Scientist to have ability to implement the
effective data analytics solutions and applications.
For example, the list of core skills that can provide
a guidance for future Data Scientists what skills are
expected from them and need to be developed along
their education and career is given below:
1. Accept/be ready for iterative development,
know when to stop, comfortable with failure, accept
the symmetry of outcome (both positive and negative
results are valuable);
2. Ask the right questions;
3. Recognize what things are important and what
things are not important;
4. Respect domain/subject matter knowledge in
the area of data science;
5. Data driven problem solver and impact-driven
mindset;
6. Recognize value of data, work with raw data,
exercise good data intuition;
7. Good sense of metrics, understand importance
of the results validation, never stop looking at
individual examples;
8. Be aware about power and limitations of the
main machine learning and data analytics algorithms
and tools;
9. Understand that most of data analytics
algorithms are statistics and probability based, so any
answer or solution has some degree of probability and
represent an optimal solution for a number of
variables and factors;
10. Working in agile environment and coordinate
with other roles and team members;
11. Work in multi-disciplinary team, ability to
communicate with the domain and subject matter
experts;
12. Embrace online learning, continuously
improve your knowledge, and use professional
networks and communities;
13. Story Telling: Deliver actionable result of
your analysis;
14. Attitude: Creativity, curiosity (willingness to
challenge status quo), commitment in finding new
knowledge and progress to completion;
15. Ethics and responsible use of data and insight
delivered, awareness of dependability (data scientist is

“Е+Е”, vol. 55, 1-2, 2020

a feedback loop in data driven companies).
While this full collection of skills can be present in
a single individual, it is also possible that these skills,
are covered by different members of a team. For dataintensive applications, all of these skill groups are
needed to distribute both the data and the computation
across systems of resources working in parallel. While
data scientists seldom have strong skills in all these
areas, they need to have enough understanding of all
areas to deliver value from data-intensive applications
and work in a team whose skills spans these areas.
Similar to the term Big Data, Data Science and
Data Scientist have also come to be used in multiple
ways. Data scientist is applied essentially to anyone
who performs any activity that touches data. To
provide some specificity, the term data scientist
should refer to the generalist that understands not only
the mission needs, but the end-to-end solution to meet
those needs. This can be described conceptually as a
horizontal data scientist. A horizontal data scientist is
a generalist who understands enough of the multiple
disciplines of mission need, the domain processes that
produced the data, math and statistics, and computer
science (or software and systems engineering). Data
science is not solely concerned with analytics, but also
with the end-to-end life cycle, where the data system
is essentially the scientific equipment being used to
develop an understanding and analysis of a real-world
process. The implication is that the horizontal data
scientist must be aware of the sources and provenance
of the data, the appropriateness and accuracy of the
transformations on the data, the interplay between the
transformation algorithms and processes, the analytic
methods and the data storage mechanisms. This endto-end overview role ensures that everything is
performed correctly to explore the data and create and
validate hypotheses. Conversely, those who specialize
in a particular technique in the overall data analytics
system should be more narrowly referred to as a
subject matter expert. A vertical data scientist is a
subject matter expert in specific disciplines involved
in the overall data science process.
3. Big Data Frameworks
3.1 The Need for Big Data Standards
With data now considered by some to be the “new
oil,” civil society, industry and governments need to
begin setting and implementing international
foundational standards. In accordance with Michel
Girard research [12], there is an urgent need to set the
ontology, semantics and definitions; define
measurement and metrics; agree on dos and don’ts
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and the ethics of Big Data; and establish testing and
certification programs to spur innovation and reap the
benefits of Big Data analytics, all while respecting
privacy, health, safety and security, as well as
sovereignty rights.
The current lack of standards acts as a significant
barrier to the growth of Big Data analytics. Recent
surveys on corporate Big Data uptake show that some
organizations are experimenting with new uses for the
information they already own and control; a few
projects aiming at using data generated by other
bodies, such as government departments and agencies,
are also beginning to take shape.
According to Wo Chang [11], a digital data advisor
for the NIST and Convenor of SC 42 / WG 2 for Big
Data, in any standards development, overview and
terminology are elemental building blocks. This is
especially true for Big Data, which is commonly
referred to by both technical and non-technical
communities with “V” terms: such as volume,
velocity, varieties, volatility, veracity, visualization,
and value from the context of “Big”. By providing a
proper overview and vocabulary, the standard will
establish a common understanding for what
constitutes Big Data. A comprehensive standards
framework would encompass the following categories
of normative documents:
•
“foundational” standards to set general rules
applicable to all sectors, such as how data is classified
(these could be incorporated by reference in
regulations as requirements for firms operating in that
domain and in public and private sector procurement
documents);
•
standards that define criteria for establishing
the trustworthiness and integrity of data and data
sources and other aspects of the Big Data life cycle;
•
standards and specifications to deploy specific
platforms, products and applications that would reflect
requirements set in foundational standards;
•
ethical codes of conduct and public facing
transparency programs outlining accountability
requirements; and
•
conformity assessment/accreditation and other
measurement programs to demonstrate compliance
with foundational standards.
The Big Data program of work is part of the
portfolio of emerging technologies that ISO/IEC JTC
1/SC 42 is working on. SC 42 is the IEC and ISO joint
committee [17] on artificial intelligence that develops
international
standards
for
areas
including
foundational AI standards, Big Data, AI
trustworthiness, use cases, applications, governance
implications of AI, computational approaches of AI,
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ethical and societal concerns. Big Data is an important
part of the SC 42 program of work having recently
published ISO/IEC 20546: Information technology –
Big Data – Overview and vocabulary as well as in the
focus of the NIST Big Data Interoperability
Framework (NBDIF) [1-9]. These documents provide
a conceptual overview of the field of Big Data, its
relationship to other technical areas and standards
efforts, and the concepts ascribed to Big Data that are
not new to Big Data. For Big Data standards
development, it is critical to highlight what is new in
Big Data and avoid areas that have not changed with
Big Data. The new area is more focused on the
paradigm shift. It covers, for instance, how to make
data more efficient in distributed file systems,
effective
distributed
computing,
optimized
parallelization of algorithms, etc. for better data
analytics, while the areas, which have not changed,
comprise: (a) data types for individual data elements,
(b) data formats to encapsulate data, and (c) metadata
to describe data header, etc. When the knowledge
discovery in databases (KDD) community emerged in
the late 1990s, there was a great diversity of process
models, with varying numbers and descriptions of the
steps. A consortium was formed to standardize this
process, the resulting standard was the Cross-Industry
Standard Process Model for Data Mining (CRISPDM), published in 2000. This process model for the
core data mining process (within the overall KDD
lifecycle) is the dominant process model use by
practitioners—with varying modifications. There are
more than a hundred research publications adding or
adjusting the processes to include the considerations
for resourcing, management, teaming, agile
development, etc. There is renewed interest in the
overall lifecycle of machine learning and AI. Ongoing
lifecycle reports are being developed in ISO TC69
Applications of Statistical Methods [18] and ISO/IEC
JTC 1/SC 42 Artificial Intelligence [17].
The data science life cycle encompasses the data
analytics life cycle plus many more activities
including policy and regulation, governance,
operations, data security, master data management,
meta-data management, and retention/destruction. The
end-to-end data science life cycle consists of five
fundamental steps:
1. Capture: gathering and storing data, typically
in its original form (i.e., raw data);
2. Preparation: processes that convert raw data
into cleaned, organized information;
3. Analysis: techniques that produce synthesized
knowledge from organized information;
4. Visualization: presentation of data or analytic
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results in a way that communicates to others; and
5. Action: processes that use the synthesized
knowledge to generate value for the enterprise.
3.2 CRISP-DM Methodology Leader in Data
Mining and Big Data
CRISP-DM stands for Cross Industry Standard
Process for Data Mining and is a 1996 methodology
created to shape Data Mining projects (Fig. 6) [19,20].
It consists of 6 steps to conceive a Data Mining
project and they can have cycle iterations according to
developers’ needs.

Fig. 5. Cross Industry Standard Process for Data Mining.

1.
Business
Understanding.
Focuses
on
understanding the project objectives and requirements
from a business perspective, and then converting this
knowledge into a data mining problem definition and
a preliminary plan.
2. Data Understanding. Starts with an initial data
collection and proceeds with activities in order to get
familiar with the data, to identify data quality
problems, to discover first insights into the data, or to
detect interesting subsets to form hypotheses for
hidden information.
3. Data Preparation. The data preparation phase
covers all activities to construct the final dataset from
the initial raw data.
4. Modeling. Modeling techniques are selected and
applied. Since some techniques like neural nets have
specific requirements regarding the form of the data,
there can be a loop back here to data preparation.
5. Evaluation. Once one or more models have been
built that appear to have high quality based on
whichever loss functions have been selected, these
need to be tested to ensure they generalize against
unseen data and that all key business issues have been
sufficiently considered. The end result is the selection
of the champion model(s).
6. Deployment. Generally, this will mean deploying a
code representation of the model into an operating
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system to score or categorize new unseen data as it
arises and to create a mechanism for the use of that
new information in the solution of the original
business problem.
Importantly, the code
representation must also include all the data prep steps
leading up to modeling so that the model will treat
new raw data in the same manner as during model
development.
Data science has moved beyond predictive
modeling into recommenders, text, image, and
language processing, deep learning, AI, and other
project types that may appear to be more non-linear.
3.3 The NIST Big Data Interoperability
Framework
The National Institute of Standards and
Technology (NIST) ― one of the leading
organizations in the development of standards ― has
developed a reference architecture: the NIST Big Data
Reference Architecture. The NIST Big Data
Interoperability Framework (NBDIF) seeks to clarify
the underlying concepts of Big Data and Data Science
to enhance communication among Big Data producers
and consumers. The NBDIF consists of nine volumes
(See Figure 7), each of which addresses a specific key
topic as follows: Definitions, Taxonomies, Use Cases
and General Requirements, Security and Privacy,
Architectures White Paper Survey, Reference
Architecture,
Standards
Roadmap,
Reference
Architecture Interfaces, Adoption and Modernization
[1-9].

Fig. 6. NBDIF Documents Navigation Diagram Provides
Content Flow Between Volumes.
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Developing consensus on definitions, taxonomies,
secure reference architectures, security and privacy,
and, from these, a standards roadmap would create a
vendor-neutral, technology- and infrastructureindependent framework that would enable Big Data
stakeholders to identify and use the best analytics
tools for their processing and visualization
requirements on the most suitable computing platform
and cluster, while also allowing added value from Big
Data service providers. Big Data consists of extensive
datasets that require a scalable architecture for
efficient storage, manipulation, and analysis. The core
of the new data-intensive processing technologies of
extensive datasets has been the maturation of
techniques for distributed processing across
independent resources, or nodes in a cluster. The Big
Data Paradigm consists of the distribution of data
systems across horizontally coupled, independent
resources to achieve the scalability needed for the
efficient processing of extensive datasets.
3.4 The NIST Big Data Reference Architecture
In order to benefit from the potential of Big Data,
it is useful to have common structure that explains
how Big Data complements and differs from existing
analytics, Business Intelligence, databases and
systems. This common structure is called a reference
architecture. The NIST Big Data Reference
Architecture is a set of documents to which a project
manager or educator or other interested party can refer
to for best practices (see Figure 8) [1-9]. Within the
context of IT, a reference architecture can be used to
select the best delivery method for particular
technologies and documents such things as hardware,
software, processes, specifications and configurations,
as well as logical components and interrelationships.
The objective of a reference architecture is to create
an open standard, one that every organization can use
for their benefit. The benefits of using an ‘open’ Big
Data reference architecture include:
•
It provides a common language for the various
stakeholders;
•
It encourages adherence to common
standards, specifications, and patterns;
•
It
provides
consistent
methods
for
implementation of technology to solve similar
problem sets;
•
It illustrates and improves understanding of
the various Big Data components, processes, and
systems, in the context of a vendor- and technologyagnostic Big Data conceptual model;
•
It facilitates analysis of candidate standards
for interoperability, portability, reusability, and
extendibility.
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The hierarchy of the components of the reference
architecture is intended to describe the hierarchy of
actors and roles and the activities the actors perform in
those roles. As this taxonomy is not definitive, it is
expected that the taxonomy will mature as new
technologies emerge and increase understanding of
how to best categorize the different methods for
building data systems. Each activity in the taxonomy
can be executed by a different actor. Examples of
actors include the following: Sensors; Applications;
Software
agents;
Individuals;
Organizations;
Hardware resources; Service abstractions. There are a
number of models for describing the technologies
needed for an application, such as a layer model of
network, hardware, operating system, and application.
These seven items - five main architecture
components and two fabrics interwoven in them, form
the foundation of the reference architecture taxonomy.
The five main components, which represent the
central roles, are summarized below.

Fig. 7. NIST Big Data Reference Architecture.

•
System Orchestrator: Defines and integrates
the required data application activities into an
operational vertical system; The System Orchestrator
provides the overarching requirements that the system
must
fulfill,
including
policy,
governance,
architecture, resources, and business requirements, as
well as monitoring or auditing activities to ensure that
the system complies with those requirements. The
System Orchestrator role includes defining and
integrating the required data application activities into
an operational vertical system. The System
Orchestrator role provides system requirements, highlevel design, and monitoring for the data system.
While the role predates Big Data systems, some
related design activities have changed within the Big
Data paradigm.
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•
Data Provider: Introduces new data or
information feeds into the Big Data system; A Data
Provider makes data available to itself or to others.
The actor fulfilling this role can be part of the Big
Data system, from another system, or internal or
external to the organization orchestrating the system.
Once the data is within the local system, requests to
retrieve the needed data will be made by the Big Data
Application Provider and routed to the Big Data
Framework Provider
•
Big Data Application Provider: Executes a
life cycle to meet security and privacy requirements as
well as System Orchestrator-defined requirements;
The Big Data Application Provider executes the
processes and transformations of the data life cycle to
meet requirements established by the System
Orchestrator—including meeting the security and
privacy requirements. This is where the general
capabilities within the Big Data framework are
combined to produce the specific data system
•
Big Data Framework Provider: Establishes
a computing framework in which to execute certain
transformation applications while protecting the
privacy and integrity of data; The Big Data
Framework Provider has general resources or services
to be used by the Big Data Application Provider in the
creation of the specific application. There are many
new technologies from which the Big Data
Application Provider can choose in using these
resources and the network to build the specific system.
•
Data Consumer: Includes end users or other
systems who use the results of the Big Data
Application Provider. The Data Consumer receives
the value output of the Big Data system. In many
respects, the Data Consumer receives the same
functionality that the Data Provider brings to the Big
Data Application Provider. After the system adds
value to the original data sources, the Big Data
Application Provider then offers the additional value
to the Data Consumer. There is less change in this role
due to Big Data, except, of course, in the desire for
Consumers to extract extensive datasets from the Big
Data Application Provider
The two fabrics are:
•
Security and Privacy Fabric;
•
Management Fabric.
The Big Data characteristics of volume, velocity,
variety, and variability demand a versatile
management platform for storing, processing, and
managing complex data. Management of Big Data
systems should handle both system- and data-related
aspects of the Big Data environment.
The Management Fabric of the NBDRA
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encompasses two general groups of activities: system
management and Big Data life cycle management.
System management includes activities such as
provisioning, configuration, package management,
software
management,
backup
management,
capability management, resources management, and
performance management. Big Data life cycle
management involves activities surrounding the data
life cycle of collection, preparation/curation, analytics,
visualization, and access. More discussion about the
Management Fabric is needed, particularly with
respect to new issues in the management of Big Data
and Big Data engineering.
Security and privacy issues affect all other
components of the NBDRA. A Security and Privacy
Fabric could interact with the System Orchestrator for
policy, requirements, and auditing, and also with both
the Big Data Application Provider and the Big Data
Framework Provider for development, deployment,
and operation.
3.5 The importance of Big Data Requirements
The effort of the NBD-PWG Use Cases and
Requirements Subgroup [3] focused on forming a
community of interest from industry, academia, and
government, with the goal of developing a consensus
list of Big Data requirements across all stakeholders.
This included gathering and understanding various use
cases from nine diversified areas (i.e., application
domains.) as Government Operation; Commercial;
Defense; Healthcare and Life Sciences; Deep
Learning and Social Media; The Ecosystem for
Research;
Astronomy
and
Physics;
Earth,
Environmental, and Polar Science; and Energy. A use
case is a typical application stated at a high level for
the purposes of extracting requirements or comparing
usages across fields. To illustrate the broad scope and
to note the importance of Big data requirements for
Big data projects, which are complex by nature, the
aggregated general requirements within each of the
following seven characteristic categories: Data
sources; Data transformation; Capabilities; Data
consumer; Security and privacy; Life cycle
management; and Other, are listed below.
1: DATA SOURCES REQUIREMENTS:
Needs to support reliable real time,
asynchronous, streaming, and batch processing to
collect data from centralized, distributed, and cloud
data sources, sensors, or instruments.
Needs to support slow, bursty, and highthroughput data transmission between data sources
and computing clusters.
Needs to support diversified data content:
structured and unstructured text, document, graph,
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web, geospatial, compressed, timed, spatial,
multimedia, simulation, instrumental data.
2: DATA TRANSFORMATION:
Needs to support diversified computeintensive, analytic processing, and machine learning
techniques.
Needs to support batch and real-time analytic
processing.
Needs to support processing of large
diversified data content and modeling.
3: CAPABILITIES:
Needs to support legacy and advanced
software packages (subcomponent: SaaS).
Needs to support legacy and advanced
computing platforms (subcomponent: PaaS)
Needs to support legacy and advanced
distributed computing clusters, co-processors, and I/O
processing (subcomponent: IaaS).
Needs to support elastic data transmission
(subcomponent: networking).
Needs to support legacy, large, and advanced
distributed data storage (subcomponent: storage).
Needs to support legacy and advanced
executable programming: applications, tools, utilities,
and libraries.
4: DATA CONSUMER:
Needs to support fast searches from processed
data with high relevancy, accuracy, and high recall.
Needs to support diversified output file
formats for visualization, rendering, and reporting.
Needs to support visual layouts for results
presentation.
Needs to support rich user interfaces for
access using browsers, visualization tools.
Needs to support a high-resolution multidimension layer of data visualization.
Needs to support streaming results to clients.
5: SECURITY AND PRIVACY:
Needs to protect and preserve security and
privacy for sensitive data.
Needs to support sandbox, access control, and
multilevel policy-driven authentication on protected
data.
6: LIFE CYCLE MANAGEMENT:
Needs to support data quality curation
including
preprocessing,
data
clustering,
classification, reduction, and format transformation.
Needs to support dynamic updates on data,
user profiles, and links.
Needs to support data life cycle and long-term
preservation policy, including data provenance.
Needs to support data validation.
Needs to support human annotation for data
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validation.
Needs to support prevention of data loss or
corruption.
Needs to support multisites archival.
Needs to support persistent identifier and data
traceability.
Needs to standardize, aggregate, and
normalize data from disparate sources.
7: OTHERS:
Needs to support rich user interfaces from
mobile platforms to access processed results.
Needs to support performance monitoring on
analytic processing from mobile platforms.
Needs to support rich visual content search
and rendering from mobile platforms.
Needs to support mobile device data
acquisition.
Needs to support security across mobile
devices.
3.6 Implementation of Big Data Reference
Architecture
The IBM Big Data Platform (Figure 9) supports
all types of data and is able to run all necessary
computations to drive the analytics. The technological
capabilities of the IBM framework that address the
key strategic imperatives are as follows:
Tools: These components support visualization,
discovery, application development, and systems
management.
Accelerators: This component provides a rich
library of analytical functions, schemas, tool sets, and
other artifacts for rapid development and delivery of
value in Big Data projects.

Hadoop: This component supports managing and
analyzing unstructured data. To support this
requirement, IBM InfoSphere BigInsights and
PureData System for Hadoop support are required.
Stream Computing: This component supports
analyzing in-motion data in real time.
Data Warehouse: This component supports
business intelligence, advanced analytics, data
governance, and master data management on
structured data.
Information Integration and Governance: This
component supports integration and governance of all
data sources. Its capabilities include data integration,
data quality, security, life cycle management, and
master data management.
The Oracle Big Data Reference Architecture
(Figure 10) presents, detailing infrastructure services,
data sources, information provisioning, and
information analysis components.
Oracle’s Reference Architecture for Big Data
provides a complete view of related technical
capabilities, how they fit together, and how they
integrate into the larger information ecosystem. This
reference architecture helps to clarify Oracle’s Big
Data strategy and to map specific products that
support that strategy.

Fig. 9. Oracle Big Data Reference Architecture.

Fig. 8. IBM Big Data Platform.
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Oracle offers an integrated solution to address
enterprise Big Data requirements. Oracle’s Big Data
strategy is centered on extending current enterprise
information architectures to incorporate Big Data. Big
Data technologies, such as Hadoop and Oracle
NoSQL database, run alongside Oracle data
warehouse solutions to address Big Data requirements
for acquiring, organizing, and analyzing data in
support of critical organizational decision-making.
The SAP Big Data Architecture (Figure 11)
enables an end-to-end platform and includes support
for ingestion, storage, processing and consumption of
Big Data.
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Fig. 10. SAP Big Data Reference Architecture.

SAP’s Big Data reference architecture relies on
three basic functions that support data ingestion, data
storage, and data consumption. These three functions
are then supported by vertical pillar functions that
include data life cycle management, infrastructure
management, and data governance and security. The
subsections below provide additional details to the
three basic functions and the supporting pillar
functions.
4. Conclusion
In summary, this work presents a comprehensive
picture of the existing Big Data Framework. Everyone
presently studying the domain of Big Data should
have a basic understanding of how Big Data
environments are designed and operated in enterprise
environments, and how data flows through different
layers of an organization. Understanding the
fundamentals of Big Data architecture will help
system engineers, data scientists, software developers,
data architects, and senior decision makers to
understand how Big Data components fit together, and
to develop or source Big Data solutions.
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