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Information-Technology Promotion Agency points out Ransomware as the second-ranked 

damage to organizations as well as individuals in “10 Major Security Threats 2017”. Information is 
stored in three data files separately by using the secret sharing technology that can freeze the 
activities of Ransomware. When two of three distributed files are combined, the original information 
can be reproduced. We have built a preliminary education system for file backup using secret sharing 
technique to study the outline of this technology and experience operation. In the future, as an 
application of this technology, we would like to build a high secure information environment at home 
where you can fulfill the educational oriented work safely. In the environment, you are unnecessary to 
bring back the USB memory to your home. Also, we will try to use "Secure Explorer" technology to 
promote "work style reform" at the educational fields. 

Keywords – back up, educational system, information security, ransomeware, sectret sharing 
technology.  

Изграждане на тестова система за архивиране на файлове в сферата на 
образованието на базата на „secret sharing“ технология (Такеши Танака, Нобухару 
Окамитсу, Нориюки Ямада, Тойохару Такемото, Катя Ж. Вутова). Агенцията за 
насърчаване на информационните технологии NIPA (National IT Promotion Agency - Republic of 
Korea) посочва Ransomware като втори по значимост зловреден вирус за организации и 
отделни потрбители в материала "10-те най-големи заплахи за сигурността - 2017". В 
използваната от нас и описана в тази статия система, информацията се съхранява отделно 
в три файла с данни, като се използва технологията “secret sharing (тайно споделяне)”, която 
може да блокира дейността на Ransomware вируса. Когато се комбинират два от трите 
разпределени файла, оригиналната информация може да бъде възпроизведена. Инсталирахме 
опитна версия на предлаганата „secret sharing” технология за целите на образованието в 
Хирошимски технологичен институт като част от система за архивиране на файлове - 
“Secure Explorer”. Целта е да се изучат по-подробно практическите плюсове и минуси на тази 
технология и придобиването на повече опит при нейното използване в практиката. В бъдеще, 
като приложение на “secret sharing” технологията, бихме искали да изградим сигурна 
информационна среда, където може да се разчита на целостта и безопасността  на 
съхраняваната информация в съвременните IT условия, без да е необходимо да се използват и 
съхраняват отделни копия на външни носители, които да се носят в къщи. Също така ще се 
опитаме да използваме технологията "Secure Explorer", за да въведем и популяризираме тази 
нова "реформа в стила на работата" в сферата на образованието. 

 

1. Introduction 
Information-Technology Promotion Agency points 

out Ransomware [1,2] as the second-ranked damage 
to organizations as well as individuals in "10 Major 
Security Threats 2017" [3].  

One of secure and efficient key management 
mechanisms is secret sharing scheme that lets you 

split your secret into several parts and distribute them 
among selected parties. The secret can be recovered 
once these parties collaborate in some way. 

Secret sharing schemes is one of the key 
management schemes or establishment schemes 
invented separately in 1979 by Shamir [4] and Blakley 
[5] as a solution to safeguard cryptographic keys. 
Secret sharing schemes are also used to protect other 
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types of secrets, such as a secret recipe, and etc. [6]. 
In this research, we report construction of a 

preliminary educational system for learning and 
operating file backup system using secret sharing 
technique. Information is stored in three data files 
separately utilizing secret sharing technology that can 
freeze the activities of Ransomware. Two of three data 
files are combined to reproduce the original 
information when it is necessary. 

2. Characteristics of Secure Explorer 
2.1. Summary of Secure Explorer  

(a) Characteristic 1.  Never be infected with 
unknown malware including Ransomware. 

We utilize secret sharing (electronic sharing) and 
carry out sharing process at the moment of closing the 
file on Windows. Divided files in themselves do not 
have entities, so they don’t be directly influenced even 
if they are infected with Ransomware (malware). If 
Ransomware (malware) can’t act, hardware and 
networks will not be destroyed. We can also cope with 
unknown threats from now on. 

(b) Characteristic 2. Guarantee security of cloud 
storage by making data meaningless. 

Data divided by secret sharing (electronic sharing) 
technology has no meaning. Even if someone can get 
one divided piece, he can’t read the original data from 
it even by using a supercomputer. Therefore, one 
piece lost doesn’t mean information leakage. 

(c) Characteristic 3. The system is simple and easy 
to use. Its operation is alike to Windows Explorer. 

Operation and first setting are extremely simple. 
You can start on Windows Explorer screen and 
anyone can operate easily. In addition, you can 
flexibly change operational usage. 

(d) Characteristic 4. Even if your PC is destroyed, 
you can reconstruct the original data using other PC. 

All data is stored in three distributed storages [① 
main unit storage ② USB memory ③ cloud storage] 
by secret sharing technique. If you have two or more 
of the distributed data, you can restore the original 
data. Moreover, since it is possible to set up another 
additional storage, you can restore the data 
immediately even if your PC is destroyed by some 
virus or stolen. 

2.2. Details of Secure Explorer  

(a) Characteristic 1. Never be infected with 
unknown malware (including Ransomware). 

Ransomware can be active on macro formats (exe), 
such as .doc, .docx, .docm, .xls, .xlsx, .xlsm, .ppt, 
.pptx, pptm, .pdf, .js, .lnk, and JavaScript files (.js), 

etc. Also malwares are often embedded in Microsoft 
Office applications (Word, Excel, etc.), PDF format 
files, or executable format (extension such as exe). 

"Secure Explorer" exploits secret sharing 
(electronic sharing) technology and carries out 
dispersing process at the moment of closing the file on 
Windows – Fig.1. 

Fig.1. Action of "Secure Explorer". 

Distributed files in themselves are binary data that 
is emulsified by mixed garbage and have no entity. 
And, these files can’t be tied directly to any 
applications.   

The divided bit-level array is different from 
original data’s. So, our system will completely stop 
the activity of Ransomware (malware) taking place in 
macro formats (exe) and JavaScript. We can also cope 
with unknown threats from now on.  

Under the attack of Ransomware (malware), the 
following serious task problems will emerge: - Infrastructure is locked - Important files can’t be utilized - Risks of information leakage - Possibility to lose data by anti-virus software. 

Destructive attack to information by Ransomware 
(malware) won’t stand well in "Secure Explorer". 
When Ransomware attacks to one divided file, you 
can restore the original data completely by gathering 
the rest of the divided pieces. 

This system dissolves the risk that important 
information is leaked to the outside by malware. 
Because data has become unimportant due to secret 
sharing, so even if a malicious third party gets the 
data, it is “not important = meaningless” information. 
It can't be analogized. It will not become information 
leakage.  

There is a case where Ransomware (malware) may 
invade into divided files. However, these files have 
lost executable formats without reality, so they can’t 
work by themselves. 

 Each divided file is binary data that is divided 
after mixing the original data with garbage, and can’t 
be tied directly to the application. Because the array of 
the distributed bit-level is different from original 
data’s, Ransomware (malware) in macros and 
JavaScript can’t act. 
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When you click the file icon and carry out the 
restoration process, this system detects that the 
divided file has changed, and performs recovery 
processing (Fig.2). So the original file will be securely 
protected. 

 
Fig.2. Operation (restoration) of "Secure Explorer".  

(b) Characteristic 2. Make data meaningless and 
guarantee security of cloud storage. 

This system divides the original information into 
several pieces and works in process not to be 
discerned the original data from each piece only.  One 
piece includes part of the original information, but the 
amount of information of one distributed piece is 
insufficient, because its data is processed to not make 
sense.  

Since it is kept secret by making "secret" 
information "disperse", it is named secret sharing. 
This technique is sometimes called "electronic 
sharing" (Fig.3). 

 
Fig.3. Image of electronic sharing. 

The information is made up of bit strings of "0" 
and "1", whether it is a Word document, an Excel 
table or a Power Point presentation, or even a picture 
or an illustration.     

When you apply the original application to files 
that only list “0” and “1”, you can get characters and 
images.  

The most intuitive method is to extract each bit 
from the next. Neighboring bit string is not included 
in the same fragment of the former bit string.  

By lacking information partially, you can’t 
analogize character strings or even characters. 

 If a bit string of the original file is multiplied by a 
random bit string, the original bit will become a 
completely different bit string. If you divide PDF file 
and divide its divided file again, emulsification 
processing is carried out, and all the binary 
information after the red line has be changed – Fig.4. 

 
Fig.4. Secret sharing technology is an "emulsification".  

In secret sharing, a random bit string is multiplied. 
Therefore, bit strings at first time are different from 
them at second time. When you file a data again, a 
different bit string from previous one has been 
completed. 

Even if the divided pieces stored in the PC are 
stolen, you can restore the original data from other 
two pieces (Fig.5). 

 
Fig.5. Image of electronic sharing (system).  

After you did it, the stolen data doesn’t match with 
the divided pieces, and the restoration of the original 
data becomes absolutely impossible. 
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(c) Characteristic 3. Simple and easy to use under a 
familiar feeling of Windows Explorer operation. 

Anyone can operate this system easily by 
reproducing the screen based on Windows Explorer.  

After you only drag and drop files and folders to 
Secure Explorer, distributed processing is carried out 
by secret sharing engine (Figs.6-7). 

 
Fig.6. Screen based on Windows Explorer.  

 
Fig.7. Screen based on Windows Explorer.  

You can protect your important data from 
Ransomware (malware) and can also prevent 
information leakage. 

If you will drug & drop all the files stored in the 
folder of contract list to "Secure Explorer", they are 
divided into 3 pieces by secret sharing technique and 
are stored immediately in three different storage 
destinations, respectively. When storage is completed, 
an icon with the same file name as the original data is 
displayed. 

If you double-click on the collaborative research 
docx icon, the Word file is restored. The operation is 
the same as Windows Explorer, so you can use it 
immediately.  

When you close the Microsoft Word file of the 
collaborative research which is now open, the 

redistribution processing is performed immediately 
(Fig.8). The divided files are kept in three storage 
places and the real file of Microsoft Word disappears 
from the main part of the personal computer. Since 
there is no real file, it is definitely not infected with 
malware typified by Ransomware. 

• Never be infected by any type of unknown 
malware. 

 
Fig.8. Image of distributed processing.  

(d) Characteristic 4.  Even if the PC is destroyed, 
other PC can restore the original file immediately. 

• Secret sharing (threshold distribution) is ISO 
standardized technology that guarantees file 
security.  
More than two piece-file are made by complete 

encryption utilizing physical random number of the 
same size as the original file. If the decryption key 
does not exist, the original file can be restored by 
arranging fixed number of piece. Since it can’t be 
decoded from individual pieces alone, it is called 
information theoretical safety (Figs.9, 10). 

 
Fig.9. Schematic about the theoretical safety of secret 

sharing technology.  
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Fig.10. Example [7] of secret sharing that can be restored 

from two pieces. 

Threshold sharing technology stops to restore the 
original data from one stolen piece by a third party. 

When one of the divided pieces containing 
important information has fallen into the hands of a 
third party, the formal user has to restore the original 
file from the rest of divided pieces first, and then 
perform the re-division processing. 

The threshold sharing technology makes it possible 
to restore the original file with the remaining divided 
pieces even if one divided piece is lost. 

In order to restore the data, you think you have to 
gather up all the divided pieces. But, as this system 
gives redundancy to the data on the time of division, 
the original data can be restored by grounding on a 
part of tallied data.  

ISO issued the international standard of secret 
sharing technology (ISO / IEC 19592-2: 2017) in 
October, 2017. In this standard, they have adopted 
following five secret sharing schemes. Our "Secure 
Explorer" adopts AIST's library (AIST: National 
Institute of Advanced Industrial Science and 
Technology) which is based on “5. Computational 
Additive secret Sharing Scheme". 

1. Shamir secret Sharing Scheme 
2. Ramp Shamir secret Sharing Scheme 
3. Additive secret Sharing Scheme for general 

adversary structure 
4. Replicated additive secret Sharing Scheme 
5. Computational Additive secret Sharing Scheme. 
The storage destination is (Fig.11): 
(i) internal storage (storage of PC's hard disk and 

linked by network), 
(ii) external storage (removable disk such as USB 

memory), 
(iii) cloud storage. 
Furthermore, it is possible to select (i)+(ii)+(iii) as 

spare storage. 

 
Fig.11. Image of storage destination.  

The original information can never be analogized 
from pieces of data divided by secret sharing 
technique.  

One divided piece of data contains only a part of 
the original data. It is impossible to restore the 
original data from it.  Even had a third party got one 
of the divided pieces, they can’t read any useful 
information from it.  

(e) Characteristic 5. You can make the most of 
distinct features in your data center. 

In the data center, the access record is always filed. 
So, you can check up on whether the divided pieces 
have been gathered or not. If someone gathered them, 
he was suspected of taking out them. If not, 
information has not been carried out.  

Secret sharing technology is assumed to be used as 
a technology to support the data center or to preserve 
the cloud circumstances. 

We are considering depositing the divided pieces 
into several data centers separately.  

We are convinced of strict management of the 
divided pieces, because every data center has 
furnished the facility about severe preservation of 
data, and hackers are probably unable to hack many 
data centers at once. 

3. Comparison with backup products and 
construction of information security 

General backup products do not take 
countermeasures against malware such as Ransom as 
usual. In these cases, the infected file will be backed 
up without noticing an infection or a threat. 

“Secure Explorer” performs distribution process of 
the secret sharing method at the moment of closing the 
file (data), and it can build up a definite form that 
guards against infection of malware.  
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In this form, uninfected divided pieces do to 
overwrite and renew a file (data) that fells under 
suspicion for invasion.  

So, this system is always possible to maintain a 
safe situation. 

Our preliminary educational system includes the 
following steps:   

• Description of information security. 
• Explanation of file backup system using secret 

sharing technique. 
• Setting up and utilizing file backup system 

using secret sharing technique. 
• Educational effect (operational experience etc.). 

4. Summary   
The characteristics of “Secure Explorer” in details 

and the merits of its utilizing are presented and 
discussed. Comparison with backup products and the 
steps in construction of information security are also 
presented. 

We ensure data integrity by giving redundancy to 
each divided piece. 

By adding redundant data such as so-called parity 
(RAID 5) to each divided piece, you can restore the 
original data from two of three divided pieces. 

Even if one piece is missing or stolen, the original 
data can be restored from the remaining pieces. 

Since information can’t be analogized from lost 
divided pieces and original data can be restored from 
the remaining divided pieces, you can ensure business 
continuity without any troubles. 

In the future, as an application of this technology, 
we would like to build a high secure information 
environment at home where you can fulfill the 
educational oriented work safely. In the environment, 
you are unnecessary to bring back the USB memory to 
your home.  

Also, we will try to use “Secure Explorer” 
technology to promote “work style reform” at the 
educational fields. 
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