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The aim of this article is to suggest a way for adopting a strengthened risk management in the 

ITIL (Information Technology Infrastructure Library) framework which will be based on specific 

guidelines without changing the framework. ITIL is a framework of best practices for IT Service 

Management but it has some gaps in managing the risk. In fact, instead of a clear and owned process, 

there is only a coordination of exercises which can limit the efficiency of the successful ITIL 

implementation. To solve this, in this article we propose mapping the processes from the M_o_R risk 

management framework in ITIL, also there are introduced new elements in the risk management ITIL 

process, such as key risk indicators and a new process responsible for defining the risk management 

itself. 
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I. Introduction 

Nowadays, the risk management appears to be a 

vital part of business. Considering that only innova-

tive business needs risk management and there is no 

risk for the conservative business is not so right ap-

proach. Risk is present for all organizations since their 

creation until their dissolution. 

Risk can be defined as an opportunity or a threat. 

The threat can be caused by some vulnerability of the 

organization but actually taking risks is important for 

the business evolution. Nevertheless, taking risks with 

some precaution and defining contingency plans for 

when things go wrong is vital for the organizations. 

The risk management can be defined as a process 

of understanding cost and efficiently managing unex-

pected levels of variability of the organizations. Man-

aging risk requires the identification, analysis and 

control of the exposure to risk. 

The research problem approached in this article fo-

cuses on risk management in multi-unit organizations 

(organizations that do not focus exclusively on IT). 

However, the scope is focused on risk management in 

IT.  

Nowadays all organizations have a very strong re-

lationship with IT, most of them are completely de-

pendent on it and it would not be possible to maintain 

large scale business without IT. To achieve the best 

return of investment, avoid instability and add value to 

an organization, a good risk management is essential 

[1]. So the risk management on IT Service Manage-

ment is an indispensable component.  

We have uncountable guidelines, frameworks and 

tools designed to support risk management and IT 

Service Management. To implement an IT Service 

Management framework, ITIL is usually the option. 

However, the information about risk management in 

the ITIL Library is general and unsatisfactory. Com-

pared with other IT service management frameworks, 

ITIL is weak in the risk management field. This forces 

organizations to implement a risk management 

framework that runs in parallel with IT Service Man-

agement, which leads to a loss of efficiency and detail. 
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ITIL V3 has the “coordinated risk assessment 

exercises” concept as a base for risk management, 

which includes a coordinated set of activities that 

identify and assess vulnerabilities and control risks. 

The major problem of these exercises is that they do 

not assign clear responsibilities for managing risks 

and they are not sufficient to manage all IT services in 

an ITIL context. There are no triggers to start these 

“exercises” and no formally defined inputs or outputs. 

In addition, there are risk management elements 

missing and a transversal approach is not clearly 

defined. Of course each book has a section on "risks", 

but these sections are a definition of what risk is and 

not exactly an explanation on how to proceed to cover 

risk management.  

In short, despite risk management being referred to 

in ITIL books, this approach is not explained enough 

for organizations to implement risk management 

without following specialized guidelines for it. So, for 

an organization, the big issue is to adopt a strong risk 

management in ITIL (and make ITIL more 

competitive in this field in comparison with other IT 

service management frameworks that have much more 

defined guidelines on this subject) in an integrated, 

effective and efficient way, without changing the 

framework, so that organizations do not have to use 

another mechanism for risk management. 

II. Risk in the IT  

Although risk management is a subject that is 

widely discussed nowadays, it is still often 

approached in an amateur way. It is common for it to 

be done with very archaic tools, without any 

integration with governance and sometimes without a 

shaped plan. 

According to the European Network and 

Information Security Agency (ENISA) the major 

problems in risk management include:  

• Low awareness of risk management activities 

within the public and private sector 

organizations;  

• Absence of a “common language” in the area 

of risk management to facilitate 

communication among stakeholders;  

• Lack of surveys on existing methods, tools 

and good practices;  

• Limited or nonexistent interoperability of 

methods and integration with corporate 

governance. 

The ISO31000 appeared to provide a consistent 

approach to risk management. It provides generic 

guidelines for the principles involved in effective 

implementation of risk management.  

Principles that risk management should have:  

• Create Value;  

• Be an integral part of organizational processes, 

should not be a standalone activity, or be 

separate from the main activities and processes 

of the organization;  

• Be part of decision-making, helping prioritize 

actions and distinguish among alternative 

ways;  

• Address uncertainty;  

• Be systematic and structured; 

• Be based on the best available information. 

Sources should be experience, feedback, 

observation, forecast and experts’ judgment; 

• Risk management should be aligned with the 

organization’s external and internal context 

and risk profile;  

• It should take into account human factors;  

• Be timely involved and include stakeholders 

and, particularly, decision makers of all levels 

of an organization should ensure that risk 

management remains relevant and up to date;  

• Be dynamic, iterative and responsive to 

change; 

• Be capable of continual improvement and 

enhancement. 

III. M_o_R – Management of Risk 

The M_o_R is a Risk Management Framework 

proposed by OGC (Office of Government Commerce) 

and is based on four concepts [2]:  

• Principle: essential to the development of good 

risk management; it is derived from corporate 

governance principles, which are based on 

corporate governance principles and ISO31000 

guidelines;  

• Approach: adaptation of the principles to suit 

the organization;  

• Process: describes the inputs, outputs and 

activities involved in ensuring that risk is 

identified, assessed and controlled;  

• Embedding and Reviewing: ensure that 

principles, approach and process are 

consistently applied across the organization 

and that their application undergoes continual 

improvement in order for them to be effective.  

M_o_R considers principles, approach and 

processes throughout the organization. This 

Framework is linked to other OGC Best Practices in 

terms of the roles, responsibilities and terminologies 

used outside the subject of project management. The 

main difference among the other risk frameworks is 
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the fact that M_o_R emphasizes risks as being either 

threats (downside risks) or opportunities (upside 

risks). Following we depicture the M_o_R cycle. We 

can notice that M_o_R cycle is very similar to ITIL 

cycle. 

 

 
Fig. 1. M_o_R Framework [2][4]. 

IV. ITIL 

As previously mentioned, ITIL is considered a 

framework of Best Practice guidance for IT Service 

Management and is widely used in the business world, 

not only for IT governance, but for governance in 

general. A third version was released in July 2007 as 

an upgrade from version 2, published in 2000. ITIL is 

a set of guidelines that specifies what the best way to 

manage IT is. These base lines specify the processes 

needed in defining, planning, implementing, 

executing, monitoring and continual improvement of 

service IT management. In sum, ITIL is a framework 

based on a service Lifecycle.  

A service is something that provides something of 

value to customers. According to ITIL, all businesses 

are dependable from the IT Services and the 

organizations have the duty to provide the best 

possible quality of service (QoS) to their customers 

(Office of Government Commerce, 2007).  

The ITIL Service Lifecycle is fully described in 

five separate books (following this order) [5]: 

• Service Strategy; 

• Service Design; 

• Service Transition; 

• Service Operation; 

• Continual Service Improvement; 

 
Fig.2. ITIL Lifecycle [4][5]. 

Consistent, repeatable processes are the key to 

efficiency, effectiveness and the ability to improve 

services. These consistent, repeatable processes are 

outlined in the ITIL framework.  

V. Proposing a new model 

ITIL provides several benefits to organizations, 

such as:  

• Reduced process costs in the organization;  

• Improved IT services through the use of 

proven best practice processes;  

• Improved user and customer satisfaction 

with IT Services;  

• Financial savings from reduced rework, 

lost time, improved resource management 

and usage;  

• Improved decision making and optimized 

risk;  

• Improved productivity;  

• Improved use of skills and experience;  

• Framework independent of the platform, 

technology or business dimension (the 

described process are generic).  

All these benefits are forcing the organizations to 

enrol in ITIL implementation in order to optimize 

their IT services and align them with business.  

However, sometimes all benefits come with 

misunderstandings, such as:  

• Difficulty in implementing ITIL - As a 

generic framework ITIL does not have a guide 

on how to implement risk management. It is 

important for the implementing organizations 
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Fig. 3. Model conceptual map. 

to have a well-defined services catalogue. 

Another possible technique may be to 

implement ITIL gradually, using a phased 

approach, and improving the quality of the 

services gradually;  

• Even though ITIL could reduce the cost of the 

operational process in the organization, it can 

be costly to implement, and buying all the 

books for the employees can be prohibitive.  

• Another disadvantage lies on the difficulty to 

estimate the ROI of ITIL implementation;  

• Organization must adapt to ITIL - staff should 

change their behaviours based on ITIL, this 

can difficult adapting to the framework.  

One of the elements used to support risk 

management are the metrics. These metrics help the 

management and the board to be in a better position to 

manage future events. There are two metrics that stand 

out: the Key Risk Indicators (KRI) and the Key 

Performance Indicators (KPI).  

While KPIs provide a high-level overview of the 

performance of the organization, they focus 

exclusively on its historical performance and key units 

and operations, while KRIs provide timely leading-

indicator information about emerging risks. In some 

cases, KRIs may represent key ratios that the 

management (throughout the organization) tracks as 

indicators of evolving risks, and potential 

opportunities, which point out the need for actions to 

be taken. Others may be more elaborate and involve 

the aggregation of several individual risk indicators 

into a multi-dimensional score about emerging events 

that may lead to new risks or opportunities [3]. 

On Fig. 3 there is outlined the proposed model to 

simplify and clarify the implementation of risk 

management in organizations, proposing some new 

elements of risk management inside ITIL process and 

making risk management possible in ITIL without 

using an extra framework to do this [4]. 

This model has at its foundation the related work, 

the experience of experts in the field and our own 

experience with an ITIL oriented tool (Easyvista) and 

Methodology. Its main elements are:  

• The new Risk Management process (broken 

into two parts);  

• The definition of KRI amid ITIL;  

• Mapping of M_o_R processes in ITIL sub-

processes;  

• Reinforcing of ITIL risk management 

concepts such as CSF (Critical Success 

Factors), a potential risk and strategic 

response to all ITIL processes.  

To sum up this model combines a set of concepts 

from ITIL (outlined in green in the conceptual map 

above), from M_o_R (outlined in red) and concepts 

shared by these two frameworks (outlined in yellow). 

The ITIL processes will be reinforced with risk 

management elements and injected with the new 

M_o_R concepts referred to in the figure above. 

Besides the introduction of these new elements, all 

ITIL processes will be wrapped in M_o_R principles 

and approaches as is proposed in the M_o_R 

framework for organization services. 

Another main new element is the new risk 

management process. The goal of the risk 

management process is to identify, assess and 

transversally control risks in the organization. But 
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apart from other processes, this one is broken into 

two. 

The first part is in Service Strategy and it is 

responsible for identifying what risks an organization 

is willing to support. Here is aboard the accountability 

risk. In this phase an organization will decide on what 

it can handle and what it cannot base on other Service 

Strategy outputs. The result is the input used to design 

the risk management phase.  

In the second part, the process focuses on 

operational risks. The risk management process 

receives output from Service Strategy and input from 

other design processes. This includes the analysis of 

the assets’ value to the business, the identification of 

the threats to those assets, and an evaluation of how 

vulnerable each asset is to those threats. 

The advantage of including this process in ITIL is 

having risk management clearly assigned to defined 

roles, establishing the scope of an organization on 

Service Strategy and defining the owner process, 

technique, task as well as inputs and outputs on 

Service Design, giving risk management a main role 

in ITIL process and a specialized and continual 

intervention. In addition, once the output about risk 

management is formalized, it guarantees predict 

services with more quality. The formalization of a risk 

management process is proposed in other ITSM 

frameworks and is supported by several specialists. 

The design risk management process is responsible for 

identifying KRIs and CSF with the manager owner of 

the other processes. The output of this process is a 

central risk management orientated to each design 

process that diffused all ITIL processes.  

For the existing processes we identified new risk 

elements: Key Risk Indicators (KRIs), Critical 

Success Factors (CSF) and the respective strategic 

response for all potential risks. All ITIL processes 

must have Risk Management elements according their 

purpose. Naturally some processes have stronger risk 

management elements than others, mainly processes 

that provide input to others (providing a base for other 

processes). 

The definition of KRIs is important in the way that 

it provides a set of risk management guidelines 

(indicators as the name suggests), making risk 

management clearer and more efficient. They must be 

measurable and clear about what they measure. 

This KRIs must be defined from top to bottom 

according organization structure (fig. 4). It is logical 

that a large company risk management has several 

layers. These KRIs must be followed by cost 

associated to the potential risks and must be estimated 

for qualified staff.  

This article is not inclusive of all KRIs but simply 

an example of how KRIs may be mapped to 

processes. The number of KRIs here will be one or 

two per CSF as a service or process has no more than 

two to three associated CSFs. This may not sound 

much but when considering the number of services 

and processes, it is a lot. In the organization it is 

important to define not all KRIs but the ones 

connected to potential risks that may have a more 

significant impact in the organization. For all potential 

risks identified, we defined one or more KRIs and a 

specific strategic response. However, according to the 

organization’s particularities, this list can be enforced 

 

 

Fig. 4. KRI Structure. 
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and adjusted, always keeping M_o_R principles in 

mind. 

In this model it is considered that all ITIL 

Processes have a cycle of M_o_R process (Identify, 

Assess, Plan and Implementation) that guarantees that 

M_o_R processes are fully embedded in the ITIL 

framework. Each M_o_R step is mapped in, at least 

one, ITIL sub-process.  

The M_o_R concepts (KRI’s, strategic response, 

potential risks) are mapped inside ITIL processes. But 

for all working its important wrap one by one ITIL 

(going to ITIL sub-process) process by M_o_R 

principles and approach. In accordance to M_o_R, 

there are 8 principles. Although this is a useful and 

complete set of guidelines about what is expected 

from a risk management framework in an 

organization, according to ISO31000, there are some 

gaps. One of them is the fact that opportunity is not 

referred to, like in M_o_R.  

These principles are concerned with achieving 

outcomes by defending or changing organizational 

performance. They are used to elaborate strategy and 

to provide continual improvement. These principles 

must be applied in transversal way in all ITIL Process.  

Wrapping all ITIL processes, M_o_R concepts of 

embedding and review must be integrated in CSI. 

The values of this integration must be presented 

and communicated to stakeholders throughout all 

processes. The pillars are:  

• Embedding the principles;  

• Changing the culture for risk management;  

• Measuring the value;  

• Overcoming the common barriers to success;  

• Identifying and establishing opportunities for 

change.  

Next we can systematically apply this model to 

ITIL process. Hence the article structure follows the 

ITIL structure, we suggest creating sections 

corresponding to the ITIL modules and each sub-

section corresponds to an ITIL process containing:  

• A summary about the process and its 

relationship with risk management;  

• Its critical success factors (CSF);  

• A table with its main potential risks, KRIs and 

strategic response;  

• A mapping of M_o_R processes on each sub-

process ITIL (e.g. figure 5).  

VI. Understanding the risk in ITIL 

Service Strategy  

The strategy services are mostly about identifying 

all the organization’s scope, including risk. Service 

Strategy process determines which services the IT 

organization offers and what capabilities need to be 

developed.  

The risk part is about the ability of the organization 

to limit its exposure to risk. The aim should be to 

make an accurate risk assessment in a given situation, 

and analyze the potential benefits. 

Service Design  

The scope of Service Design includes the design 

and development of new services as well as changes 

and improvements to existing ones. It covers design 

principles and methods for converting strategic 

objectives into services and service assets. These 

principles must be in accordance with M_o_R 

principles.  

There are a number of risks directly associated to 

the Service Design phase of the Service lifecycle. 

These risks need to be identified, assessed, planned 

and implemented to ensure that they receive proper 

 

Fig. 5 Mapped M_o_R process to an ITIL sub-process. 
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treatment.  

But this is not enough for a good risk management. 

A good implementation of the new process, the Risk 

Management process, is important. The objective of 

the Risk Management process is to identify, assess 

and control risks. This includes analyzing the value of 

assets to the business, identifying threats to those 

assets, and evaluating how vulnerable each asset is to 

those threats.  

Following we will identify the key risk indicators 

of all Design Processes and detail the new Risk 

management process. 

Service Transition  

The objective of ITIL Service Transition is to build 

and deploy IT services. Service Transition also makes 

sure that changes to services and Service Management 

processes are carried out in a coordinated way while 

controlling the risks of failure and disruption. 

Associated to this model, there are some risks that 

have already been identified by ITIL, such as:  

• Change in accountabilities, responsibilities 

and practices of existing projects that de-

motivate the workforce;  

• Alienation of some key support and 

operations staff;  

• Additional unplanned costs to services in 

transition;  

• Resistance to change and circumvention of the 

processes due to perceived bureaucracy;  

• Excessive costs to the business caused by 

overly risk-averse Service Transition practices 

and plans;  

• Knowledge sharing (as the wrong people may 

have access to information);  

• Lack of maturity and integration of systems 

and tools resulting in people ‘blaming’ 

technology for other shortcomings;  

• Poor integration between the processes - 

causing process isolation and a silo approach 

to delivering ITSM;  

• Loss of productive hours, higher costs, loss of 

revenue or perhaps even business failure as a 

result of poor service transition processes.  

In this section we will identify the process 

responsible for dealing with the identified main risk in 

ITIL and identify the KRIs and the strategic response 

to each one. 

Service Operation  

The objective of ITIL Service Operation is to make 

sure that IT services are delivered effectively and 

efficiently. This includes fulfilling user requests, 

resolving service failures, and fixing problems as well 

as carrying out routine operational tasks. The risk 

management on this module is around organization 

routine and focuses on delivering and supporting all 

services at the same time. So part of risk management 

on this module is to monitor services, identify risks 

and make sure they do not materialize. Operation 

managers should work closely with Service Design 

and Service Transition to provide the operation 

perspective, thus ensuring that design and transition 

outcomes support the overall operational needs. 

Continual Service Improvement  

The Continual Service Improvement (CSI) process 

uses methods from quality management in order to 

learn from past successes and failures. The CSI 

process aims to continually improve the effectiveness 

and efficiency of IT processes and services in line 

with the concept of continual improvement adopted in 

ISO 20000. For this it is vital to integrate risk 

management into the culture of the organization, and 

to explain how this can be achieved and highlight the 

need for regular review.  

While Risk Management in design and transition 

stages must organize concepts and mainly identify 

risks of the service lifecycle, a good CSI program will 

assess the results of Risk Management activities to 

identify service improvements. This can be done 

through risk mitigation, elimination and management 

as well as by regularly reviewing the goals to be 

achieved in order to ensure risk management is being 

appropriately and successfully handled across the 

organization. For this it is important to embed risk 

management into the organization’s culture and put 

mechanisms in place to review and confirm that the 

approach to risk management remains appropriate 

given the organization’s objectives and context. 

Following we present the steps of a successful CSI 

wrapping:  

• Embedding and reviewing M_o_R Step;  

• Embedding the M_o_R principles into the 

organization;  

• Changing the culture for risk management;  

• Measuring the value through a Service 

Measurement process;  

• Overcoming the common barrier to success;  

• Identifying and establishing opportunities for 

change.  
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VII. Evaluating the risk management 

Once the creation of knowledge about risk in the 

organization’s assessment of required risk, mitigation 

is put into action to determine where risk mitigation 

measures are required, and to identify Risk Owners 

who will be responsible for their implementation and 

ongoing maintenance.  

As a result, the process in how the M_o_R Steps 

will be implemented amid ITIL process must be 

defined.  

In addition, an organization is supposed to have a 

continuous support that defines a framework for risk 

management that continually identifies risk across the 

organization, and, most importantly, this process 

specifies how risk is quantified, what risks the 

organization is willing to accept, and who is in charge 

of the various Risk Management duties. 

The clarification of risk management on ITIL 

processes was well accepted by all experts. Some of 

them argued that there are some risk management 

elements in ITIL already. However, they admitted 

difficulty in identifying an effective way to use them. 

The introduction of new metrics in ITIL was also 

well accepted by all experts. The importance given to 

this element varied significantly and only one expert 

pointed out as an advantage the implementation of 

KRIs in the levels. 

The most frequently pointed out advantages to the 

use of this model were:  

• Having the responsibility for risk management 

clearly assigned;  

• Having consistent guidelines for the 

implementation of risk management among 

ITIL.  

• The most frequently pointed out 

disadvantages to the use of this model were:  

• Increased bureaucracy;  

• Potential to an increase in costs and/or time 

(given that sometimes managing risk can be 

more expensive that the risk itself).  

VIII. Conclusion 

With this suggested implementation, we provided 

an enhanced view of the risk management being 

embedded and reinforced within the ITIL framework.  

Additional concepts were suggested to provide a 

guideline about how risk management must work in 

organizations, specify metrics to identify risk 

management elements and link strategic responses to 

them. 

In this model we presented a set of artificially 

created guidelines according to the organization 

environment and experts’ experience. Our work in the 

management of risk alongside ITIL can always be 

discussed and continued, providing a foundation for 

future work in the field. 
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