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Device management is a challenging task in Machine-to-Machine (M2M) communications. The 

increased number of connected devices and device diversity calls for device management that reduces 
the deployment time and operational costs. Open Mobile Alliance specified Lightweight M2M 
(LWM2M) protocol for device management. Device management provides means of managing device 
life cycles. One of the aspects of device life cycle management is software and firmware upgrade. The 
LWM2M specification stress on procedures between the managed device and remote controlling 
server and do not consider behavioral aspects. In this paper, device registration models including 
firmware upgrades are proposed, considering Lightweight M2M procedures. An approach to 
modeling an autonomous behavior is suggested. The autonomous behavior is exposed by an agent, 
which following a goal, formulates a problem, searches the solution space by examining different 
sequences of action, and carries out the identified actions. The autonomous agent, described by 
temporal logic, controls the registration status of M2M devices and configures a new firmware 
version. 

Аспекти на автономен мениджмънт на М2М устройства (Ивайло Атанасов). В 
комуникациите от машинен тип (М2М) мениджмънтът на устройства е трудна задача. 
Увеличаващият се брой на свързани устройства и тяхната разнородност изискват 
мениджмънт, който намалява времето за разгръщане на устройствата и операционните 
разходи. Open Mobile Alliance специфицира протокол Lightweight M2M (LWM2M) за 
мениджмънт на устройства с ограничени ресурси. Мениджмънтът на устройства осигурява 
средства за управление на жизнения цикъл на устройствата. Един от аспектите на 
мениджмънта на жизнения цикъл на свързани устройства е опресняването на софтуера и  
фърмуера. Спецификациите на LWM2M поставят ударение върху управляваното устройства 
и отдалечения управляващ сървър и не разглеждат аспекти на поведението. В тази статия са 
предложени модели на регистриране на устройства, които включват опресняване на 
фърмуера. Предложен е и подход за моделиране на автономно поведение на агент, който 
следвайки определена цел, формулира проблем, търси в пространството от решения и прилага 
идентифицираните действия. Автономният агент, описан с темпорална логика, управлява 
регистрационния статус на  M2M устройства и конфигурира нова версия на фърмуера. 

 

Introduction 
Machine-to-Machine (M2M) communications 

have various application areas such as automotive, 
home automation, smart cities, energy efficiency, 
industry, agriculture, safety and security, health, 
education and others. Despite the differences all these 
areas set common requirements for connected devices 
to communicate through different access networks, 
remote configuration and control. Device management 
is a challenging and critical issue due to rapidly 
growing number of connected devices and their 
diversity [1]. A plethora of devices and customized 
solutions are available on the market and a large 
amount of the employed technology is proprietary 

today [2], [3], [4]. This calls for abstraction of device 
management functions which has to hide the 
complexity and to be technology independent. Such 
an abstraction can be provided by OMA LWM2M [5], 
[6]. Lightweight M2M is a protocol from Open 
Mobile Alliance for M2M device management. It 
defines device management procedures between a 
LWM2M server and a LWM2M client, which is 
located in a device. The protocol may be used to 
create device management solutions that apply the 
approach of software defined networks [7], [8]. The 
proposed solutions, based on LWM2M, consider high 
level architectural aspects and do not provide details 
on behavioral models that follow the M2M device 
management procedures. In this paper, models of 
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device registration as seen by the server and device 
are suggested. A model of autonomous agent that 
maintains the device registration status is presented. 
The models are compliant with ETSI M2M functional 
architecture [9] and Enabler Test Specification for 
Lightweight M2M [10]. In addition to regular device 
registration functions, our models include functions 
related to server initiated device registration, firmware 
upgrade and server disabling. The control of these 
functions is automated and realized by an autonomous 
agent. The agent follows a goal, formulates problem, 
searches for solution among different actions and 
finally caries out the identified actions. 

Registration models 
LWM2M is a standard for a communication 

mechanism between M2M devices and M2M server 
platforms. The main motivation behind it is to reduce 
the degree of fragmentation in the area of M2M 
remote management.  

The LWM2M defines a protocol between M2M 
devices in a role of clients and the server. The server 
is responsible for device registration and 
deregistration, firmware updates, device rebooting, 
monitoring connectivity parameters on the device, 
controlling bearers used by the device, configuration 
of APN and retrieval of device location data [9].  

Device registration allows the server to maintain 
device reachability status. If the device is not 
registered it is not reachable. When the device sends a 
registration request (regreq) it moves to registering 
state, where it waits for the server answer. After 
receiving the server answer with registration 
acknowledgement, the device sets the registration 
timer (Treg) and moves to registered state. If the 
device is registered, it is with operational firmware 
and the server and device store registration-related 
information making it available, on request or based 
on subscription. When the registration timer expires 
the device refreshes it registration. When registered, 
the device may receive a soft offline request and then 
it sends a de-registration request to the server and 
becomes unregistered. 

The device’s viewpoint on its registration state is 
as follows. In UnregisteredD state, the device is offline 
and it is not registered. In Registering state, the device 
is in a process of registration. In OperationalFwD, the 
device is registered with operational firmware. In 
UpdateRegistration state, device re-registration is 
required and a transport binding between the server 
and device is established, and the device waits for 
registration update trigger message from the server. In 
WaitDeregAck state, the device waits for deregistra-

tion acknowledgement. In FirmwareDownloadingD 
state, the device downloads the new firmware version. 
The model representing the device’s view on its 
registration state is shown in Fig.1. 

The server’s viewpoint on device registration state 
is as follows. In UnregisteredS state, the device is not 
registered. In OperationalFwS state, the device is 
registered with operational firmware. In 
NotificationStoring state, the device is registered and 
the server updates the notification storing object (i.e. 
the server sends instructions to the device whether to 
store notifications while the server is disabled or not). 
In Disabling state, the server is going to move to 
disabled state. In TransportBinding state, the device is 
registered and updates its registration. In 
WaitUpdateAck state, the server waits for acknow-
ledgement of transport binding. In WaitFwVersion 
state, the device is registered and the server reads the 
current firmware version. In WaitDownlodAck state, 
the device is registered and the server initiates the 
download of a new firmware version. In Firmware-
DownloadingS state, the device downloads the new 
firmware version. In WaitFwActionStatus state, the 
server asks for the firmware downloading status. In 
WaitFwUpdate state, the server waits for acknow-
ledgement of firmware update. In RemoveOldFirm-
ware state, the server waits for acknowledgement that 
the old firmware version is removed. In Rebooting 
state, the server waits device rebooting. The model 
representing the server’s view on device registration 
state is shown in Fig.2. 

Using agent technology for automation of 
device registration and configuration 

An agent is a thing that perceives from and acts on 
an M2M device in such way that the device goes 
through a sequence of states maximizing the 
performance measures. The problem in M2M self-
configuration includes a goal and set of means to 
achieve the goal. One of the goals of M2M self-
configuration is provisioning the device with the latest 
version of the firmware. An agent dedicated to M2M 
self-configuration (Registration Management Agent) 
reasons about and follows actions in order to achieve 
the goal. The process of reasoning what means it can 
do is called search. The Registration Management 
Agent is goal-based and solves the problem deciding 
what to do by finding sequences of actions that lead to 
the desirable registered state of M2M devices with 
operational firmware. The agent actions can be 
viewed as transitions between M2M device states. 
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Fig.1. Registration state of an authorized device as seen by the device. 

 
Fig.2. Registration state of an authorized device as seen by the server. 
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The problem solving of an M2M Registration 
Management Agent includes four stages: goal 
formulation, problem formulation, searching solution 
and execution. The Agent explores the current 
situation and draws the goal which helps to organize 
behavior by rejecting actions that result in a failure to 
achieve the operational state of the M2M device. The 
Agent draws the problem by deciding what transitions 
and states to consider following the operational state 
of M2M device. In general, an M2M Registration 
Management Agent faces with several options of 
possible sequences of actions because it does not 
know enough about the current device state. For 
example, there may be different reasons for device not 
answering (a connectivity problem, low battery level, 
a firmware failure, etc.). The Agent searches the 
solution space by examining different sequences of 
action. Once the solution is found, the agent carries 
out the identified actions in the execution stage.  

An illustration of the four stages for a particular 
device is shown in Fig.3. 

The autonomous behavior of the proposed 
Registration Management Agent is based on the OMA 
LWM2M [8]. 

Knowledge base model for management of 
device registration  

The model of autonomous agent that maintains the 
device registration status needs to react in situations 
which are different from those described in the 
previous section. For example, the agent should react 
in cases where the server temporarily becomes 
unavailable or an external request for registration 
refresh is received (e.g. from another agent) during 
downloading the firmware latest version, or firmware 

downloading lasts longer than expected. An external 
request for M2M device de-registration may be 
initiated in case of device failure, abnormal data 
session completion, server failure etc. To ensure the 
appropriate level of service, an access independent 
mechanism is needed at the application level to handle 
such problems. External request for de-registration 
may have the following reasons: 

• Network maintenance – the device re-registration 
in case of scheduled or non-scheduled 
procedures related to network maintenance 
solves the problem with current contexts of 
registered devices and creates new ones in the 
network nodes; 

• Device roaming – a re-registration is necessary 
in case of roaming in another network, the device 
may not perform de-registration in the old 
network and in order to prevent dubbed 
registration or saving inconsistent information; 

• Application level – М2М service capabilities 
offered to applications may have parameters 
which determine whether a registration of a 
device or a group of devices should be removed; 

• Subscription management – the network operator 
must be able to restrict the access of M2M 
devices to the network at the end of the contract, 
subscription termination, detection of network 
resources misuse, change of service profile of 
service etc.  

The autonomous registration model is elaborated 
as follows.  

The behavior of the Registration Management 
Agent is described by temporal logic. We use a 
minimal set of standard notations G for always, U for 
until, N for next, and F for future. We use predicates 

storage:  
 Device,  managed element 
 State(Device),  current device state, initially unknown 
 RegMgtGoal(Device),  a goal, initially null 
 RegMgtProblem(Device), a problem to cope with, initially none 
 ActionSequence(Device),  an action sequence, initially empty 
 
function RegManagementAgent  
 inputs: MonitoringInfo, Device returns action 
 RefreshState( State(Device), MonitoringInfo ) → State(Device) 
 do 
   UpdateGoal( State(Device) ) → RegMgtGoal(Device)   
   DeduceProblem( State(Device), RegMgtGoal(Device) ) → RegMgtProblem(Device) 
   SearchSolution( RegMgtProblem(Device), ActionSequence(Device) ) → ActionSequence(Device) 
 until ActionSequence(Device) is not empty 
 ExtractFirst( ActionSequence(Device) ) → action 
return action 

Fig.3. Behavior of M2M registration management agent. 
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in order to formalize the message exchange between 
the autonomous agent (sever) and the managed М2М 
device (client) and to describe device state from the 
agent viewpoint.  

The predicate Authorized(x) is true if 
authentication of device x performed during 
registration is successful. The predicate Timerreg(x) 
becomes true when the time of registration of device x 
expires. The predicate OldFwVersion(x) is true when 
the device x uses an old firmware version. The 
predicate fwAvailable becomes true when a new 
software version is available. When the device x 
completes the firmware version downloading, the 
predicate FwDownloaded(x) becomes true. 

Functions are used for description of actions, e.g. 
function set(Timerreg(x)) is used to set the registration 
timer with the registration validity period. In addition 
to the registration timer, other timers are also used. 
The timer Timerdisablе measures the period for which 
the agent will be disabled, and the timer Timerenablе 
measures the period for which the agent will be 
enabled. The timer maxTimerdl(x) measures the 
maximal period needed for downloading the firmware 
version and the timer fwTimerdl(x) measures the 
period for querying about the downloading status. 

The Registered state is added in which the device 
after successful registration is queried about the used 
firmware version. If the device uses the latest version, 
the device state becomes OperationalFw, else the 
agent initiates procedure for downloading the new 
firmware version. 

The agent is in Disabled state until the Timerdisable 
expires: 

(1) G(Disabled→⊤U (Timerdisable) 

When the agent becomes enabled, the timer 
Timerenable is set with the period for which the agent 
will be enabled and the device is regarded as 
unregistered:  

(2) G(Disabled∧Timerdisable → set(Timerenable)∧ 
 ∧ NUnregistered(x)) 

The device is unregistered until an initial 
registration request is received, or a re-registration 
request is received, or until the timer Timerenable 
expires: 

(3) G(Unregistered(x)→ ⊤U (initialRegreq(x)∨ 
 ∨reRegreq(x)∨Timerenable)) 

If the device is not registered and an initial 
registration request is received, and the authentication 
is successful then the agent sends an 
acknowledgement of the registration request, sets the 

registration timer, and queries the device about the 
used firmware version. The device state is considered 
as registered: 

(4) G(Unregistered(x)∧initialRegreq(x)∧ Authorized(x)→ 
 → initialRegack(x)∧readFwVersionreq(x)∧ 
 ∧set(Timerreg(x))∧NRegistered(x)) 

If the device is not registered and an initial 
registration request is received, and the authentication 
fails then the agent rejects the initial registration 
request and the device state is considered as 
unregistered: 

(5) G(Unregistered(x)∧initialRegreq(x)∧¬Authorized(x) → 
 → initialRegrej(x)∧ NUnregistered(x)) 

If the device is not registered and a re-registration 
request is received, and the authentication is 
successful then an acknowledgement of the 
registration request is sent, the registration timer is set 
and a query about the used firmware version is sent, 
and the device state is registered: 

(6) G(Unregistered(x)∧reRegreq(x)∧Authorized(x)→ 
 →reRegack(x)∧readFwVersionreq(x) ∧ 
 ∧ set(Timerreg(x))∧NRegistered(x)) 

If the device is not registered and a re-registration 
request is received, and the authentication fails then 
the re-registration request is rejected and the device 
state is regarded as unregistered: 

(7) G(Unregistered(x)∧reRegreq(x)→reRegrej(x)∧ 
 ∧¬Authorized(x)∧NUnregistered(x)) 

While the device is unregistered and the timer 
Timerenable expires then the Timerdisable is set and the 
agent becomes disabled. 

(8) G(Unregistered(x)∧Timerenable(x)→  
 →set(Timerdisable)∧Disabled) 

The device is considered to be in Registered state 
until a response with the used firmware version is 
received: 

(9) G(Registered(x)→⊤U(readFwVersionres(x)) 

If the device is registered and it uses an actual 
firmware version, then its state becomes 
OperationalFw: 

(10) G(Registered(x)∧readFwVersionres(x) ∧ 
 ∧¬OldFwVersion(x)→NOperationalFw(x)) 

If the device is registered and uses an old firmware 
version, then the agent sends the address of the new 
firmware version and waits for acknowledgement: 
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(11) G(Registered(x)∧readFwVersionres(x)∧ 
 ∧OldFwVersion(x)→fwVersionreq)∧  
 ∧NWaitFwVersion(x)) 

The device is registered with operational firmware 
version until one of the following occurs: a re-
registration request it received, the registration timer 
expires, information that the agent will become 
disabled becomes available, a new firmware version 
becomes available, an external request for device 
registration update is received or the agent availability 
timer expires: 

(12) G(OperationalFw(x)→⊤U(reRegreq(x)∨  
 ∨Timerreg(x)∨disable∨fwAvailable∨  
 ∨deregister∨Timerensable) 

If a re-registration request is received, the agent 
authenticates the device and sends a re-registration 
response:  

(13) G(OperationalFw(x)∧reRegreq(x)∧Authorized(x)→ 
 →reRegack(x)∧set(Timerreg(x))∧ NOperationalFw(x)) 
(14) G(OperationalFw(x)∧reRegreq(x)∧¬Authorized(x) → 
  →reRegrej(x)∧NUnregistered(x)) 

If the agent availability timer expires or 
information that the agent will become disabled is 
available, then the agent sends to the device 
instructions whether to store any notifications while 
the agent is disabled or not, as well a notification that 
the agent is going to become disabled. The device is 
considered as unregistered:  

(15) G(OperationalFw(x)∧(Timerenable∨disable)→ 
 →updateNSreq(x)∧NNotificationStoring(x)) 
(16) G(NotificationStoring(x)→⊤U (updateNSack(x)) 
(17) G(NotificationStoring(x)∧updateNSack(x) → 
 →disablereq(x)∧NDisabling(x)) 
(18) G(Disabling(x)→⊤Udisableack(x) → 
 reset(Timerreg(x)) ∧ set(Timerdisable) ∧ 
 ∧NUnregistered(x)) 

If the device has been informed that the agent will 
be disabled, then the agent becomes disabled in a 
future moment when all devices are informed about 
that: 

(19) N-1Disabling(x) →F Disabled 

If the device is registered with operational 
firmware version, when a new firmware version 
becomes available, the device is informed about the 
address of the new version:  

(20) G(OperationalFw(x)∧fwAvailable→ 
 →fwVersionreq(x)∧NWaiFwVersion(x)) 

If the device is registered with operational 
firmware version and an external registration update 
request is received, the agent sends a request for 
transport binding to the device and a command for 
registration update, and resets the registration timer 
considering the device as unregistered:  

(21) G(OperationalFw(x)∨deregister→ 
 → bindreq(x)∧NUpdateBinding(x)) 
(22) G(UpdateBinding(x)→⊤U(bindack(x)) 
(23) G(UpdateBinding(x)∧bindack(x) →  
 → updateRegcom(x)∧NWaitUpdateAck(x)) 
(24) G(WaitUpdateAck(x)→⊤U(updateRegack(x)) 
(25) G(WaitUpdateAck(x)∧updateRegack(x) →  
 reset(Timerreg(x))∧NUnregistered(x)) 

If a new firmware version is available and an 
acknowledgement for the version address is received 
from the device, then the agent sends instructions to 
start downloading, sets the timer maxTimerdl(x) with 
the maximum period for downloading and queries 
about the downloading status: 

(26) G(WaitFwVersion(x)→⊤U(fwVersionres(x)) 
(27) G(WaitFwVersion(x)∧fwVersionres(x) →  
 →writeFwreq(x)∧NWaitDownloadAck(x)) 
(28) G(WaitDownloadAck(x)→⊤U(writeFWres(x)) 
(29) G(WaitDownloadAck(x)∧writeFWres(x)→ 
 →readDLstatusreq(x))∧ set(maxTimerdl(x))∧  
 ∧NWaitFwActionStatus(x)) 
(30) G(WaitFwActionStatus(x)→ 
 →⊤U(readDLstatusres(x)) 

If the device has not completed the downloading, 
then the agent sets the timer fwTimerdl(x) with the 
period for the next query: 

(31) G(WaitFwActionStatus(x)∧readDLstatusres(x)∧ 
 ∧¬FwDownloaded(x)→ set(fwTimerdl(x))∧  
 NFirmwareDownloading(x)) 

If the device has completed the downloading of the 
firmware version, the agent sends instructions to the 
device to activate the new version, to delete the old 
one. Then the agent resets the registration timer and 
considers the device as unregistered: 

(32) G(WaitFwActionStatus(x)∧readDLstatusres(x)∧ 
 ∧FwDownloaded(x)→ updateFwreq(x))∧  
 ∧NWaitFwUpdate(x)) 
(33) G(WaitFwUpdate(x)→⊤U(updateFwack(x)) 
(34) G(WaitFwUpdate(x)∧updateFwack(x) →  
 → removereq(x)∧NRemoveOldFirmwarer(x)) 
(35) G(RemoveOldFirmware(x)→⊤U(removeack(x)) 
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(36) G(RemoveOldFirmware(x)∧removeack(x) →  
 → rebootreq(x)∧NRebooting(x)) 
(37) G(Rebooting(x)→⊤U(rebootack(x))  
(38) G(Rebooting(x)∧rebootack(x) →  
 → reset(Timerreg(x))∧NUnregistered(x)) 

One of the following may occur while the device 
downloads the new firmware version:  a query about 
downloading status may be sent, the maximal period 
for downloading may expire, the registration timer 
may expire, information that the agent will be disabled 
becomes available, an external de-registration request 
may be received, or re-registration request from the 
device may be received: 
(39) G(FirmwareDownloading(x)→⊤U(fwTimerdl(x)∨ 
 ∨ maxTimerdl(x)∨Timerreg(x) ∨ Timerenable 
 ∨ disable∨deregister∨reRegreq(x)) 

In case of query about downloading status, the 
device sends a response: 

(40) G(FirmwareDownloading(x)∧fwTimerdl(x) →  
  → readDLstatusreq(x) ∧ NWaitFwActionStatus(x)) 

If the registration timer expires while the device 
downloads the new firmware version or if the 
downloading lasts too long (more than the maximal 
expected period), the device is considered as 
unregistered: 

(41) G(FirmwareDownloading(x)∧Timerreg(x) →  
 →NUnregistered(x)) 
(42) G(FirmwareDownloading(x)∧maxTimerdl(x) → 
  → NUnregistered(x)) 

If the agent enabling timer expires during the 
downloading or information that the agent will 
become disabled becomes available, the agent sends 
instructions to the device whether to store 
notifications or not while the agent is disabled:  

(43) G(FirmwareDownloading(x)∧(Timerenable∨disable) →  
  → updateNSreq(x)∧ NNotificationStoring(x)) 

During downloading, if an external request for 
device de-registration is received, the agent request 
transport binding change:  

(44) G(FirmwareDownloading(x)∧deregister →  
  → bindreq(x)∧NUpdateBinding(x)) 

During the process of the firmware download, if a 
request for re-registration is received, then the agent, 
after proper authentication of the device, has to send a 
response to the requested re-registration, which is 
formalized as follows:  

(45) G(FirmwareDownloading(x)∧reRegreq(x) ∧ 
 ∧ Authorized(x)→reRegack(x)∧set(Timerreg(x)) ∧  
 ∧ NFirmwareDownloading(x)) 
(46) G(FirmwareDownloading(x)∧reRegreq(x)∧ 
 ∧ ¬Authorized(x)→reRegrej(x)∧ NUnregistered(x)) 

Additional functions that may be incorporated in 
the autonomous agents include configuration and 
activation of a new Access Point Name (APN). 

Conclusion 
Embedding autonomic features in M2M systems 

reduces operational costs. Following the goal of 
ensuring a reliable and efficient M2M network, 
autonomous agents that perceive from the M2M 
ecosystem and act upon it can contribute to self-
configuration.  

The proposed behavioral model of Registration 
Management Agent maintains the M2M device 
registration status and configures the devices with a 
new firmware version. The model is compliant with 
OMA LWM2M device management procedures and it 
is formally described by temporal logic.  

Future work will include modeling of fault and 
performance management functions including device 
rebooting and monitoring and control on device 
connectivity parameters.  
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