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Contemporary Information Society proposes variety of opportunities for communication between 

users (social networks & social media), different activities and services (cloud computing and mobile 

cloud computing), sharing information and remote access to distributed resources (blogs & 

microblogs, data centres, etc.). These functionalities are the fundament for the realization of the 

contemporary globalized world, but they could have a negative effect on the privacy of the individuals. 

It is a fact that before accessing any information it is necessary to upload required personal data, but 

the following question arises: “Does these data correspond to the goal of personal data processing 

and what kind of organizational and technical measures for data protection are implemented?”. This 

is an important question which every user must ask him/herself before using any Web application. In 

this aspect the article discusses some main principles of personal data protection (PDP), challenges 

for the PDP due to the globalization and new regulations on European level for improving the 

contemporary rules and measures for personal data processing in the digital world.  
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Introduction 

It is well known that Information Society unites 

many activities via the Internet. All communications, 

information sharing and remote access to different 

resources (including system functionality and distrib-

uted data) set up one fully integrated world [1] based 

on contemporary information and communication 

technologies (ICT) determining new point of view for 

the world economy and public relations as activities 

based on services [2]. All new opportunities of global-

ization could have a negative effect on digital privacy 

and this is valid for all components of Information 

Society as virtual environments [3], distributed and 

online learning [4], [5], cloud computing [6], [7], [8], 

mobile communications [9], [10], social computing 

[11], [12], [13], etc. Using and sharing distributed 

information (audio, video, pictures, personal profiles, 

etc.), exchanging data between users at different plac-

es in the world, accessing network resources (web 

applications, sites, data centers, etc.) could cause risk 

for the privacy and personal data protection (PDP) of 

individuals.  

The world legislation determines privacy as a fun-

damental human right uniting different forms for pro-

cessing personal data, protection personal communi-

cations via post and the Internet, processing personal 

profiles for social media, etc. In this reason the global-

ization changes traditional understanding for privacy 

as “the right to be alone” and introduces a new para-

digm “the right to be forgotten”. In this direction dur-
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ing last two years many activities have been proposed 

by European Commission [14], [15], [16]. 

The purpose of this article is to summarize basic 

aspects of PDP as a part of privacy which must be 

discussed in the frame of globalization and access 

rules to different nodes on the global network and 

services, as well. In this aspect, section 2 discuses 

basic activities in global digital world, section 3 pre-

sents main principles of PDP and finally section 4 

summarizes some new PDP regulation rules at cyber 

environment. 

Network activities in globalized world 

The globalization permits different activities in 

network environment that concern mainly using and 

sharing information to be performed. Since data and 

information resources could be stored in computer 

systems by two manners – intent on a fixed computer 

for personal using and distributed for collective using 

and sharing between a set of users, processing of dis-

tributed data could be centralized or decentralized as 

shown in figure 1. 
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Fig. 1. Processing of distributed resources. 

An important task for network world development 

is optimization of information resources distribution 

which is closely connected with information security 

control. Various statements concerning different func-

tions of information security control are considered in 

[17]. It proposes six various formulations of this topic 

with analysis of optimal distribution. As a result sev-

eral security control requirements for information 

protection are defined. 

All information resources should be regarded as an 

integration of information (structured data) that are 

supported by technological and technical units (com-

puter equipment; program tools; meta-data for de-

scription of information objects; means for designing, 

developing and managing; etc.). Globalization and 

opportunities for distributed access to different infor-

mation resources impose adoption of information 

security (IS) policy and strong control over user’s 

personal data processing. It is very important to be 

done bearing in mind permanent increasing of Internet 

using. For example the Bulgarian statistical institute 

declare that percentage of Internet access is 56,7% of 

household and 91,4% of enterprises in 2014. Another 

statistics concerning Internet using by people of dif-

ferent ages is shown in figure 2.  

 
Fig.2. Permanent using of Internet in Bulgaria for 2014. 

The digital world permits accessing and using 

components as web-sites, distributed resources, con-

tent, libraries, forums, social media, cloud services, 

etc. Most people (individuals and employees) use 

Internet to extend their knowledge, social contacts and 

relationships. Social network, forums and blogs per-

mits to contact with different users (figure 3). Another 

research of Econsultancy 

(https://econsultancy.com/reports/internet-statistics-

compendium) generalized the social media using in 

the world (figure 4). 
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Fig.3. Social media using (Pew Research Center [13]). 
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Fig.4. Regional using of social media. 

Fact is that more employers visit social forums to 

select possible employees for their companies. In this 

case the users are not only passive participants, but 

they could realize different forms of direct communi-

cations, uploading information and make access to 

published information of other users. 

Identical problems with data protection policy exist 

in the fields of network communications, distance 

learning, cloud services and other opportunities of the 

digital world. This requires a serious risk analysis of 

activities by using web applications and network 

environments. For example, the using of cloud 

services permits to increase the processing and storage 

power without additional investments for a company. 

This form of remote data processing uses virtual 

machines and storages via Internet. The problem is 

that the cloud collects more and more personal data of 

individuals and information about institutions. All 

these activities in the digital world require developing 

an adequate information security policy and 

improving personal data protection legislation. 

Discussion about main principles and rules for data 

protection organization at distributed servicing and 

challenges of digital world for PDP is made in [18]. 

Organization of Personal Data Protection 

The Data Protection Policy must be regarded in the 

context of IT Security Policy as a part of Security 

Policy (figure 5). The first standard for Security 

Policy titled “Department of Defence Trusted 

Computer System Evaluation Criteria (TCSEC)” is 

accepted at 1985 in USA. TCSEC describes the 

security policy as a collection of security rules, 

standards, procedures, instruments and practical 

instructions for regulation of the management, 

protection and dissemination of the information. This 

document gives rules for control of access to the 

information resources. 

Security Policy should be regarded as set of means 

and methodologies for preventing incidents, detecting 

attacks and restoring the system after successful 

attack. It includes rules, procedures and tools used on 

hierarchical layers (network, software, hardware, 

physical and administrative).  
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Fig.5. Data Protection Policy in the frame  

of Security Policy. 

Data Protection Policy should be discussed in the 

frame of IT Security Policy and harmonization of data 

protection with information security rules from the 

security core (computer layer) to the external layers 

(administrative and legislative) is needed. The 

computer layer presents embedded instruments for 

protection of personal data structures (hardware, 

software, cryptographic, biometric). The physical 

layer consists of technical instruments, means and 

tools for unauthorized access blocking, separation of 

LAN segments, recognition of legitimate users, etc. 

The next two layers unite organizational rules, 

instructions and procedures for administrative control 

and legislative and normative documents.  

European understanding for “personal data” is the 

information that permits to identify a person directly 

or indirectly, in particular by reference to an 

identification number or to one or more factors 

specific to his physical, physiological, mental, 

economic, cultural or social identity. In this reason 

any operation or set of operations with personal data 

(using automatic or not-automatic means) is called 

“processing of personal data”. The main participants 

in this process are (see figure 6): 

♦ “Data subject” (the owner of personal data); 

♦ “Data controller” (determines the purpose and 

the means of processing and it is responsible for all 

procedures with personal data); 

♦ “Data processor” (real processing of personal 

data on the base of agreement with the data 

controller); 
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♦ “Receiver of personal data” (the giving of 

personal data could be on the base of lawful reason 

only). 
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Fig.6. Relationships at personal data processing and 

architecture of system for PDP. 

Life cycle of personal data processing is proposed 

in figure 7 and describes the traditional processing of 

personal data.  
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Fig.7. Life cycle of personal data processing. 

The purpose of the phases is listed below: 

 Collection of personal data must be made based 

on a legitimate reason only and with the consent of 

data subject.  

 Preserving of collected data should be realized 

in the registers based on preliminary defined goal and 

criteria. 

 Using must be made by legitimate persons on 

the base of principles of information security: 

authentication (by using username, password, digital 

certificate, personal identification number, and 

biometric means); authorization (on the base of 

developed digital right management system); 

accountability (personalisation of the access to the 

data structures and registration of users’ activities). 

 Actualization – the personal data must be 

correct, full and actual (integrity and content 

management); 

 Transfer to other country and the giving to other 

person must be realized based on strong rules only; 

 Archiving could be made if it is required by law 

but for a limited period of time only; 

 Destroying of personal data must be made after 

realization of the goal. 

Problems of Digital World for Privacy and PDP 

The contemporary network world causes different 

problems for digital privacy. For example the privacy 

in social media concerns with protection of user’s 

information and securing the user’s rights. The media 

must try to prevent different incidents with users’ data 

as unauthorized access, viruses, illegal transfer to third 

party, etc. Analogous problems could be detected and 

at cloud services also because the cloud customers 

need to be assured that providers implement adequate 

security policy for data protection. A short summary 

of common challenges for the privacy in the digital 

world is presented below. 

♦ Clear identification of participant’s roles in 

PDP processes (“Data Controller”, “Data Processor” 

and “Data Subject”) must be made. This will permit to 

determine who is responsible for data protection 

procedures (rules, measures, data subject rights, etc.). 

According to the definitions of Directive 95/46/EC the 

data controller determines purposes and means of the 

processing of personal data. The problem in network 

world is that the functions of customer, vendor and 

provider and the relation between them could be 

defined for concrete case only. The service providers 

have no legal obligation to protect personal data if 

they are not defined as controllers or processors. This 

characterization will permit to ignore the data 

protection obligations at the cases of personal data 

outsourced or transferred to a third party for 

processing.  

♦ Data subject’s rights. Registration of the user’s 

permits accessing any information, but sometimes 

more personal data could be required during 

registration and identification. For example, some 

social networking sites collect extended personal 

information in the page known as a “profile” (names, 

birth date, address, phone number, social life, gender, 

country, hobbies, relationships, etc.). These pieces of 

data personalize the users in major level and this 

disturb the privacy of individuals. Another problem 

with the data subject’s rights is the impossibility to 

revise, access, block or delete their personal data. In 

other hand, the providers have a full access to the 

customer’s data. Data controller must guarantee that 

each user could define restriction for the own profile 

accessing. This will prevent unauthorized access and 

incorrect dissemination of personal information. This 

action could be realized by making the profile private 
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from the user by selection of these who can visit the 

page and access to be after authentication. 

♦ International data transfer – according to 

Directive 95/46/EC personal data could be transferred 

to third countries if the level of PDP is adequate to 

those in the EU. The data transfer between different 

service providers (social media) or data centers 

(clouds) located anywhere in the word is typical 

procedure. Each personal information that is uploaded 

to cloud, social media, networking site, etc. must be 

protected according to the Directive 95/46/EC and 

users (data owners) must be informed for all transfers. 

♦ Data deletion. If any user wants to delete data in 

his/her profile he/she must be sure that these data will 

be really deleted. In some cases, data could be 

transferred to other service provider and a copy of 

data could be stored in different places. Another case 

is when the information that was deleted or removed 

by the user is passed to third party before deletion. 

Data protection legislation gives strong rules for 

deletion of personal data in the traditional cases, but 

for the social media this is not clearly determined. 

♦ Shared information – all objects in the network 

society (sites, social media, clouds) could be 

accessible from different places of the world and the 

sharing of information will cause Internet-related 

security problems (loss of data, destroying the 

integrity, problems with accountability, hackers’ 

attacks, etc.). For example, each user of social media 

uploads information that will be shared between a set 

of users and it could be disseminated to different 

locations. In this case the data subject does not know 

what policy and measures are used for counteraction 

to eventual attacks. This problem is very important if 

data are sensitive (medical status, for example). 

♦ Technical and organizational measures for data 

protection. Obligation for the data controllers is to 

implement appropriate measures for IS as reaction 

against all forms of destruction or loss of personal 

data, to an unauthorized access, and to all illegal 

forms of processing. Data controllers should guarantee 

an effective protection of data integrity and data 

availability, but it is known that such measures will 

increase the cost of services and will reduce the 

performance of the information processing.  

New Regulation in Privacy and PDP 

Modernization of data protection rules on 

European level has been started by the document 

“Proposed Regulation” of the European Commission 

(January 2012) that proposes new rules to strengthen 

online data protection rights. This document discusses 

the paradigm “right to be forgotten” and data subject 

rights to data portability (transfer between different 

electronic processing systems).  

European Parliament has determined the frame, 

architecture and fundamental principles of the data 

protection reform for improving user protection and 

security in cyberspace [15]. The conclusion is that the 

further development and exploitation of cyber space 

could not be realized without an adequate and strong 

protection of the rights of individual users [16]. Four 

pillars have been determined:  

(1) “One continents one law”: requirement about 

regulation and sanctions in private and public sectors. 

(2) “Strong regulation of European digital 

industry”: requirement for the non-EU, when offering 

services to EU-consumers, to apply the EU rules and 

level of PDP. 

(3) “The right to be forgotten / The right to be 

erased”: the right of an individual to remove own 

personal data from the system if she/he no longer want 

to use the online services or there is no legitimate 

reason for keeping it in this online system. This 

regulation will permit the individuals to control own 

online identify and to require the personal profile to be 

removed from the system. 

(4) "One-stop-shop": regulation for the personal 

data processing by controller or processor established 

in more than one country of EU.  

The new principles of regulation must extend the 

PDP frame determined by the previously directives, 

and to propose adequate solutions for all problems of 

PDP in the digital world. 

On the other hand users should undertake personal 

measures to protect their own information and to 

oppose attacks (see figure 8). The best practice say 

“protect yourself” by using modern Internet security 

solutions (antivirus programs, firewalls, tools for 

browser protection, reputation-checking tools, etc.). 

These tools must be regularly updated. An important 

side of the protection is using effective policy for 

authentication. 

 

Fig.8. Most serious cyber attacks. 
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It is not correct to use the same password at the ac-

cess to different network resources. The visiting net-

work resources must be deliberated and the reputation 

and safety rating of websites before using must be 

analysed. Finally, the main principle of users must be 

“guard your personal data”. Users must publish lim-

ited personal and financial information in the Internet 

(social media, Internet cafes, websites, libraries, fo-

rums, etc.) 

Conclusion 

Privacy in network world could be undermined by 

many factors especially by incorrect using of personal 

data. Therefore main obligation of providers or ven-

dors which are data controllers that protect data is to 

restrict and control full access to the user’s profiles by 

implementation of adequate technical and organiza-

tion measures. At the same time all possible threats 

and vulnerabilities on the global network must be 

analyzed for successful reaction against attacks. 
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