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TELECOMMUNICATIONS SCIENCE 

SSH keys exchange protocol using  
identity based encryption 

Nikolay Krastanov 

 
This paper presents a protocol for exchanging SSH keys based on Identity Based Encryption 

(IBE). This type of encryption is used as an alternative to traditional cryptosystems. Its first practical 
solution is discussed in details (mathematical problems, algorithms, etc.). Traditional cryptoscehemes 
and IBE are compared. A modification of Boneh-Franklin scheme is proposed. Implementation 
aspects are discussed. Also an analysis of protocols for secure remote access is made. Along with IBE, 
Domain Name System (DNS) is the other key part which the key exchange protocol relies on. DNS is 
presented as a replacement of Public Key Infrastructure (PKI). As DNS is widely deployed, it can be 
used as a much cheaper alternative (with some limitations) to PKI, moreover DNS has such 
mechanisms. DNS extension DNSSEC is explained and its security mechanisms are discussed. 

Протокол SSH за обмяна на ключове чрез използване на криптиране, базирано на 
идентичност (Николай Кръстанов). Статията представя протокол за обмяна на SSH 
ключове чрез използване на криптиране базирано на идентичност (IBE). Този вид критпиране е 
използван като алтернатива на традиционните крипто системи. Първата негова 
практическа реализация е дискутирана в детайли (математически проблеми, алгоритми и 
т.н.). Направено е сравнение между традиционните крипто системи и IBE. Предложена е 
модификация на схемата на Боне-Франклин. Дискутирани са аспекти на реализацията. Заедно 
с IBE, Domain Name System (DNS) е друг ключов компонент от предложения протокол. 
Представена е замяната на PKI (Public Key Infrastructure) с DNS, тъй като DNS разполага с 
подобни механизми. Разширението на DNS, DNSSEC е обяснено, дискутирани са и неговите 
механизми за сигурност. 

 

1. Introduction 
Security is a major concern in Internet Protocol 

(IP) communications. Secure remote access becomes 
more important with the pervasive deployment of 
Internet of Things applications. When accessing IP-
ready smart objects at home from a remote site, secure 
remote login is required for either a mobile user or 
service provider [1], [2], [3]. 

The research on secure remote access protocols 
studies different implementation and performance 
aspects. The Secure Shell (SSH) protocol is one of the 
most popular cryptographic protocols used for IP 
communications. SSH uses the standard algorithms, 
and any user normally can use these algorithms which 
is being specified by the SSH protocol. In [4], the 
authors examine design and implementation issues of 
a mobile SSH protocol. The idea behind [5] is to allow 

the users to specify their own encryption techniques in 
the SSH protocol, which is not known to others, and 
thus to improve their security and also from hackers 
breaking the code. In [6], the authors introduce a 
method for using SSH over the Stream Control 
Transmission Protocol (SCTP), and examine benefits 
of this adaptation, which can be made available to 
generic applications with SSH's connection 
forwarding without further changes. In [7], a two-
phased method for classifying SSH tunneled 
application flows in real time is proposed. The main 
goal of [8] is to show that packet sniffing in HTTP 
based wireless communications can be avoided by 
‘SSH tunneling’ which can actually be a good 
defensive mechanism against the packet sniffing 
attacks and can also make the communication over 
wireless networks secured. In [9], the authors 
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introduce SSH-based Onion Routing as a novel 
approach for anonymization that is completely based 
on standardized, well tested, and performance-tuned 
protocols.  

SSH lacks the ability for key management. In this 
paper, a key exchange protocol for SSH is proposed, 
based on Identity Based Encryption. 

The paper is structured as follows. First, an 
analysis on secure access protocol is provided, and 
next a key exchange protocol for SSH is proposed 
which appears to be much cheaper alternative to 
traditional Public Key Infrastructure.  

2. Analysis on secure access protocols 
SSH comes from Secure SHell. The purpose of the 

protocol is to provide secure connection to remote 
machine using unsecured network [10]. SSH offers 
easy and secure way for communication (console 
access, managing various services, file transfer i.e.). 
All data is encrypted, transferred over the network and 
decrypted by the remote side and also its integrity is 
guaranteed. For clarity the following definitions have 
to be made: 

• Authentication – this is the process for 
determining someone’s identity. When a person 
tries to log in on a remote machine, SSH “asks” 
for digital proof for user’s identity.  

• Encryption – the process of scrambling data so 
that no one would be able to understand what’s 
being transmitted except for recipients. 

• Integrity – guarantees that transmitted data over 
the network is not modified. If a third party tries 
to modify it, SSH is able to detect this. 

All these processes are automated and no further 
action is required. This is called transparent 
encryption. 

SSH consists of two parts: client and server.  To 
establish connection a user has to install an 
application of his machine (client part) which sends 
requests to the server part. The SSH server part 
accepts or rejects these requests.  

SSH can be divided into three protocols which 
work together: 

• SSH Transport Layer Protocol (SSH-TRANS); 
• SSH Authentication Protocol (SSH-AUTH); 
• SSH Connection Protocol (SSH-CONN). 
SSH-TRANS is the key component. It provides 

initial connection, protocol for packet transmission, 
server authentication and basic encryption, and 
integrity mechanisms. SSH-AUTH is responsible for 
client authentication. It defines three methods for 
authentication: public-key authentication, password 
authentication and host authentication. SSH-CONN 

provides a variety of services over single channel 
(called pipe) e.g. tunneling, port forwarding, console 
access and etc. SSH-CONN and SSH-AUTH are 
located on the same layer over SSH-TRANS, which 
means that it is not necessary to use both of them 
when a connection is established. It depends on server 
implementation.  

In order to establish a secure connection both 
server and client need to have public keys in advance 
and also the identity behind particular key must be 
proven. 

Security Socket Layer (Transport Layer Security) 
is a protocol which provides following basic services 
[11]: 

• Authentication 
• Data encryption 
• Data integrity. 
SSL protocol stack consists of 5 “sub protocols”: 
• SSL Record Protocol handles data from upper 

layer by splitting it into parts (fragments). Each 
fragment is handled individually. 

• SSL Handshake Protocol provides mutual 
authentication between client and server as well 
as agreement of different session parameters 
such as algorithms, compression, etc.  

• SSL Change Cipher Spec Protocol allows 
notification for changing encryption algorithm 
between communicating parties. 

• SSL Alert Protocol allows exchange of alert 
messages between communicating parties. 

• Application Data Protocol allows using protocol 
from application layer for communication inside 
an SSL session. 

Digital certificate is binding between public key 
and given identity (person, machine, etc.). It is 
specified in recommendation X.509 of ITU-T as part 
of recommendation X.500 which specifies directory 
services. Digital certificate contains public key and 
some information about key owner. It is issued by 
some third party whom both communicating parties 
trust. When a digital certificate is issued, the owner’s 
identity must be proven. This guarantees that the 
certificate owner is actually the one who claims to be. 
But this leads to another problem – a user must verify 
the certificate of another user with whom he/she wants 
to communicate because the certificate has expired, 
has been revoked or is self-signed. 

Public Key Infrastructure (PKI) is mechanism 
which is responsible for certificate management. PKI 
is a system which manages certificates, keys and 
tokens for particular group of users [12]. Although it 
became de facto standard in the world of security 
technologies, PKI has some significant disadvantages: 
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• Expensive – The cost of deploying own PKI can 
be very high. Deployment includes (software, 
infrastructure, security personnel i.e.)  

• Hard to deploy – PKI deployment requires some 
specific knowledge. Planning the whole 
infrastructure has to be done very carefully 
because PKI lacks flexibility. Once deployed, it 
cannot be changed. 

• Hard to maintain - PKI needs strict auditing 
because if one of its units (CA) has been 
compromised, the whole infrastructure is 
considered insecure. 

SSH and SSL are similar protocols but have some 
significant differences: 

• Server authentication in TLS is not required. The 
protocol supports anonymous communication 
which may compromise security. In SSH-
TRANS, server authentication is required, yet a 
user may skip the warning message which says 
that the server key is unknown. 

• In TLS, X.509 certificates are used for 
authentication which leads to some difficulties 
because of requirement for PKI presence in order 
to construct the certificate chain. If PKI is not 
presented, a user has to construct certificate 
chain by his own in order to verify given 
certificate.  

• The only way to authenticate in TLS is through a 
digital certificate, while SSH provides several 
possibilities. 

Identity Based Encryption (IBE) is relatively new 
branch in cryptography [13]. The idea was proposed 
by Adi Shamir in 1984. Its aim is to simplify 
certificate management. Shamir proposed usage of 
some publicly known user identity such as email, 
phone number, and address as public key instead of 
standard one. In IBE, like PKI there exists a third 
trusted party called KGC (Key Generation Center) 
which is responsible for key generation. KGC has two 
parameters public and private (private is called Master 
Secret and it must not be shared with anyone). If Alice 
wants to send message to Bob, she gets KGC public 
parameter and together with some of Bob’s identities 
(e.g. bob.com) computes Bob’s public key, encrypts 
the message with it and sends it to Bob. To decrypt his 
message, Bob send its identity to KGC, which 
computes its private key. Bob authenticates against 
KGC and after successful authentication, KGC sends 
him its private key. One of main problems in this 
scheme is the presence of private keys in KGC (key 
escrow problem). Some solutions to this problem have 
been proposed such as using hierarchical KGC and 
secret sharing schemes. 

Although the idea was proposed in 1984, there was 
no working solution to the problem. Several proposals 
to IBE schemes were made, but each of them has 
some significant disadvantage.  

First practical solution to Shamir’s idea came 17 
years later. In 2001, Dan Boneh and Matthew Franklin 
proposed scheme using Weil Pairing [14]. Full 
mathematical explanation is given in [14] and [15]. 
According to definition given in [14], an IBE system ε 
is determined by 4 randomized algorithms – Setup, 
Extract, Encrypt and Decrypt. 

• Setup takes security parameter k as input and 
returns system parameters and a master key. 
System parameters include message space M and 
cipher space C. By default system parameters are 
public while mater key must be known only by 
KGC. 

• Extract takes mater key and some identification 
ID as input parameters and returns private key d 
as result. Private Key is extracted according to 
given public key.  

• Encrypt takes ID and m (m is plain text message 
which belongs to M) as input parameters. As a 
result it returns cipher text c, which belongs to 
cipher space C. 

• Decrypt takes cipher text c and private key d as 
input parameters and returns decrypted text m. 

Identity Based Encryption has some properties 
which might be considered as big advantages over 
traditional certificate based cryptography. Let look at 
some applications of IBE schemes (Details can be 
found in [14]). 

• Public key calculation in IBE schemes is based 
on some arbitrary string, so it is very easy to be 
changed which means that give user may have 
practically unlimited number of public keys. 

• It was just mentioned that the public key is some 
arbitrary string in general case. This means that 
as well as user identity, some other information 
might be added such as timestamps or some 
attributes (job title, subject and i.e.). Adding 
timestamps, for example solves the problem with 
key expiration. Using attributes might be used 
for example to manage users’ credentials (given 
attribute is password that only communicating 
parties know) or delegation of duties (attribute is 
some identity of the delegated user). 

Of course, IBE is not universal solution. It also has 
some significant disadvantages compared to certificate 
based cryptography:  

• Private Key is calculated by PKG. This makes it 
possible for PKG to decrypt encrypted messages 
in every one moment without the knowledge of 
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any of the communicating parties. The problem 
is described below and a solution is proposed. 

• As it was mentioned, a particular user might 
have large number of keys which means that 
PKG must compute the same large number of 
private keys. And when the number of users is 
also high, the private key calculation might 
become very computationally expensive 
operation. 

The Domain Name System (DNS) provides the 
ability to bind an IP address to a human friendly name 
called domain. DNS is a widely deployed 
infrastructure as all internet communications rely on 
it. This makes it very convenient to be used as an 
alternative to traditional PKI. Besides that DNS 
support several record types which make that possible: 

• SSHFP – SSH Finger Print record. It is described 
below. 

• SRV – DNS service record. For example it can 
be used for service discovery. 

• DNSSEC described below. 
The Domain Name System Security Extensions 

(DNSSEC) aims to protect DNS from sending 
incorrect (forged) data (this is called DNS poisoning) 
as DNS itself has no defined mechanism for this [16].  

DNSSEC defines a process in which a properly 
configured DNS server guarantees the authenticity 
and integrity of zone data as well as a client is able to 
verify returned results. In order to do this, DNSSEC 
uses public key cryptography, special DNS records 
called RRset, DNS records containing signatures 
called RRSIGs, DNSKEY record and NSEC record. 
Using all these things makes possible the following: 

• Data authentication which means that received 
data is sent from the DNS zone which was 
queried. 

• Data integrity – received data is exactly the same 
which has been sent. 

• A check is made in case NXDOMAIN (non-
existing domain) answer is received. 

DNSSEC is explained in details in [17]. It can be 
summarized about DNSSEC that if there is a query to 
DNS server for domain krastanoff.com and 
192.168.1.101 as an answer is received, DNSSEC 
guarantees that this answer is correct. 

SSHFP is a DNS record which contains public key 
fingerprint, public key algorithm, and algorithms used 
to generate key fingerprint (Key fingerprint here 

means the result of a hash functions applied over 
public key). The returned result uniquely determines 
the key but it’s shorter in size.  

RFC 4255 [18] и RFC 6594 [19] define 
mechanism for verifying SSH server’s identity. A 
SSHFP record is used and DNS server is DNSSEC 
enabled. 

According to RFC 4255 the mapping between 
public key and SSHFP record is done in the following 
way: 

• Public key algorithm and algorithm number in 
SSHFP must be the same. 

• Hash function result from public key and key 
fingerprint must be the same. 

As it was mentioned earlier SSH lacks the ability 
for key management. It is users’ responsibility to 
transfer keys between communicating nodes in order 
to establish secure channel. This feature (or lack of 
feature) can be considered either advantage or 
disadvantage.  

So, in order to solve this problem a new protocol is 
proposed. SSH Key Exchange protocol (SSHKEP) is 
a text protocol similar to HTTP and SIP which aims to 
provide key exchange and to mediate authentication. 
The goals of the protocol are: 

• Make key exchange as simple and flexible as 
much as possible. 

• Provide sufficient level of security. 
Traditional cryptography cannot satisfy flexibility. 

That’s why Identity Based Encryption is chosen. It is 
both secure and flexible as it regards key generation. 
In order to achieve maximum flexibility a slight 
modification is needed. 

 
3. Modification of Boneh-Franklin scheme 
 
As it was mentioned, the original Boneh-Franklin 

scheme is analogous to traditional cryptosystems. A 
trusted third party is presented in order to establish a 
secure communication. In contrast to traditional 
schemes, the trusted third party (Key Generation 
Center) is able to decrypt the information in every 
moment because it is responsible for private key 
generation. This is known as the Key Escrow 
problem. In order to take advantage of its simplicity, a 
slight modification in the scheme is made. 
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Fig.1. Modified IBE scheme. 

 

 
 

Fig.2. Man-in-the-middle attack. 
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In the proposed modification scheme, the trusted 
third party (KGC) is removed. Instead both parties 
have their own KGC. As shown in Fig.1, to establish 
connection, Alice sends her identity to Bob and his 
KGC computes key pair. Bob sends generated public 
key to Alice. This key will be used to encrypt 
messages which Alice will send to Bob later. He also 
sends his identity and Alice computes another key pair 
which later is sent to Bob. 

It is very easy for some eavesdropper; let’s say Eve 
to intercept communication and to present herself as 
Alice to Bob and as Bob to Alice. Eve will compute 
key pairs and can easily eavesdrop the channel 
without any of communicating parties to understand 
this. 

Another vulnerability of the modified scheme is 
that it relies on user interaction. Both parties need to 
verify each other’s identities with ones received 
through secure channel. If this channel is 
compromised the scheme is considered insecure. 

To take advantage of the modified scheme, a 
clarification has to be made. If an order of 
communication is established between both parties 
then things can go a little bit better. The exact order of 
communication is not so important. What matters are 
the roles of communicating parties.  

In software applications, Bob may be replaced by a 
server. So the model is transformed into a client-
server model (Alice sends request, Bob sends 
response). The most important thing is that the server 
itself has to be part of an infrastructure. A necessary 
condition is some kind of an authentication unit to be 
presented in the infrastructure. In this case there are 
two units LDAP (Lightweight Directory Protocol) and 
DNS. LDAP is responsible for authentication and the 
second one for verifying host’s identity. 

Using client-server model (the important thing is 
who initiates connection) it is possible to overcome 

security weakness mentioned earlier, thus giving 
sufficient level of security. 

The proposed modification is implemented in a 
software prototype. Here the process automation is 
described. 

When a connection is initiated, SSHKEP client 
uses its own DNS client (implemented in the 
application) to query for the host’s address and 
SSHFP record. The DNS client queries zone’s 
responsible server and gets requested data. If no 
SSHFP record is presented, connection is denied 
because server’s public key cannot be verified. An 
important requirement is that DNS server must be 
DNSSEC enabled and properly configured. This 
means all necessary records for the zone must be 
presented (A, PTR, SSHFP). After that, the SSHKEP 
client which already has the received server address 
and key fingerprint sends a HELLO message 
containing user’s identification. The server computes 
a key pair, as described earlier, for this identification 
and responds with a HELLO message containing the 
computed public key and its own identification. The 
client compares the server identification with the one 
received through a secure channel. If they do not 
match, a warning message may be issued and the 
connection is dropped. If they match, a key pair is 
computed for server’s identification and an 
acknowledgement is sent with the generated public 
key. This is similar to TCP triple handshake. An 
example is given in Fig.3. 

After that the client sends an authentication data to 
the server containing the user name and password. 
The server checks authentication data and the 
previously sent identification. If everything is OK, the 
encrypted SSH key pair is returned. The public key is 
stored in user’s profile. If authentication fails, this is 
reported to the client. This guarantees that SSH key 
pair is different for every session and even 

1. SSHKEP/1.0 HELLO 
2. Identity: n.krastanoff@krastanoff.com 
3. Date: 02-07-2014 16:34:20 GMT 
4.  
5. SSHKEP/1.0 HELLO 
6. Identity: ssh@krastanoff.com 
7. Public-Key: r00…gAw 
8. Date: 02-07-2014 16:34:27 GMT 
9.  

10. SSHKEP/1.0 ACK 
11. Public-Key: r00..gAw 
12. Date: 02-07-2014 16:34:31 GMT 

 
Fig.3. Triple handshake in SSHKEP. 
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compromised, they cannot be used later to establish 
connection.  

The proposed protocol is tested only in simple 
software application. The results are satisfactory but 
insufficient and further research is needed to prove the 
concept. 

4. Conclusion 
The paper studies reliable security technologies 

with proven level of security such as SSH and 
DNSSEC. A modification of Boneh-Franklin scheme 
for key management in SSH is proposed. Advantages 
and disadvantages of this modification are discussed. 
The modification may be used for automation of 
security processes related to remote login and appears 
to be much cheaper alternative to traditional PKI. 
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Energy efficiency of IEEE 802.11 WLANs 
with adaptive modulation schemes 

Kiril M. Kassev  

 
Energy efficiency of wireless communication systems has recently drawn rising attention due to 

their widespread deployment. Wireless local area networks (WLANs) are an attractive choice for a 
broadband wireless connectivity to the global communication infrastructure. Despite their ad-
vantages, a traditional WLAN consumes significant amount of power to contend with the shared wire-
less medium. This article aims at presenting an analytical model for energy efficiency investigation of 
IEEE 802.11 with a distributed coordinated function access method. The model adopts adaptive 
modulation schemes at the physical layer in order to guarantee the packet error rate upper-bound. 
The wireless channel dynamic is taken into account. Furthermore, the average packet error rate and 
spectral efficiency for transmissions over Nakagami-m fading channels are evaluated. The effects of 
the packet size, average signal-to-noise ratio and number of contending nodes on the energy efficiency 
are presented. Numerical results reveal the benefits of employing adaptive modulation schemes on the 
system's energy efficiency. 

Енергийна ефективност на IEEE 802.11-базирани безжични локални мрежи, използва-
щи схеми за адаптивна модулация (Кирил Късев). Развитието и широкото внедряване на 
безжични комуникационни системи поставя въпроса за оценка на енергийна им ефективност. 
Безжичните локални мрежи са предпочитано решение за широколентов достъп до глобална-
та комуникационна инфраструктура. Наред със своите преимущества технологията се ха-
рактеризира с някои слабости по отношение на енергийната им ефективност. Статията 
има за цел да представи аналитичен модел за оценка на енергийната ефективност на IEEE 
802.11-базирани мрежи, използващи разпределена координационна функция (DCF). Моделът 
отчита въвеждане на схеми за адаптивна модулация на физическо ниво и оценява динамиката 
на безжичния канал за връзка. Изследвано е влиянието на размера на пакетите, броят конку-
риращи се възли и параметрите на канала върху енергийната ефективност на системата. 
Представените резултати демонстрират ползите от въвеждане на схеми за адаптивна мо-
дулация върху енергийната ефективност. 

 

Introduction 
The IEEE 802.11 standard for wireless local area 

networks is widely deployed due to its capabilities in 
providing high data rates for users within short-range 
communication links. Nowadays many different types 
of both fixed and mobile devices (e.g., smart phones, 
tablets, laptops, media/game players, set-top boxes, 
etc.) are equipped with a WLAN interface for broad-
band wireless access to a rich variety of telecommuni-
cation services. The standard defines two access 
methods, known as Distributed Coordinated Function 
(DCF) and Point Coordination Function (PCF). The 
DCF is widely implemented in most commercial de-
vices today. The wireless medium access is contention 
based using Carrier Sense Multiple Access with Colli-
sion Avoidance (CSMA/CA) protocol. It can run in 
both infrastructure and ad-hoc modes. On the other 

hand, PCF is an optional polling-based access method, 
which can guarantee some degree of Quality of Ser-
vice (QoS). Despite of that this access method has a 
limited application in commercial WLAN interfaces 
[1], [2]. 

The technologies behind the IEEE 802.11 set of 
standards have been developed over the years follow-
ing the huge bandwidth demands. Thus, a significant 
amount of research has been carried out mainly on the 
MAC protocols performance analysis of IEEE 802.11-
based WLANs. Various analytical and simulation 
models have been proposed for the throughput [3], [4] 
and delay analysis [5] as well as for investigations on 
certain security issues [6]. The most common feature 
of the above mentioned models is the absence of 
transmission (frame) errors introduced by the wireless 
channel. 
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With respect to the continuously growing number 
of connected devices, recently particular attention has 
been paid to the energy efficiency investigation of the 
IEEE 802.11 based WLANs. This is due to the con-
tention-based medium access control, which con-
sumes a significant amount of energy to contend with 
a shared wireless channel. Open research issues cover 
a wide range of system aspects for energy consump-
tion performance analysis and optimization. An exten-
sive survey and experimental study of the energy con-
sumption issues of the Medium Access Control 
(MAC) protocols for IEEE 802.11 WLAN is provided 
in [2]. The authors present the state of the art in solu-
tions for energy-efficiency analysis and improvements 
of MAC layer, considering cross-layer improvements. 
The latter could be suitably incorporated for transmit-
ting VoIP packets over IEEE 802.11 WLAN [7]. Most 
of the research activities focus on analytical and ex-
perimental analysis of the energy efficiency of 
WLANs. The former could be further extended by 
means of optimization strategies. As is known, the 
bottleneck of such a system is the WLAN transmis-
sion medium, which could introduce random errors. A 
widely used assumption for model complexity reduc-
tion is data transmission with no channel errors (ideal 
channel) [1], [8], [9]. In some proposals packet 
(frame) errors are taken into consideration and are 
often modeled by the Bit Error Rate (BER) and data 
packets length parameters. The BER value is usually 
assumed to be arbitrary and constant independently of 
the wireless channel conditions [7]. The impact of 
both the packet size and contention window on the 
energy efficiency of DCF mechanism under constant 
BER value is investigated in [10], where the optimal 
packet size of 400 Byte is determined for BER=1.10-4. 
For such a BER the Packet Error Ratio (PER) is about 
33 %, which is unacceptable for real applications. 

This article aims at extending the analytical model, 
proposed in [10], for energy efficiency investigation 
of IEEE 802.11 DCF systems. The time-varying char-
acteristics of the wireless transmission medium will be 
taken into consideration in determining the average 
PER, with respect to the corresponding Modulation 
Scheme (MS) in operation and the received Signal-to-
Noise Ratio (SNR). In order to guarantee stringent 
error control requirements (to maintain a PER upper-
bound) the proposed model employs adaptive MS 
selection at the physical (PHY) layer, based on the 
channel conditions. 

System description 
IEEE 802.11 DCF with RTS/CTS access method is 

used by all contending nodes (stations). The system 

under investigation operates in an infrastructure mode. 
Collision resolution is based on the exponential 
backoff mechanism at a data link (MAC) layer. In 
depth explanation of the DCF operation is available in 
accompanying references. 

The basic data unit is a packet, comprising of in-
formation (payload) and control (header) bits. Since 
control frames (e.g., RTS, CTS, ACK) are shorter than 
a data packet, they will be omitted. It is assumed all 
the nodes send data packets of equal size. According 
to the 802.11 standard operation, nodes consume en-
ergy when transmitting, receiving, and being idle. 
Extra energy may be consumed if packet collision or 
corruption occurs. For reliable data transmission over 
wireless link an adaptive modulation scheme is em-
ployed at the PHY layer. Based on the channel state 
information (received SNR) a specific modulation 
mode is selected. 

Performance evaluation 
The energy efficiency EnEf is defined as the ratio 

of the successfully transmitted packets with size of Np 
bits to the total energy Etot, consumed by a node, to 
send a packet 

(1) 
tot

p

E
N

EnEf = . 

For the IEEE 802.11 DCF access method the pack-
et transmission process is related to the following 
states of energy consumption: backoff stage (BK); 
overhears other nodes transmission (OH); collision 
with other packets (CO); packet corruption at the re-
ceiver (ER); successful packet transmission (SU). 
Hence, the total energy Etot comprises all these states: 

(2) SUERCOOHBKtot EEEEEE ++++= . 

In the transmitting state a node consumes power 
PTX, while in both the receiving and idle states – PRX. 
In order to obtain the energy consumption in Jouls (J), 
it is necessary the time duration of all the above-
mentioned states be derived. Initially, the unsuccessful 
frame transmission probability pu due to either colli-
sion or frame errors, as well as the average probability 
τ of a node transmitting a frame shall be obtained. 
Often the backoff procedure is modeled by a Markov 
stochastic process. Instead a simpler modeling method 
will be used [10]. The probability τ covers all the 
backoff stages (frame transmission probability is dif-
ferent in different backoff stages). 

The probability of each node sending a packet suc-
cessfully after i times of unsuccessful transmission is 
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(3) ( )u
i
ui ppP −⋅= 1 . 

The contention window (CW) depends on the 
number of failed packet transmissions. For the i-th 
backoff it is doubled up to a maximum value each 
time after a collision occurrence [4] 

(4) miCWCW i
i ...,,0,2 min =⋅= , 

where CWmin is the minimum contention window val-
ue, set at the first transmission attempt. At each packet 
transmission the backoff timer value is set uniformly 
in the range of (0, CWi – 1). The average backoff tim-
er value follows the mean of a uniformly distributed 
discrete random variable, i.e. (CWi – 1) / 2. 

The maximum backoff stage BKm  is a value such 
that CW reaches its maximum value. The CW is reset 
to its minimum value after the *

BKm  retry counts are 
reached. When BKBK mm ≤*  the average backoff timer 
value for each node is 

(5) 
=

⋅





 −=

*

0 2
1BKm

i
i

i PCWBT . 

Hence, the average probability τ of a node trans-
mitting a packet, if the wireless medium is idle, can be 
obtained by [3]: 

(6) 
1

1
+

=τ
BT

. 

When a node transmits a packet with probability τ , 
the probability of collision occurrence with another 
node is 

(7) ( ) 111 −τ−−= n
collp , 

where n is the number of contending nodes [5]. 
Since the wireless medium is non-ideal, data could 

be corrupted at the receiver. It is quantitatively ex-
pressed by the average PER. Following the assump-
tion of independent collision and transmission error 
probabilities, pu is given by 

(8) ( ) ( ) ( ) PERpppPERp collcollcollu ⋅−+=−⋅−−= 1111 . 

Obtaining both pu and τ is possible by solving a 
non-linear system of equations (3) to (8). 

The wireless channel behavior can be expressed by 
the received SNR per packet γ. In order to describe γ 
statistically the general Nakagami-m model is adopted 
[11]. Received SNR is modeled as a random variable 
with a gamma probability density function 

(9) ( )
( ) 









γ
γ⋅−⋅

Γ⋅γ

γ⋅=γ
− m

m

mp m

mm

ch exp
1

, 

where γ  is the average received SNR, ( )mΓ  is the 
Gamma function, and m is the Nakagami fading pa-
rameter ( 2/1≥m ). The channel model can be applied 
to a large class of fading channels (e.g., 1=m  corre-
sponds to a Rayleigh channel). 

The employed adaptive MS shall satisfy a PER up-
per-bound, i.e. the instantaneous PER is guaranteed to 
be no greater than target PER (denoted as PERt) for 
each adaptive MS mode at the PHY layer. 

Given the received SNR per packet γ, falling with-
in the range of 0 to 30 dB [12], the objective is to find 
the boundary points { }N

nn 0=γ , for the target PER 
(PERt). The total SNR range consists of non-
overlapping consecutive intervals and the n-th MS is 
chosen when [ )1, +γγ∈γ nn . In case of 10 γ<γ≤γ  no 
packets are sent. N specifies the number of amplitude 
modulation (QAM) modes – hereafter it will be de-
noted as transmission modes. 

If each bit inside the packet has the same BER and 
bit errors are uncorrelated, the PER can be determined 
by BER through  

(10) ( ) pNBERPER −−= 11  

for a packet containing Np bits. For uncoded (without 
forward error correction) M-QAM transmissions with 
square signal constellation and Gray encoding the 
BER can be accurately approximated through 

(11) 

( )

( )12
3

11
log

2
2

−⋅
=β









−⋅=α

γ⋅β⋅α=

M

MM

erfcBER

M

M

MM

, 

where αM and βM are governed by the modulation 
order M [13]. The PER expression (10) is accurate for 
uncoded M-QAM even with large constellations [14]. 
However, this is not the case for coded M-QAM 
where the exact BER and PER can be obtained by 
means of simulations, since the PER in (10) is no 
longer accurate for such kind of transmissions (exact 
closed-form expression is not available). For this rea-
son, the rest of this article will focus on uncoded M-
QAMs. 

Boundary points { }N
nn 0=γ  can be obtained by invert-

ing the PER expression, taking into account both PERt 
and Np. The adaptive MS design can be simplified by 
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approximating the exact PER curve for a given MS 
and frame size Np by means of exponential fitting of 
the form )exp( γ⋅−⋅ ba . The exponential function is 
defined for 1=γ≥γ PER , where a, b and 1=γPER  are mode 
dependent parameters [15]. Otherwise, the PER value 
is assumed to be equal to 1. The fitting procedure 
could be also applied for coded M-QAM. 

The transmission mode in operation and instanta-
neous PER depend on the received SNR γ. Each mode 
n will be engaged with probability 

(12) ( ) ( )
+γ

γ

+

Γ









γ
γΓ−








γ
γΓ

=γγ=
1

1,,
n

n
m

mmmm
dpP

nn

ch
n

MS , 

where ( )xm,Γ  is the complementary incomplete 
Gamma function. Its calculation can be easily done 
within the MATLAB environment. 

If the transmission mode n is selected, the average 
PER for this mode can be derived as 

(13) ( ) ( )
+γ

γ

γγ⋅γ⋅=
11 n

n

dpPER
P

PER chnn
MS

n . 

Thus, the average PER for all the available trans-
mission modes N can be obtained as the ratio of the 
average number of incorrectly received packets over 
the total average number of transmitted packets [16] 

(14) 




=

=

⋅

⋅⋅
= N

n

n
MSn

N

n
n

n
MSn

PSE

PERPSE
PER

1

1 , 

where nSE  is the average spectral efficiency for 
transmission mode n achieved at the PHY layer. M-
ary modulation can deliver M2log  data bits over a 
single transmission symbol, so the spectral efficiency 
(SE), at mode n, can be expressed by the well-known 
Shannon's capacity equation, degraded by the SNR 
gap Γ  [17]: 

(15) ( ) ( )Γγ+=γ /1log2nSE , 

where ( ) 5,1/5,0ln BER⋅−=Γ . For the transmission 
mode n, the average SE, denoted as nSE , is calculated 
in the same manner as (13). Hence, the overall aver-
age spectral efficiency SE  of the adaptive MS is ex-
pressed by the denominator of (14). 

Energy efficiency analysis requires the time dura-
tion of a node in the different states of energy con-

sumption (2) to be determined. It is assumed that all 
the packets have the same fixed size of Np bits, which 
comprises PHY and data link headers together with 
the payload field. For DCF with RTS/CTS access 
method 

(16) 
SIFSCTSRTSDIFST

SIFSACKDATACTSRTSDIFST

C

S

+++=

δ++++++= 43
, 

where Ts is the average time the channel is sensed 
busy because of successful transmission, Tc is the 
average time the channel is sensed busy because of 
collision and δ is propagation delay. The time duration 
Te of packet corruption, when it contends successfully, 
is assumed to be equal to Ts [18]. These time durations 
are mainly governed by the channel bit rate. Within 
the SNR range the overall average spectral efficiency 
is not constant any more. Unlike the assumption of 
constant transmission bit rate in [10], the transmission 
rate is now variable and increasing as the modulation 
order increases, as a consequence of the adaptive MS 
operation. 

The conditional probability that the occurring 
transmission is successful (without a collision), is 
determined by [5]: 

(17) ( )
( )n

n

s
nP

τ−−
τ−τ=

−

11
1 1

. 

Taking into consideration the wireless channel in-
fluence on data delivery at the receiver, the successful 
transmission probability Ps (17) is turned into 

(18) ( )PERPP s
tot

s −⋅= 1 . 

Below, the same expressions for the energy con-
sumption evaluation as in [10] are used. These are 
proven to be accurate by comparison with simulation 
results. The energy consumed at each of the five states 
constituting (2) is as follows: 

(19) ( )[ ] RXcBK PtimeslotBTNE ⋅⋅⋅+= _1 ; 

(20) ( ) ( )( )[ ]escss
tot

sRXtOH TPERPTPTPPNE ⋅⋅+⋅−+⋅⋅⋅= 1 ; 

(21) ( ) ( )[ ]RXRTScRTSTXcCO PTTTPNE ⋅−+⋅⋅= ; 

(22) ( ) ( )[ ]RXDATARTSeTXDATARTSeER PTTTPTTNE ⋅−−+⋅⋅⋅= ; 

(23) ( ) ( )DATARTSsRXDATARTSTXSU TTTPTTPE −−⋅++⋅= . 

The following notations define: uN  – average 
number of retries before a successful transmission; 

eN  – average number of retries due to a packet cor-
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ruption at the receiver; cN  – average number of re-
tries due to collision; tN  – average number of trans-
missions overheard by transmitting node and 

(24) ( ) 11/1 −−= uu pN ; 

(25) ( )( )[ ]ucollue pPERpNN /1 ⋅−⋅= ; 

(26) ( )ucolluc ppNN /⋅= ; 

(27) ( )[ ] ( )[ ]n
ct timeslotBTNN τ−−⋅⋅⋅+= 11_1 . 

Substituting equations (19) to (23) into (2) gives 
the total energy spent by a node to transmit a packet. 
Knowing the length Np of data packet the energy effi-
ciency (in terms of bits per Joule) can be calculated by 
(1). 

Numerical results 
This section presents numerical results of the ener-

gy efficiency of IEEE 802.11 DCF, expressed in the 
number of transmitted bits per consumed energy in 
Joule. The following system parameters are adopted: 
RTS – 44 Bytes; CTS – 38 Bytes; ACK – 38 Bytes; 
Slot time – 20 μs; DIFS – 50 μs; SIFS – 10 μs; propa-
gation delay δ – 2 μs; PRX – 0,8 W; PTX  – 1,0 W; max-
imum backoff stage BKm  – 5; retry counts *

BKm  – 4. A 
channel bit rate of 1 Mbps is chosen and this rate is 
achieved at the lowest spectral efficiency (the worst-
case scenario). At the PHY layer QPSK, 16QAM and 
64QAM are set in operation due to their broad adop-
tion in wireless communication standards. The analy-
sis has been carried out for three different packet 
lengths Np – 100, 500, and 1500 Bytes. The wireless 
channel dynamic is modeled by (9) and expressed by 
the average SNR. 

In case of a single MS operation and different 
packet lengths there is a trade-off between the energy 
efficiency by given modulation order and the average 
SNR (Fig. 1). A higher order QAM achieves better 
energy efficiency when it is operated on a wireless 
link of high quality (as PER decreases the error per-
formance considerably decreases, as well). 

In real environments the SNR varies in a wide 
range and thus the single modulation mode usage is 
inefficient. Significant improvements are possible by 
adoption of adaptive modulations. Setting up an up-
per-bound (target) PER of 1.10-1, Fig. 2 depicts the 
energy efficiency as a function of the average PER at 
the receiver. As the channel diversity order increases 
(Nakagami fading parameter m) the instantaneous 
PER is slightly spread around its average value (9). 

The difference of energy efficiency curves for both 
m=4 and m=12 can be observed on Fig. 2. Other in-
vestigations, conducted for target PER of 1.10-3, have 
demonstrated further improvements of system's ener-
gy efficiency, especially within the lower SNR range. 
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Fig.1. Energy efficiency of IEEE 802.11 DCF with a single 

modulation scheme (n = 20, m = 4). 
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Fig.2. Energy efficiency of IEEE 802.11 DCF with adaptive 

modulation schemes. 
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Fig.3. Normalized energy efficiency of IEEE 802.11 DCF. 
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Fig. 3 shows the variation of the normalized ener-
gy efficiency with the number of contending nodes. 
More contending nodes cause extra energy consump-
tion in collision and backoff stages. It is also observed 
that the packet length can deteriorate accordingly to 
the energy efficiency. 

Conclusion 
This article investigates the energy efficiency of an 

IEEE 802.11 DCF taking into consideration adaptive 
modulation schemes, employed at the PHY layer. It is 
done using an analytical model well-known in the 
scientific literature, which has been extended to ad-
dress the time-varying channel dynamic. Numerical 
results demonstrate the energy efficiency improve-
ment for packet transmitted over Nakagami-m fading 
channels, when adaptive modulations are set into op-
eration. This gain is primarily achieved when trans-
missions fall within lower SNR range. It is observed 
that packets of small size can decrease the energy 
efficiency of the system. A possible extension to this 
work is the energy efficiency evaluation under specif-
ic traffic patterns and load situations. 
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Power supply circuits for mobile wireless applications 

Tihomir S. Brusev 

 
Wireless battery-powered portable electronic devices give opportunity to the people to have 

faster communication with each other. The increased functionality of mobile phones enables large 
data packages to be transmitted in the real time. Decreasing of power losses in the electronic building 
blocks of the transmitter will increase the battery life and system run-time. Power amplifier (PA) is the 
most energy consuming block. In this paper are considered various power supply circuit architectures 
suitable for portable electronic devices. Buck dc-dc converter using Pulse-Width Modulation (PWM) 
designed on CMOS 0.35 µm process is presented. The power losses in the output switching transistors, 
filter inductor and filter capacitor and evaluated. The efficiency performance of the converter as 
function of switching frequency fs and inductor current ripple ΔiL is investigated. The received results 
show that maximum efficiency can be achieved if ΔiL is twice higher than average output current of the 
dc-dc converter. Switching-mode dc-dc converters are discussed in terms of applications in the fourth 
generation Long-Term Evolution (4G LTE) wireless communications standard. Two-phase interleaved 
buck dc-dc converter is designed on CMOS 0.35 µm technology. The effect of decreased output 
current ripple compare to single-phase buck dc-dc converter is demonstrated. The received results 
demonstrate that two-phase dc-dc converters are appropriate choice for LTE applications, when a 
high frequency envelope signal has to be tracked. 

Захранващи схеми за мобилни безжични приложения (Тихомир Брусев). Преносимите 
безжични устройства захранвани от батерия давaт възможност за по-бърза комуникация 
между хората. Увеличените функционални способности на мобилните телефони позволяват 
предаване на големи пакети от данни в реално време. Намаляването на загубите на мощност 
в изграждащите електронни блокове води до увеличаване на живота на батерията. Мощният 
усилвател е най-енергоемкия блок в предавателя. В тази статия са разгледани различни 
захранващи схеми подходящи за преносими електронни устройства. Представена е схема на 
преобразувател на постоянно напрежение в постоянно (ППН), управляван с широчинно-
импулсната модулация (ШИМ), проектирана на CMOS 0.35 µm технология. Изследвани са 
загубите на мощност в изходните транзистори, филтриращите бобина L и кондензатор C, 
както и влиянието на честотата на превключване fs, и амплитудата на променливата 
съставка на тока протичащ през бобината ΔiL върху коефициента на полезно действие к.п.д. 
на преобразувателя. Проектиран е двуфазен преобразувател на ППН на CMOS 0.35 µm 
технология. Демонстриран е ефектът на намаляване на амплитудата на променливата 
съставка на изходния ток при двуфазния преобразувател, в сравнение с еднофазния. 
Получените резултати представени в статията показват, че двуфазния преобразувател на 
ППН е подходящ за LTE приложения. 

 

Introduction 
The rapid development of the telecommunication 

and the microelectronics technologies in the last 
twenty years changes substantially the human life. 
The sizes of the integrated circuits (IC) scale in the 
range of nanometers [1], [2], [3]. Therefore, large 
number of transistors could be integrated in the small 
silicon area, which allows the operation frequencies of 
the building electronic blocks to be in the range of 
several GHz [4]. On the other hand increasing of the 

number of transistor per unit area and frequency of 
operation of the electronic building blocks leads to 
increased power consumption of the integrated 
electronic circuits [5]. Battery-powered portable 
electronic devices with small sizes and volumes 
become very popular in the market. The mobile 
telecommunication devices have developed rapidly. In 
the nineties and in the beginning of the new century, 
only voice and text messages could be transferred. 
Today, except those opportunities, the mobile phones 
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could be used for high data information transfer [6]. 
The customers can watch TV programs on their smart 
phones; they can have fast web browsing; large data 
packages could be transferred. Different 
telecommunication technologies have been used 
during the years. One of the great challenges for the 
designer remains how to use much more effectively 
energy from the battery. The costumers have stringent 
requirements for long operation time of their mobile 
devices between two recharges of the battery. The 
lithium-ion batteries, with standard nominal voltage of 
3.6 V, are established as the best battery choice for 
portable telecommunication devices during the years. 
They have the energy density more than two times 
higher compare to the nickel-cadmium battery [7]. 
The tendency in the market of the mobile phones in 
the beginning of the century has been decreasing of 
their sizes and volumes [8]. During that time GSM 
telecommunication standard have been used. 
Switching-mode dc-dc converters were the choice for 
power supply circuits, which have to deliver the 
energy to power amplifier of the transmitter [9]. The 
advantage of those types of circuits is their high 
efficiency performance while converting battery 
voltage to desire output dc voltage level. The efforts 
of the designers in all over the world were focused on 
decreasing the size of the whole dc-dc converter 
system in order to satisfy customer demands [10]. One 
of the goals has been connected with integration of 
whole dc-dc converter system, including all the 
components of the low-pass filter, respectively filter 
inductor and filter capacitor. 

Nowadays mobile phones can perform more and 
more function, as the new wireless communications 
standard 4G LTE is appeared. The spectrum is used 
much more effectively in LTE standard [11]. The 
customer demands follow the increased functionalities 
and possibilities of the smart phones. Today the sizes 
of the mobile electronic devices became larger, which 
allows increasing of the battery dimensions. 
Nevertheless, run-time period of the whole system is 
small and should be increased. New types of power 
supply circuits, which have to ensure the desire energy 
of transmitter’s power amplifier, have to be used [6]. 
The standard switching-mode converter cannot fulfill 
the requirements to deliver appropriate fast 
dynamically changeable output voltage to drain or 
collector, respectively of MOS or BJT RF transistor of 
PA. The aim of this paper is to present the received 
investigation results of power supply circuits for 
mobile wireless applications designed on CMOS 0.35 
µm technology. 

Switching-mode dc-dc converters 
Historically, switching-mode dc-dc converters 

have been a suitable choice for power supply circuits 
delivering the required voltage to the transmitter’s PA 
of the wireless portable electronic devices. Those 
types of converter can exhibit theoretically efficiency 
η of 100% [12], [13]. Due to the power losses in the 
building circuit’s components, the real integrated dc-
dc converters can indicate efficiency η values close or 
greater than 90%. The switching-mode converters 
have the ability to achieve higher efficiency η 
compared to linear regulators, especially when the 
difference between input and output voltage is large 
[12]. The monolithic buck regulators are in the great 
interest, because of down scaling tendency in the 
standard CMOS process technology. In Fig.1 is shown 
switching mode buck dc-dc converter using PWM 
control technique. 

 
Fig.1. Switching-mode buck dc-dc converter system using 

PWM control. 

The system illustrated in Fig.1 is designed with 
Cadence on CMOS 0.35 µm process. The power stage 
of the buck converter includes the output PMOS and 
NMOS transistors (respectively M1 and M2), filter 
inductor L and filter capacitor C. The load resistor RL 
represents the current load of transmitter’s PA. The 
control circuit, which performs PWM control of buck 
dc-dc converter, includes several stages. The stages 
are respectively error amplifier, ramp generator, 
comparator and buffer. 

Power losses in buck converter 

In order to save battery energy and to increase the 
system run-time of the portable electronic devices, the 
power losses in the converter’s building blocks have 
to be minimized. The efficiency of the buck converter 
system can be expressed by: 

(1) out

out losses

P
P P

h =
+

, 

where Pout is the output power of the dc-dc converter; 
Plosses are overall power losses in the buck converter 
system. One of the highest power losses source in the 
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system are observed in the output MOS transistors M1 
and M2. Those losses can be divided into conduction 
and switching power losses [14]: 

(2) , ,loss MOS sw condP P P= +  

The switching losses in turn are equal to [6]: 

(3) 2. . ,sw s tot DDP f C V=  

where Ctot is the input total capacitance of the MOS 
transistors, fs is the switching frequency of the buck 
converter, VDD is the power supply. The conduction 
losses can be calculated by [14]: 

(4) 2 2
, sin ,. . ,cond source on p k on nP I r I r= +  

where Isource and Isink are respectively sourcing and 
sinking current of the MOS transistor, while ron,p and 
ron,n are on-resistance of PMOS and NMOS transistors. 
The total power losses in MOS transistor can be 
further expressed by [15]: 

(5) 
2

2
, ,

3
L

tot MOS s
iP a I f

 Δ= + 
 

 

where ΔiL is the inductor current ripple, I is a dc 
current supplied to the load, and a is a coefficient 
depending from equivalent series resistance of the 
transistors, Ctot, and VDD. The other losses in the buck 
dc-dc converter are in the filter inductor L. The total 
power dissipated in filter inductor, assuming that the 
inductor parasitic impedance scale linearly with the 
inductance is equal to [15]: 

(6)   

 
where b is a coefficient depending on the parasitic 
capacitance and parasitic series resistance of the filter 
inductor, CL0 and RL0 are respectively the parasitic 
stray capacitance and parasitic series resistance per 
1nH inductance. Another contributor of the losses in 
the power stage of the converter system is the filter 
capacitor C. Those losses are caused by the effective 
series resistance of the capacitance RC. If monolithic 
capacitor is implemented utilizing the gate oxide 
capacitance of a MOS transistor, the total power 
dissipation of filter capacitor is equal to [15]: 

(7) . . ,cap s LP d f i= D  

where d is a coefficient depending on the technology, 
effective series resistance of the filter capacitor for 
MOS transistor with channel width equal to 1µm, gait 

oxide capacitance, and on channel length of the MOS 
transistor. 

The high fs is the key parameter, which allows 
integration of the passive filter components of buck 
dc-dc converter [12]. The influence of the fs and ΔiL 
over the losses in the whole designed system is 
evaluated below. The supply voltage VDD is chosen to 
be 3.6 V, which a standard output voltage of lithium-
ion battery. The investigations are made when the dc 
output voltage of the converter is regulated to be 1.3 
V. The average value of the output current in this 
particular case is 22 mA. In Fig.2 is presented the 
dependence of power losses in the output MOS 
transistors M1 and M2 as a function of fs and ΔiL. The 
figure shows that the power losses in the MOS 
transistors increase with fs and ΔiL. The reason is that 
the MOS losses are proportion to fs and ΔiL, as shown 
by (5). 

 
Fig.2. The dependence of power losses in the output MOS 

transistors M1 and M2 as a function of fs and ΔiL. 

In Fig.3 is presented the dependence of power 
losses in filter inductor L as a function of fs and ΔiL. 
The results are obtained when an off-chip inductor 
model is used in simulation. As it can be seen from 
Fig.2 and Fig.3, the power losses in the buck dc-dc 
converter are mainly determined by the filter inductor 
at low fs and ∆iL. With increasing fs and ∆iL, the 
inductance value decrease, and thus the dissipation in 
the parasitic components is lower. On the other hand, 
the power losses in the MOS transistors go up with 
increasing fs. In a particular area of change of the fs 
and ∆iL, the power losses in the filter inductor 
dominate in the buck dc-dc converter. In this region 
with increasing of fs and ∆iL, the total power losses in 
the converter decreases. There is a optimum value of 
the fs and ∆iL at which the efficiency of the buck dc-dc 
converter has a maximum. When the maximum 
efficiency of buck dc-dc converter is reached, the 
power losses in the MOS transistors begin to 
dominate. Further increase of fs и ΔiL leads to lower 
converter efficiency. The power losses in the filter 
capacitor C as function of fs и ΔiL are presented in 
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Fig.4. As can be seen, the filter capacitor losses are 
smaller compare to those in the output MOS 
transistors and the filter inductor. 

 
Fig.3. Dependence of power losses in the off-chip filter 

inductor as a function of fs and ΔiL. 

The power losses Pcap goes up with increase of fs 
and ∆iL, which is in accordance with the formula (7). 

 
Fig.4. Power losses in the filter capacitor C  

as a function of fs и ΔiL. 

The design of the PWM control system is focused 
on the minimization of the current consumption of the 
different building circuits block. The power losses 
respectively in the error amplifier, ramp generator, 
comparator and buffer are considerably small compare 
to the losses in the power stage. 

Efficiency investigation of buck converter 

The efficiency of the designed buck dc-dc 
converter system presented in Fig.1 is investigated 
below. The output voltage of converter for this 
analysis is regulated to 1.3V, and then the effect of the 
fs and ΔiL is evaluated. The results are presented in 
Fig.5. The investigations show that maximum 
efficiency results can be achieved if ΔiL is twice 
higher than average output current of the dc-dc 
converter. In this case the circuit operates at the 
boundary between discontinues and continuous mode. 
The main transistor in the power stage of the buck 
converter is switched-on at zero current. Therefore, 
the power losses are decreased, which improves the 

overall system efficiency. On the other hand, an 
increase of fs, which is desirable for filter’s inductor 
integration, leads to increased switching losses in the 
output MOS transistors. As can be seen from Fig.5, 
the efficiency of the buck converter degrades at higher 
values of fs. 

 
Fig.5. Efficiency of the switching-mode buck dc-dc 

converter system as function of fs and ΔiL. 

Power supply circuits for LTE applications 
Envelope tracking power amplifier system 

 
Fig.6. Block circuit diagram of OFDM modulation. 

In the LTE standard an orthogonal frequency 
division multiplexing (OFDM) modulation is used. 
The information is transferred using several sub-
carrier frequencies. Signals with different amplitude 
and phase are summed in the output of the system 
[11]. Fig.6 shows a block circuit diagram, which 
illustrates the basic principles of OFDM modulation. 
The output signal has big amplitude variation. 
Therefore in order to prevent distortion of the 
transmitted information, the power amplifier should 
be linear. The linearity of transmitter’s PA is highly 
desirable for LTE applications, because it helps to 
avoid interference with nearby users. The big 
disadvantage of linear PAs is that those circuits have 
low efficiency performance. The next important 
feature of the LTE wireless communication standard 
is that PAs have to work with very high peak to 
average power ratio (PAPR) [6]. Therefore in the most 
of time PA has to work in the back-off mode of 
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operation. This leads to further unacceptable 
degradation of the linear PA’s efficiency, if constant 
supply voltage is used. The linear power amplifier 
consumes equal dc energy for large and low input 
signal. Its maximum efficiency can be achieved if 
output power of the PA is high. The efficiency of the 
PA ηPA can be expressed by formula: 

(8) ,out
PA

DC

P
P

η =  

where Pout is a output RF power of PA, PDC is a dc 
power delivered to PA. The most promising and used 
technique for PA’s efficiency improvement is 
envelope tracking [16], [17]. The block diagram of 
envelope tracking power amplifier (ETPA) system is 
shown in Fig.7. The envelope amplifier shown in 
Fig.7 is power supply circuit, which supplies 
dynamically changeable voltage to the RF transistors 
of the power amplifier. 

 
Fig.7. Block diagram of ETPA system. 

The envelope amplifier tracks the PA input signal 
and controls the PA supply voltage according the 
envelope of this signal. In this way, the output voltage 
of envelope amplifier is regulated to be close to the 
envelope of the signal and the overall efficiency ηET PA 
of ETPA system is improved. This parameter can be 
calculated using formula [16]: 

(9) . ,ET PA EA PAη η η=  

where ηEA is the efficiency of the envelope amplifier; 
ηPA is respectively the efficiency of the PA. 

Hybrid envelope amplifier architectures 

In the LTE communication standard envelope 
amplifier has to have fast tracking speed performance, 
because envelope frequency is high. The standard 
PWM controlled switching-mode dc-dc converters, 
used in GSM application, cannot fulfill this 
requirement. The fs of the dc-dc converter have to be 
to be 5 to 10 times higher than the bandwidth of the 
LTE signal, if only switching-mode converter is used 
as an envelope amplifier [18]. In this case the fs will 

be at least higher than 100 MHz, which is going to 
increase to unacceptable values power losses in the 
converter. The result will be a degradation of the 
overall efficiency of the ETPA system. 

In practice, a hybrid combination between linear 
amplifier and switching-mode amplifier are used to 
perform the function of envelope amplifier [6], [11], 
[14]. The main idea is that a switching-mode amplifier 
delivers the low-frequency signal content and the dc 
voltage, while linear amplifier supplies the high 
frequency signals to the transmitter’s PA. In Fig.8 is 
illustrated a series combined hybrid architecture 
composed by a switching-mode buck dc-dc converter 
and a linear amplifier [19]. The linear amplifier in the 
series combined hybrid envelope amplifiers 
architectures should filter output ripples generated 
from buck converter. All the noises coming from 
envelope amplifier to the PA will be mixed with the 
transmitted signal, which will results to a distortion of 
the transferred data. The drawback is that for high fs 
the linear amplifier has a low power supply rejection 
ratio (PSRR) [6]. Also, the entire power delivered to 
the PA goes through power MOS transistor of the 
switching-mode amplifier. Therefore switching power 
losses will be increased especially for high fs. 

 

Fig.8. Series combined switching and linear regulator 
topology of envelope amplifier. 

The block circuit of parallel combined hybrid 
architecture is shown in Fig.9. The switching-mode 
amplifier is used to deliver average power to PA. The 
linear amplifier has to deliver the remaining part of 
the power to PA, when switching regulator cannot 
respond quickly. The most of the envelope powers 
have low frequency, which means that the biggest part 
of the energy is delivered by the high efficient 
switching-mode stage. This leads to increasing of 
overall efficiency of the ETPA system. The low 
efficient linear amplifier delivers only small part, 



“Е+Е”, 3-4/2015 20

between 20% and 30%, of the all necessary energy of 
the PA [20]. 

 

Fig.9. Parallel combined switching and linear regulator 
topology of envelope amplifier. 

Multiphase switching-mode amplifiers 

Multiphase switching-mode amplifiers are an 
alternative of hybrid envelope amplifier used as a 
power supply circuits for LTE applications. In these 
architectures low efficient linear amplifier is 
completely removed. Thus overall efficiency of the 
ETPA system could be increased. Synchronized 
adaptive voltage tracking (SAVT) control of two-
phased buck dc-dc converter is proposed in [18]. The 
block circuit diagram of first stage is illustrated in 
Fig.10. 

 

Fig.10. SAVT control of the two-phased interleaved 
converter [18].  

The fs and the phase of the two sub-converters are 
synchronized in the implemented hysteresis control in 
the proposed method. Thus the spectrum of the 
inevitable switching noises going to power amplifier 
could be predicted. The two-phased interleaved buck 
dc-dc converter is designed and investigated on 
CMOS 0.35 µm process. The block circuit diagram of 
the switching-mode amplifier’s architecture is 

presented in Fig.11. The analyzed multiphase 
converter used PWM control technique. The LTE 
envelope signal is applied to the negative input of the 
error amplifier, while the output voltage of the two-
phased converter is applied to the positive input. The 
control signals of the main MOS transistors of the 
both power buck stages are 180° phase shifted. The 
two-phase converter operates at high switching 
frequency fs, equal to 76 MHz. The supply voltage 
VDD is equal to 3.6 V. Output filter inductors L1 and 
L2 of the both power buck stages are equal to 125 nH. 
The filter capacitor C is equal to 5 pF. The average 
value of the output voltage of the converter is 
regulated to be equal to 1.5 V. 

 

Fig.11. PWM controlled two-phased interleaved buck dc-dc 
converter designed on CMOS 0.35 µm process. 

The load resistance RL of the two-phase converter 

represents the current load of RF PA. A source signal 
with sinusoidal waveform is used in simulations for 
LTE envelope. The frequency of this sinusoidal signal 
is equal to 20 MHz. The sinusoidal signal emulates 
fast changing LTE envelope and it is used in this 
simulations as a test signal to evaluate the tracking 
speed of the buck converter. The output voltage 
signals VT(“SW1”) and VT(“SW2”), respectively of 
the first and second buck sub-converter stages are 
presented in Fig.12. The simulation results 
demonstrate the synchronization operation in the both 
sub-converter stages. As it can be seen from the 
figure, the two voltages are 180° phase sifted. Each 
sub-converter operates at fs equal to 76 MHz. 

The multiphase dc-dc converter architecture helps 
for reducing of the output current ripple Δiout of the 
circuit. The reason is that the phase shifted inductor 
current ripples ΔiL1 and ΔiL2, respectively of the first 
and second sub-converter stage, are summed at the 
output. The output current ripple Δiout of the two-
phase buck converter with non-coupled inductors can 
be expressed by [21]: 
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(10) ( )1 2 ,out
out s

Vi D T
L

Δ = −  

where D is duty cycle of the converter, Ts is switching 
period of converter, L is the value of filter inductors 
(if L1=L2, which is the case of the investigated dc-dc 
converter architecture). 

 

Fig.12. Waveforms of output voltage signals VT(“SW1”) 
and VT(“SW2”). 

According to (10) minimum values of Δiout can be 
received if duty cycle of the converter D is close to 
0.5. The inductor current ripples ΔiL of the single-
phase and two-phase interleaved buck converter with 
non-coupled inductors have equal values, and can be 
expressed by [21]: 

(11) ( )1 ,out
L s

Vi D T
L

Δ = −  

The waveforms respectively of ΔiL1, ΔiL2 and Δiout 
of two-phase converter are presented in Fig. 13. 

 

Fig.13. Waveforms of ΔiL1, ΔiL2; and Δiout of two-phase buck 
dc-dc converter. 

The investigations are made when the average 
value of the output voltage of the two-phase converter 
is equal to 1.5 V. The obtained results show that: ΔiL1 
is equal to 88.4 mA; ΔiL2 is equal to 83.14 mA, and 
Δiout is equal to 9.2 mA. The average value of the 
output current of the two-phase buck dc-dc converter 

is equal to 100 mA. The results show that Δiout is 
decreased around 9 times than ΔiL1 and ΔiL2, for these 
particular output parameters of the designed two-
phase converter. 

Table 1 
buck 
converter

Eff. 
[%] 

Iout(av) 
[mA]

Δiout 
[mA] 

ΔVout 
[mV] 

PPMOS 
[mW] 

PNMOS 
[mW] 

single 
phase 71 50 9.2 308 3.78 11 

two-
phase 70.9 100 9.2 132 4.1 10.9 

 
Table 1 presents the obtained simulation results of 

a single-phase and two-phase buck converters 
investigated at equal conditions. The values of filter 
inductors of two circuits are equal to 125 nH, the filter 
capacitors are equal to 5 pF, fs is equal to 76 MHz. 
The average values of the output voltages of the 
converters are equal to 1.5 V. The average value of 
load current of the two-phased dc-dc converter is two 
times higher than the single-phase circuit. The 
simulations show that Δiout of the two converters have 
equal values, while output voltage ripple ΔVout of 
single-phase converter is more than twice higher than 
ΔVout of two-phase converter. Ideally, the ratio could 
be even higher if the two-phase converter operates 
near D=0.5. If the single-phase converter should 
deliver the same output voltage ripples, the output 
capacitance C should be significantly increased, which 
would impact negatively the tracking speed of the 
converter. If a reduction of tracking speed is not 
acceptable, the large ripples should be compensated 
by a linear amplifier, which on the other hand would 
degrade system efficiency. 

Conclusion 
In this paper are considered different power supply 

circuit’s architectures suitable for portable electronic 
devices. PWM controlled buck dc-dc converter 
designed on CMOS 0.35 µm process is presented. The 
power losses in the output switching transistors, filter 
inductor and capacitor and evaluated. Efficiency 
performance of the converter as function of fs and ΔiL 
is investigated. The obtained results show that 
maximum efficiency is achieved when ΔiL is twice 
higher than average output current of the dc-dc 
converter. A two-phase buck dc-dc converter is 
designed on CMOS 0.35 µm technology. The effect of 
decreased Δiout compared to single-phase converter is 
demonstrated. The results demonstrate that two-phase 
dc-dc converters are appropriate choice for LTE 
applications, when a high frequency envelope signal 
has to be tracked. 
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Investigation of intrusion detection 
and intrusion prevention systems 

in eHealth hospital network 

 Maria V. Nenova  

 
The fast growth of the requirements in the eHealth area leads to the problem of protection of 

personal data and the need of secure transmission via communication channels. The investigated and 
proposed in the paper solution may be used in a healthcare facility’s corporate network where the 
patient sensor network is expected to send to the processing units the required in the fewest possible 
number of data packages, using just one of its sensor to make a connection. Another fact to be 
considered is that package size must be optimal so as not to incur a loss of large and significant 
information. The solutions proposed may be used for intrusion protection of networks, whose units 
must receive as little load as possible from the software products used and from the communication 
process. This is mostly required for units, whose task is to process or store a large volume of diverse 
information at the same time, as well as for units, whose task is to process and visualize information 
by using specialized software products.  

Изследване на система за детекция и предотвратяване на интрузии в мрежа за 
електронно здравеопазване (Мария В. Ненова). Непрекъснатото увеличаване на 
изискванията в областта на електронното здравеопазване води до проблема за защита на 
личните данни, както и необходимостта от сигурното им предаване по канала за връзка. 
Изследваното и предложено в доклада решение може да се използва в глобалната здравна 
мрежа, където се очаква, че сензорът на пациента изпраща на обработващите елементи, 
възможно най-малко на брой пакети от данни, като се използва само един сензор, за да се 
осъществи връзка. Друг факт, на който е необходимо да се обърне внимание е размера на 
пакета, който да е оптимален, така че да няма големи загуби на важна информация. 
Предложените решения могат да се използват за защита от проникване в мрежата, чиито 
елементи е необходимо да имат минимално натоварване, както от софтуерните продукти, 
така и от самия процес на комуникация. Това е необходимо, най-вече за устройства, чиято 
задача е да обработва или съхранява голям обем разнообразна информация по едно и също 
време. Това е в сила и за устройства, чиято цел е да обработва и визуализира информация чрез 
използване на специализирани софтуерни продукти. 

 

Introduction 
The term e-Health entered popular use in late 1999 

[1]. It brings together public healthcare, medical 
informatics, healthcare service provision and 
information by using state-of-the-art information and 
communication technology.  

The purpose of e-Health is to solve to underlying 
yet fundamentally different issues. Most countries are 
facing the dilemma of how to maintain high level of 
healthcare vis-à-vis price increases in the healthcare 
services and specialized healthcare facilities.  At the 
same time the underpopulated areas of developing 
countries suffer from abnormally high patient-
physician ration, which stands at 1 500:1 for Latin 

America and South Asia, 5 000:1 for Northeast Asia, 
and 20 000:1 for Central Africa [2]. Both issues are 
solved by the introduction of e-Health.  

For most countries, setting up an electronic health 
platform is an important step towards provision of 
more efficient and better quality healthcare services 
going forward. However, implementation of e-Health 
also needs appropriate software protections to ensure 
data security for patients and stakeholder institutions.  

The focus herein is on this particular issue, namely 
protection against attacks (intrusions) on the corporate 
network of any healthcare facility taking part in e-
health.  

The main objective is to propose, following 



“Е+Е”, 3-4/2015 24

analysis of the potential intrusion sources, a functional 
model of network protection via use of a Snort 
system.  

The information collected and processed by a 
tablet, laptop, or another device may be saved in the 
database of the е-Health platform. Then it may be 
used not just to diagnose the patient, but also generate 
emergency medical care signals via the internet. The 
accessibility and mobility of the devices used by 
patients in their daily lives poses a challenge. [3]. 

 

Fig.1. General view of е-Health. 

Introduction of electronic storage and exchange 
functions for registries, health dossiers, case histories, 
etc., which contain personal data and health 
information, requires protection of such information, 
since it is easy to intrude. 

Intrusion actions, which may be carried out, form 
just part of those familiar to and valid for the explored 
corporate network All of them jeopardize 
confidentiality of patient information and their 
medical dossier. The data transmitted from and to the 
sensor networks communicating with the servers, the 
data from and to transition devices performing the 
calculation and processing of the information 
collected, are also jeopardized. Unobstructed access to 
the еHealth system by patients, physicians and other 
parties in the еHealth network, is also under threat. 

Specific software and protection system are 
required to protect the network from unauthorized 
access and intrusions. Once an intrusion is detected, 
operation of a preventive action mechanism is 
required to start. The following systems are used to 
implement such actions: 

Prevention  
Intrusion Detection Systems (IDS) – These may 

include all devices, which automatically register, 
analyze, and give out signals about each unauthorized 
activity in the communication network. [4]  

Intrusion Prevention Systems (IPS) – These 
systems activate intrusion elimination steps, if 
intrusion signal has been given. [5] 

Such systems are extensively used in corporate 
networks.  

Intrusion detection and prevention systems 
Intrusion detection systems register any abnormal 

behavior in the communication network’s traffic and 
determine whether such behavior constitutes intrusion. 
They are used to protect against threats of known and 
unknown origin, as well as to protect against network 
or system blocking. On their own such systems are not 
sufficient for the system’s comprehensive protection. 

Protection against known threats takes place based 
on a search for known intrusion models in the traffic 
and events. Protection against unknown threats takes 
place based on construction of hypotheses to 
categorize any events as threats by using artificial 
intelligence, expert systems, or adaptive traffic 
filtering by specialized software. Blocking protection 
takes place based on detection of attacks, which cause 
network overloading with redundant traffic.  

What is characteristic of IDS systems is that the 
package filtering rules are used on the entire package 
content or on successive packages. Analyzed are both 
the header and the actual information carried by the 
package. Analysis aims to detect a row of symbols, 
which may result in the occurrence of intrusion if they 
end up in the network. Two methods of analysis are 
used: 

Signature analysis – a method for searching 
predefined models (rows of symbols) in incoming 
packages.  

Anomaly analysis – a method for detection of 
certain models (incoming order of packages) in the 
network traffic, which are predefined as intrusion 
carriers.  

Package analysis may be performed real-time or 
after the package has been copied onto another port. 

System Snort 
Snort is an IP (Internet Protocol) based network 

system for intrusion detection developed on open 
source basis. It may be configured and operated in 
three different modes of operation: 

• Packet Sniffer – In this format Snort is in a 
sniffing function, wherein packages in the 
network are read and visualized on the end 
use screen.   

• Packet logger – In this function Snort is only 
used to detect and protect the packages, which 
are retransmitted in the network.  

• Network IDS – Snort in a network system 
format for intrusion detection. This function is 
the most complex one and requires extra 

   Biomedical sensors 

 Internet  Database 

 eHealth Center 
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configuration but it has the capability of being 
set in such a manner that client’s specific 
needs. 

• Snort may only be used in one of the above 
formats at a time. 

The overall structure of Snort is presented on Fig. 2. 

 
Fig.2. SNORT structure. 

Once packages enter the system, they move on to 
the “package decoder”. It prepares packages from 
different interfaces for processing. interfaces  may be 
SLIP (Serial Line Internet Protocol), PPP (Point-to-
Point Protocol), and others.  

The preprocessor arranges and modifies the 
package data for the purpose of recovering their 
original appearance.   

The track detection machines are tracing any tracks 
or signs of intrusions via a system of rules. The 
detection machine must operate real-time in order not 
to hold up traffic and thus destroy a number of user 
sessions. 

Depending on whether intrusion has been detected, 
an alarm message may appear onscreen or be saved on 
the hard drive. 

It may be recommended to use a Linux/UNIX 
operating system for the purpose of using Snort more 
flexibly. This would not result in any limitation of its 
capacity or operations, which may be performed with 
it.  

Snort will not change, on the contrary, use of Snort 
in a Linux/UNIX environment is more extensively 

explored overall and offers more customization 
opportunities to the organization’s particular needs. 
Snort is believed to be more stable and reliable in such 
types of environments. 

To boost the economic efficiency of the proposed 
solution, namely, to use Snort as an IDS in 
background mode, it is also proposed to use 
Linux/UNIX operating system as basis for the 
application. The proposal was made based on the 
above factors. 

Snort testing rules 
The following rules were reviewed and explored 

in depth in order to determine Snort’s functional 
capabilities: [6], [7], [8] 

Rule #1:  
Alert tcp any any -> any any 
(content:”www.google.com”; 
msg:“Someone open google”; 
sid:1231213) 

The above rule tracks the opening of the relevant 
page and when such action is taken it sends alarm via 
a message in the console or in a file. The package 
belongs to the TCP protocol, which may come from 
any IP address and is addressed to any IP address in 
the network. Sid (Snort Identification number) is the 
unique number of the generated rule. Since the rule is 
client-generated, its number is above 10, 000.  

Rule #2: 
Alert tcp any any -> 127.0.0.1 

any (flags: A; \ack:0; msg:“TCP ping 
is detected!”) 
The above rule tracks attacks and performs inspection 
of host activity. An Acknowledgement (А) flag of „0” 
value is used. The package belongs to the TCP 
protocol, which may come from any IP address and is 
addressed to the computer’s local IP address. [9], [10] 

Rule #3: 
Alert tcp 192.168.1.33 any -> any 

any (msg:“Traffic from 192.168.1.33 
is detected!”;) 
The above rule tracks any TCP packages coming in 
from a certain IP address and addressed to any IP 
address in the network. If the event of such package, 
the following warning message appears.   

 Rule #4: 
Alert tcp any any -> any any 

(msg:“Possible exploit attack!”; 
content:“|90|”; nocase;) 

The above rule tracks TCP packages from any IP 
address, which are addressed to any IP address in the 
network and contain a certain number (or text). In this 
particular case the tracking is for the appearance of a 
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sequence of numbers in a hexadecimal code. In the 
event of such code, a warning message appears.  

Simulations and experiments  
The simulation program consists of a server, a 

switch, and clients of variable number. 

 

 
Fig.4. General model of the network with  

one server, switch and client. 

The values from the simulation start with initial 
parameters are shown in Table 1. The values are 
derived for a variable number of clients. 

Initial parameters: 

On the client side:  
- Time to make a connection – 10 [s]; 
- Order lead time – 2 [s]; 
- Number of orders for one connection made – 

5; (Considering that the examined network is 
a corporate one and each client (BAN or 

another computer) would send to the server 
more than one data package for processing). 

- Number of connections made by all clients – 
5000 connections;  

 

Table 1 
Value of initial parameters for a variable number of clients  

Initial parameters 1 client 8 clients 20 clients 
Т 

(simulation time) 
 

16605.78 
[s] 

 
1669.27 [s] 

 
629.23 [s] 

Simsec/sec 
(1 sim. sec. / 1 
real-time sec.) 

 
1.000992 

 
1.000918 

 
1.00012 

Event/simsec 
(event / 1 sim. 

sec.) 

 
3.33492 

 
17.9689 

 
54.3481 

 
On the server side: 

- Order processing lead time – 0.1 [s]; 
On the switch and channel side: 

- Maximum number of packages queued – 20; 
- Wait time – 10 [s]; 
- Delay in package transmission – 10 [ms]; 

The following are reported: 
- Total time to conclude the simulation - T; We 

are interested in that one being minimal so 
that there would be optimal communication 
among network components. 

Simsec/sec – averaged ratio of one simulation 

 
Fig. 3. Features a snort started in the Windows 7 operating system. 
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second to one real-time second. This ratio must be 
approximately one (~1) on order to have real-time 
communication. 

Event/simsec – averaged ratio of an event 
(connection making) to one simulation second; the 
purpose is for this ratio to be minimal in order for the 
simulation to support the real-time data transmission. 

It follows from the reported results that a change in 
the initial parameters is required: 

The parameters below were changed, as follows: 
 On the client side: 

- Time to make a connection – 5 [s]; 
- Order lead time – 1 [s]; 
- Number of orders for one connection made – 

1. (Considering that the examined network is 
a corporate one and each client (BAN or 
another computer) would send to the server 
more than one data package for processing); 

 On the server side: 
- Order processing lead time – 0.1 [s]; 

 On the switch and channel side: 
- Maximum number of packages queued – 20; 
- Wait time – 5 [s]; 
- Delay in package transmission – 5 [ms]; 

Once the simulation was started for the relevant 
number of clients, the following data were derived: 

 

Table 2 
Value of parameters following change in the initial ones  

 1 client 8 clients 20 clients 
Т 

(simulation 
time) 

 
12003.45 

[s] 

 
1018.61[s] 

 
342.27[s] 

Simsec/sec 
(1 sim. sec. / 1 
real-time sec.) 

 
1.00042 

 
1.000027 

 
1.000146 

Event/simsec 
(event / 1 sim. 

sec.) 

 
2.70023 

 
65.215 

 
132.3686 

 
Following the conclusions made, the relevant 

changes were introduced in the parameters used for 
the simulations in order to achieve optimal real-time 
data transmission. The following parameters were 
changed: 

On the client side: 
- Time to make a connection – 5 [ms]; 
- Order lead time – 5 [ms]; 
- Number of orders for one connection made – 

3. (Considering that the examined network is 
a corporate one and each client (BAN or 
another computer) would send to the server 

more than one data package for processing). 
We change the number of sent data packages 
since it would not be realistic that only one 
package would be sent throughout the entire 
communication. 

On the server side: 
- Order processing lead time – 0.1 [s]; 

On the switch and channel side: 
- Maximum number of packages queued – 20; 
- Wait time – 3 [s]; 
- Delay in package transmission – 4 [ms]; 

We now add a new parameter „Total memory 
limit”=32MB. This is the memory allocated for 
buffering outgoing vectors. It is commonly 16MB. By 
increasing it we ensure more efficient data processing 
during simulations. The main objective is to simulate 
data transmission in a channel with 2Gbps capacity. 
Once the simulation was started for the relevant 
number of clients, the following data were derived. 

Table 3 
Value of parameters following the second change 

in the initial ones  

Initial parameters 1 client 8 clients 20 clients 
Т 

(simulation time) 
 

6870.34 
[s] 

 
793.53 [s] 

 
291.81 [s] 

Simsec/sec 
(1 sim. sec. / 1 
real-time sec.) 

 
0.99704 

 
0.99953 

 
1.000012 

Event/simsec 
(event / 1 sim. 

sec.) 

 
2.91221 

 
49.6671 

 
120.3331 

 
After the last data set from the simulation were 

derived for a variable number of clients, the relevant 
conclusions and recommendations were made in 
previous section. 

Conclusion 
The solutions proposed herein for intrusion 

protection may be used in various corporate networks, 
not just those of a healthcare facility. The software 
products used may find extensive application since 
they also offer the option of modeling depending on 
the organizations’ specific needs. 

It may be used in a healthcare facility’s corporate 
network where the patient sensor network is expected 
to send to the processing units the required in the 
fewest possible number of data packages, using just 
one of its sensor to make a connection. Another fact to 
be considered is that package size must be optimal so 
as not to incur a loss of large and significant 
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information.  
The solutions proposed may be used for intrusion 

protection of networks, whose units must receive as 
little load as possible from the software products used 
and from the communication process. This is mostly 
required for units, whose task is to process or store a 
large volume of diverse information at the same time, 
as well as for units, whose task is to process and 
visualize information by using specialized software 
products.  

The solutions proposed may also be used in 
corporate networks, which may invest in the creation 
of a high-speed communication network.  
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Algorithms for carrier frequency recovery  
in DVB−S2 receivers  

Lyubomir B. Laskov, Lidia T. Jordanova 

 
In this paper six algorithm for carrier frequency recovery are examined, namely D&M, L&R, 

Fitz, M&M, Modified M&M and Kay. A mathematical description of algorithms and expressions for 
determining the frequency estimation depending on number of pilot symbols, delay, number of auto-
correlators, number of summations of auto-correlations and number of data symbols between two 
pilot sequences are given. Parametric analysis of algorithms used in DVB-S2 has been performed, as 
well as optimization of their parameters. A comparative analysis of the studied algorithms for carrier 
frequency recovery in terms of magnitude of the frequency error and the number of mathematical 
operations required for the carrier frequency recovery is done. 

Алгоритми за възстановяване на честотата на носещото трептение в DVB−S2 
приемници (Любомир Б. Ласков, Лидия Т. Йорданова). В статията са разгледани шест 
алгоритъма за възстановяване на честотата на носещото трептение, а именно D&M, L&R, 
Fitz, M&M, Модифициран M&M и Kay. Дадено е математическо описание на алгоритмите и 
изрази за определяне на честотната оценка във зависимост от броят на пилотните символи, 
закъснението, броя на използваните автокорелатори, броя на пилотните последователности 
върху които се извършва сумиране и броя на информационните символи между две пилотни 
последователности Извършен е параметричен анализ на наложилите се в DVB-S2 алгоритми, 
както и оптимизация на техните параметри. Направен е сравнителен анализ на изследваните 
алгоритми за възстановяване на честотата на носещото трептение по отношение на 
големината на честотната грешка и броя на математическите операции необходими за 
възстановяване на носещото трептение. 

 

Introduction 
One of the main problems of digital satellite 

television receivers is carrier frequency and phase 
recovery, which is required of the process of 
demodulation. The reason for this is the fact that the 
DVB-S2 receiver should operate at very low SNRs 
and consumer-type DVB-S2 receivers typically use 
low cost oscillators, which introduce a large initial 
carrier frequency offset (e.g., 5MHz at 27.5 Mbaud) 
[1]. An additional problem occurs when operating in 
Adaptive Coding and Modulation (ACM) mode in 
which modulation can change at any package. 

Numbers of fast-converging methods for solution 
of this problem have been presented in the literature, 
most of which are intended for application with 
linearly modulated, burst-mode signals transmitted 
over the Additive White Gaussian Noise (AWGN) 
channel. Depending on whether it is necessary to add 
extra information, they are divided into data aided 
(DA) and non data aided (NDA) algorithms. In the 

second case (NDA) it is possible to use the same 
algorithms as in the first (DA) case, provided that the 
received PSK signal is first operated on by a suitable 
nonlinear function that would make it independent of 
the symbol sequence [2]. 

Depending on whether the algorithm operates with 
a feedback or with feedforward, they are divided into 
two types: open loop (feed-forward) and closed loop 
(feed-back). The advantage of the first type of 
methods is more accurately determining the frequency 
and smaller dependence on intersymbol interference 
(ISI). Its disadvantage is the requirement of a larger 
number of periods of the carrier, required to ensure 
the needed accuracy of carrier frequency recovery [2]. 

The aim of this paper is to study the effectiveness 
of the algorithms for carrier frequency recovery in the 
digital satellite television receivers from second 
generation (working under the standard DVB-S2), and 
to make a comparative analysis of the recommended 
in the standard, and other suitable for this purpose 
algorithms. 
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Block diagram of DVB-S2 demodulator 
The block diagram of the DVB-S2 demodulator is 

shown in Fig. 1. The incoming IF signal is digitized 
by a high-speed analog-to-digital converter (ADC) 
and then the digital samples feed the first digital 

processing unit, the digital down-converter (DDC). 
The rate of signal sampling Fs in ADC is chosen so as 
to satisfy the Nyquist criterion and be k times the 
symbol rate Rs of the received signal, where k is an 
even integer. 

DDC converts the IF signal into baseband complex 
I/Q signals, through two cascaded stages of frequency 
down-conversion [3]. In order to maintain the 
dynamic range of the signal at the input of the ADC, 
in the DDC the block AGC Control is provided, which 
serves to control the system of Automatic Gain 
Control (AGC) of the IF amplifier. 

In the first step of the DDC processing the ADC 
samples are multiplied with a periodic sequence 
resulting to two signal components of half the ADC 
sampling rate (Fs/2). In order to suppress unwanted 
high frequency components, the resulting signals are 
fed to low pass filter (block LPF), and then subjected 
to down-sampling. 

In the second step of the DDC processing the 
signal is passed to the programmable frequency down-
converter that utilizes a numerical control oscillator 
(NCO) and a complex multiplier, with both running at 
Fs/2. NCO is managed by the system of coarse carrier 
frequency recovery. In the sample rate conversion 
(SRC) block the sampling rate of the DDC output is 
adjusted to an integer multiple of the actual symbol 
data rate. 

The signal output of the DDC is fed to the block of 
symbol timing recovery (STR). It is a second order 
feedback loop utilizing Farrow structured cubic 
interpolator along with NDA (Not Data Aided) TED 
(Time Error Detector) proposed by Gardner [4]. 

Then frame synchronization is performed, which is 
done by searching the physical layer (PL) header 
using an appropriate correlator that operates on a 

symbol-by-symbol basis. 
As it is known the coherent demodulation require 

recover the frequency and phase of the carrier. In 
DVB-S2 receivers for this aim are applied circuits for 
coarse and fine carrier frequency recovery and carrier 

phase recovery. 
For coarse frequency recovery is used second order 

feedback loop based on a Delay and Multiply (D&M) 
frequency error detection (FED). The fine carrier 
recovery It is based on a modified version of the 
algorithm of Luise and Reggiannini (L&R). Since 
both algorithms for carrier frequency recovery, as well 
as algorithm for coarse carrier phase recovery required 
the presence of pilot signals, a pilot sequence is added 
to the transmitted signal. This sequence has a length 
of 36 characters and is transmitted on every 32 data 
slots (1 data slot = 90 symbols) [1].  

When receiving a QPSK or 8PSK signals is used 
only coarse phase recovery, and for APSK 
modulations - coarse and fine phase recovery. For 
coarse phase recovery, a pilot-assisted maximum-
likelihood (ML) feed-forward estimator is used for 
computing the average phase of each pilot field. The 
pilot-aided interpolation techniques consist in deriving 
the phase trajectory over the data symbols by just 
linear interpolation of estimates performed over two 
consecutive pilot fields.  

For fine phase recovery is used a closed-loop based 
on the NDA phase error detector of Q-th power (Q = 3 
for 16APSK and Q = 4 for 32APSK). As a result of 
raising of the Q-th level APSK constellation and 
phase shifts on the appropriate angle is obtained a 
QPSK constellation. 

Since the decoder needs accurate soft information 
about the received symbol distance from the reference 
constellation points, after coarse phase recovery is 
added the block Digital automatic gain control 
(DAGC). Its task is to adjust the level of the incoming 
symbols to the reference constellation, by using 
known pilot symbols in order to determine the 
amplitude multiplication factor. 

 
Fig. 1. Block diagram of DVB-S2 demodulator. 
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Fig. 2 shows a block diagram of a system for 
carrier frequency recovery. The signal from the output 
of the Symbol Timing Recovery block is fed to the 
demultiplexer (Demux), in which the pilot symbols 
are separating. They are used in the block "Coarse 
FED; Delay & Multiply "to determine the frequency 
error by applying the "Delay & Multiply" algorithm. 
The obtained signal is filtered by the "second order 
loop filter" and fed to the numerical control oscillator. 
By changing the frequency of the NCO is achieved 
coarse compensation of the frequency error of the 
signal, obtained by frequency conversion in DDC. 

 
Fig. 2. Block diagram of carrier frequency recovery system. 

The separated pilot sequences are fed to the block 
"Modified L & R Frequency Estimator", in which they 
are processed in order to determine the fine frequency 
error. For this purpose a modified version of L & R 
algorithm is used, whose essence is reduced to 
averaging the summations of the autocorrelation 
functions over many consecutive pilot fields before 
computing the argument function for improving the 
precision of the estimates. The obtained signal of 
frequency error is fed to the block "Integrator / Look-
up Table", where a determination weighting factor 
corresponding to the obtained frequency error. This 
factor is multiplied with the signal coming from the 
block Symbol Timing Recovery and the resulting 
signal is fed to the block for carrier phase recovery. 

Mathematical description of studied algorithms 
The Delay and Multiply method (D&M), which 

is used to coarse carrier frequency recovery is 
reduced to multiplication of the current sample with 
the complex conjugated version of the previous 
sample. In this algorithm for the determination of 
the normalized frequency estimation the following 
formula is used [5]: 

(1) 
1ˆ arg ( ) *( ) *( ) ( )

pL

k D
f y k c k y k D c k D

D =

 
= − − 

 
 , 

where Lp is the number of pilot symbols, D is a delay 
value, c(k) is the known pilot sequence, y(k) is sample 
after matched filter, corresponding to the pilot signal 
c(k) and x* is a complex conjugate version of x. 

The values of the “arg” function are calculated by 
the formula 

(2)                arg( ) atan(Im( ) / Re( ))x x x= , 

where Im(x) and Re(x) are imaginary and real part    
of x. 

In a modified version of the algorithm of Luise and 
Reggiannini (L&R) averaging over several pilot 
sequences is performed. Normalized frequency 
estimation in this algorithm is determined by the 
expression [2] 

(3)         
1

0 1

1ˆ arg ( , )
( 1)

L M

l m
f R m l

Mπ

−

= =

 =  +  
 , 

where M is the number of auto-correlators, L is the 
number of summations of auto-correlations (for 
classical L&R algorithm L = 1), m is current auto-
correlator, l is the current pilot sequence, а R(m,l) is 
an autocorrelation function. It is determined by the 
following expression [5]: 

(4)

1

2

1( , ) ( ) *( )

( )

p

S

L

d d
k mp

j mfT

R m l z k lL z k m lL
L m

e n mπ

−

=

= + − + =
−

= +

 , 

where n(m) is a zero-mean noise term, Ld is the 
number of data symbols (in DVB-S2: 16 data slots x 
90 symbols = 1,440), TS is symbol period, and z(k) is 
determining by the expression [2]  

(5)                     ( ) ( ) *( )z k y k c k= . 

To determine the error variance σe
2 at large values 

of carrier to noise ratio (CNR) the following 
expression can be used [6] 

(6)
2 2

2 2 2 2
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1{( ) }
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− →
+

− − − − − −  − − − − −  





, 

where min indicates the minimum between its two 
arguments, u(x) is the unit step function of x and ρ is 
carrier to noise ratio (CNR). Expression (6) is valid in 
the case where 2πf’TSM << 1.  

Besides the two presented methods for carrier 
frequency recovery, which are used in the receivers 
for satellite TV programs, here are discussed four 
additional suitable for this purpose algorithms. At the 
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first of them - Kay algorithm, for determining the 
normalized frequency estimation the following 
relationship is used [2]: 

(7)           { }
1

1

1ˆ ( ) arg ( ) *( 1)
2

pL

k
f k z k z kγ

π

−

=

= − , 

where γ(k) is obtained from the expression [2] 

(8)           
2

2

3 2
( ) 1

2( 1)
p p

p p

L k L
k

L L
γ

 − 
= −  −    
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The second considered algorithm is the Fitz 
algorithm. In it the normalized frequency estimation is 
defined by the expression [2] 

(9)               { }
1

1ˆ arg ( )
M

Fitz
k

k
f W R k

M =

=  , 

where R(k) = R(k,0) and Wk
Fitz is obtained from [2] 

(10)               
6

( 1)(2 1)
Fitz

k
kW

M M M
=

+ +
. 

The next algorithm for carrier frequency recovery, 
discussed in this paper is the standard algorithm of 
Mengali and Morelli (M&M). Normalized frequency 
estimation in this algorithm is obtained from the 
relationship [5] 

(10)       { }&

1

1ˆ arg ( ). *( 1)
2

M
M M

k
k

f W R k R k
π =

= − , 

where Wk
М&М is obtained from expression [5] 
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The last algorithm is the modified algorithm of 
Mengali and Morelli (M & M2). In it the normalized 
frequency estimation is determinated by the 
expression [5]:  

(13)         { }
1

1ˆ arg ( ) *( 1)
2

M

k
f R k R k

π =

 = − 
 
 . 

D&M and L&R algorithms for carrier 
frequency recovery 

Fig. 3 and fig. 4 shows the results from research on 
influence of the delay between samples D and CNR at 
the input of the demodulator on the normalized 
frequency estimation for D&M algorithm. The given 
dependencies are obtained when the value of the 
parameter number of pilot symbols Lp = 36. 

As seen from fig. 3, the error of recovered carrier 
frequency is a minimum when D is in the range of 5 to 
30 symbols. After taking into account the fact that 
with increasing of delay between samples, the 
hardware requirements increase, for selection of D is 
recommended to meet the requirement 2 ≤ D ≤ 5 
characters. 

 
Fig.3. Dependence on normalized frequency estimation 
variance of delay at D&M carrier frequency recovery 

algorithm 

The influence of the carrier to noise ratio CNR at 
the input of the demodulator on the normalized 
frequency estimation can be estimated by using the 
fig. 4. To obtain these dependencies is taken into 
account the recommended above acceptable range of 
variation of the parameter D. 

 
Fig. 4. Normalized frequency estimation variance versus 

CNR at D&M carrier frequency recovery algorithm 
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The analysis of the results shows that in order to 
ensure the maximum relative frequency error 
Δfmax = 5,3.10-5, which is required from carrier 
frequency recovery block, it is necessary that the CNR 
at the entrance of the demodulator has the following 
values: CNR ≥ 19,1 dB at D = 2 symbols; CNR ≥ 19,1 
dB at D = 2 symbols; CNR ≥ 15,8 dB at D = 3 
symbols и CNR ≥ 13,6 dB at D = 4 symbols. Taking 
into account that for larger values of D the number of 
computational operations increases, it is 
recommended the selection of D = 2 symbols.  

The influence of CNR on normalized frequency 
estimation for L&R algorithm for carrier frequency 
recovery is illustrated in fig. 5. The study was 
performed for different values of the number of pilot 
sequences L, over which is make averaging  and the 
number of auto-correlators M, as it is assumed that 
Lp = 36. The figure shows that for the larger values of 
L and M the smaller frequency error is provided, but 
this is associated with an increase in the 
computational operations required for carrier 
frequency recovery. Furthermore, when using a large 
number of pilot sequences the influence of number of 
auto-correlators is negligible. 

 
Fig. 5. Influence of CNR on normalized frequency 

estimation variance at L&R carrier frequency recovery 
algorithm. 

The analysis made shows that in order to ensure 
the necessary value of the normalized standard 
deviation of the frequency jitter (5,3.10−5) the required 
CNR value at the input of the demodulator need to be 
greater than: 9,03 dB when L = 500 and М = 9, 
5,32 dB when L = 500 and М = 18, 2,62 dB when 
L = 1000 and М = 9, 2,16 dB when L = 1000 and 
М = 18. 

Comparative analyzes of the studies Algorithms 
During the comparative analysis the standard 

parameters defined in the DVB-S2 (Lp = 36, M = 18, 
D = 2) will be used, except the number of pilot 
sequences over which averaging is performed as such 
will not be done i.e. L = 1. 

 
Fig.6. Variance performance of CFO estimation algorithms 

versus CNR for different algorithms. 

Fig. 6 shows the dependence of the normalized 
frequency estimation on CNR for the considered 
methods for carrier frequency recovery. The values of 
the normalized frequency estimation are given in 
Table 1.It is obvious that for a given value of carrier 
to noise ratio at the input of the demodulator, 
minimum error of the recovered carrier frequency 
provides M & M algorithm. The M&M algorithm 
however needs a significant number of multiplication 
and arc-tangent operations. 

Table 1 
Calculated values of normalized frequency estimation 

CNR [dB] 5 10 15 20 
L&R 9.99.10−4 5.62.10−5 3.16.10−5 1.78.10−5

Fitz 3.10−5 1.68.10−5 9.45.10−6 5.34.10−6

M&M 2.66.10−5 1.49.10−5 8.38.10−6 4.72.10−6

M&M2 4.01.10−5 2.25.10−5 1.27.10−5 7.11.10−6

D&M 4.41.10−4 2.45.10−4 1.65.10−4 9.1.10−5 
Kay 2.13.10−4 1.17.10−4 6.51.10−5 3.64.10−5

 
The D&M algorithm needs the least number of 

operations but its variance performance is the worst. 
In Table 2 are shown the number of operations of the 
CFO estimation algorithms. Since for the fixed values 
of number of auto-correlators M, the weighting 
coefficients for the M & M and the Fitz algorithms are 
fixed, then their computing operations can be simply 
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implemented by performing add and subtract 
operations. 

Table 2 
Number of Operations Required 

 multiplication argument 
L&R 495 1 
Fitz 513 18 

M&M 531 18 
M&M2 513 1 
D&M 34 1 
Kay 70 35 

 

Conclusion 
The study results show that the examined in this 

work algorithms for carrier frequency recovery can 
provide the required value of normalized standard 
deviation of the frequency jitter (5,3.10−5) in the 
output of the carrier frequency recovery. When 
determining the optimal parameters of these 
algorithms must be considered acceptable tolerance of 
CNR values at the input of the demodulator (9 to 
12 dB), as well as their computational complexity. 
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ELECTRICAL ENGINEERING 

A model of a single-phase synchronous generator  
with rare earth magnets 

Nikola Georgiev 

 
A model of a single-phase synchronous generator with rare earth magnets (Nikola Georgiev). 

This paper makes a study of a single-phase synchronous 16-pole generator with axial magnetic field 
and rare earth magnets. A model of the synchronous generator has first been developed, taking into 
consideration its geometric dimensions, the materials it is made of, as well as the parameters of the 
windings and of its rare earth magnets. By means of the developed model, the voltages at idle running 
have been calculated for the case of connecting both of its sections in parallel. Replacement schemes 
of the generator for the modes of idle running and active load have been worked out. By means of 
them the output electrical parameters (voltage, current and power) of the 16-pole generator have been 
calculated. Experimental studies of the output electrical parameters of the real single-phase generator 
under the modes of idle running and active load have been conducted. The basic output 
characteristics, obtained from the model, have been compared to those, from the experiments.  

Модел на монофазен синхронен генератор с редкоземни магнити (Никола Георгиев). 
Изследва се монофазен синхронен шестнадесет полюсен генератор с аксиално магнитно поле 
и редкоземни магнити. Първоначално е получен модел на синхронния генератор, в който са 
отчетени геометричните му размери, материалите, от които е изработен, както и 
параметрите на намотките и редкоземните му магнити. С помощта на полученият модел са 
изчислени напреженията на празен ход, при включени двете му секции в паралел. Съставени са  
заместващи схеми на генератора за режимите на празен ход и при активен товар. С тяхна 
помощ са изчислени изходните електрически параметри – напрежение, ток и мощност, на 
шестнадесетполюсния генератор. Направени са експериментални изследвания на изходните 
електрически параметри на разглеждания монофазен генератор в режими на празен ход и при 
активен товар. Сравнени са основните изходни характеристики, получени от модела с тези 
от извършените експериментални измервания. 

 

Introduction 
 The generators with permanent magnets and axial 

magnetic field are with a simple and reliable 
construction and high power per unit of weight. Their 
other advantages are the absence of excitation winding 
and current, which leads to high efficiency in opera-
tion. Additional improvement of their characteristics 
is achieved by using high power permanent magnets, 
such as the rare earth magnets NdFeB [1]. 

Initially, the generators with rare earth magnets 
and axial magnetic field were unilateral with one rotor 
and one stator. Then bilateral generators with one 
rotor and two stators or with two rotors and one stator 
appeared [2]. 

A model of a unilateral generator is considered in 
[3], while [4] discusses a bilateral generator with two 
rotors and one stator, where the total stator magnetic 

flux is calculated by means of the theorem of Stokes. 
In [5], again, a single-phase generator is examined, 
which is bilateral with two rotors and one stator, and 
the flux linkage is calculated by the finite element 
method, and then the r.m.s. value of the phase elec-
tromotive voltage is calculated. Similar are the models 
in [6], where the magnetic flux and the instantaneous 
value of the electromotive voltage are calculated, as 
well as in [7], where the r.m.s. value of the stator 
electromotive voltage is defined.  

A low power single-phase synchronous 16-pole 
generator with axial magnetic field and rare earth 
magnets, composed of one rotor and two stators, has 
been modeled and studied in this paper. 

Exposition 
The paper presents the mathematical model of the 

considered synchronous 16-pole generator.  
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Fig.1 shows the construction scheme of the 
considered two-section generator and a view from the 
left, with the following notations used in the scheme: 
1 - the aluminum rotor; 2 - the rare earth magnets; 3 - 
the windings for sections A and B of the generator; 4 
– the steel stators; 5 – the shaft of the rotor. 

 Fig. 2 shows a top view of the construction 
scheme of the generator and the magnetic circuit. 

The magnet reluctances of both the air gap BRμ  

and the steel stator СТRμ are presented in the two 
figures by a dotted line.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

By means of the law of full current for the m.m.s. 
the following expression can be obtained as an 
instantaneous value: 

(1)  ( ) ( ) ( ). .F t W i t H t l= = , 

(2)  в стl l l= +  , 
 
where: W is the number of turns per winding; 

( )i t  - the current through the winding; 

( )H t  - the magnetic intensity; 
l  - the length of the average magnetic  
 line of force; 
вl  - the length of the air gap; 

стl  - the length of the magnetic line of  
 force through the steel stator. 

 
By using Ohm’s law for magnetic circuits, the 

m.m.s. is expressed again  

(3)  ( ) ( ).F t R tμ= Φ  . 

From the equality of the right members in (1) and 
(3), for the comprised magnetic flux it is obtained  

(4)  ( ) ( ).H t l
t

Rμ

Φ =  . 

From the law of electromagnetic induction the 
e.m.f, induced in a winding, is equal to  

(5)  
( )

1( )
d t

e t W
dt

Φ
= −  . 

Then, after substituting (4) into (5), we obtain  

(6)  1
. ( )( ) .W l dH te t

R dtμ

= −  . 

The magnetic intensity can be expressed by means 
of the magnetic induction and the absolute 
permeability  

(7)  ( ) ( )B t
H t

μ
=  . 

 From the experimental results it can be seen that 
the magnetic induction changes, following a 
sinusoidal law, and therefore it can be written as the 
instantaneous value Вm=1,25 T 

(8)  ( ) sinmB t B tω=  . 

Fig. 1. Constructive scheme of the two-section 
generator and a view from the left  
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Fig. 2. Constructive scheme of part of the 
generator, a top view  



“Е+Е”, 3-4/2015 37

By substituting (8) into (7), we obtain  

(9)  ( ) sinmBH t tω
μ

=  . 

Then, after substituting (9) into (6) is obtained  

(10)  1
. . .( ) cos

.
mW l Be t t

Rμ

ω ω
μ

= −   

The full magnetic reluctance here is obtained from 
an equivalent magnetic scheme, fig. 3, and it is equal 
to the sum of: the air magnetic reluctances for section 
A - BRμ′ , section B - BRμ′′ , and the magnetic 

reluctance of the steel stator СТRμ  

(11)  B B СТR R R Rμ μ μ μ′ ′′= + +  , 

while the absolute permeability μ is the product of 
the air permeability 0μ and the relative permeability 
of the corresponding material rμ  
(12)  0. rμ μ μ=  . 
 
 
 
 
 
 
 
 
 
 
  
  
 
 

The magnetic reluctances are respectively equal to  

(13)  0 0

0

, ,
. .

.
. .

В В
B B

В В

СТ
СТ

r СТ

l lR R
S S

lR
S

μ μ

μ

μ μ

μ μ

′ ′′′ ′′= =
′ ′′

=
 

The permanent magnet is presented by its parallel 
equivalent circuit, consisting of a generator of flux 
Фr(t) and its magnetic conductivity MGμ  

(14) 0. . ,r M
M

M

SG
lμ

μ μ=  

wherein Ф(t)=0,8.Фr(t) [6]. 

After substituting (11) and (13) into (10) for the 
amplitude value of the e.m.f. for one winding it is 
obtained  
 

(15)  1
. . . m

m
СТr В r В

В В СТ

W l BE
ll l

S S S

ω
μ μ

=
 ′ ′′

+ + ′ ′′ 

 . 

 
The circular frequency ω  can be expressed by 

means of the revolutions per minute of the generator n 
and the number of its pole pairs p  

(16)  
2. .

60
p nπω =  . 

 Then, from (15) and (16) the amplitude value of 
the e.m.f. for one winding is equal to  

(17)  1
. . 2. .

60
m

m
СТr В r В

В В СТ

W l B pE n
ll l

S S S

π
μ μ

=
 ′ ′′

+ + ′ ′′ 

 . 

From (17) the effective value of the e.m.f. for one 
winding can be found  

(18)  1
. . 2. .

260
m

СТr В r В

В В СТ

W l B pE n
ll l

S S S

π
μ μ

=
 ′ ′′

+ + ′ ′′ 

 . 

Since the sixteen windings in the corresponding 
section of the stator are connected in series, while the 
two sections are connected in parallel, the full r.m.s. 
value of the e.m.f. will be equal to  

(19)  
16. . . 2. .

2.60
m

СТr В r В

В В СТ

W l B рE n
ll l

S S S

π
μ μ

=
 ′ ′′

+ + ′ ′′ 

 .  

Thus the final expression for the full r.m.s. value of 
the e.m.f. for the generator is obtained and in it the 
geometric dimensions, the parameters of the windings 
and the permanent magnets, as well as the number of 
the pole pairs of the generator and its revolutions per 
minute have been taken into consideration.  

Investigation of the single-phase synchronous 
generator at idle running 

By using (19), the e.m.f. at idle running can be 
calculated for the two sections, connected in parallel. 
The obtained equivalent electric circuit in a complex 
effective form is shown in Fig. 4.  
 

Fig. 3. Equivalent magnetic circuit 
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 In this case the r.m.s. value at idle running is equal 
to the phase e.m.f. of the generator 

(20)  UПХ=E . 
Fig. 5 presents the phase voltage at idle running, 

calculated by means of the model, as well as the 
measured phase voltage at idle running for the 
prototype of the generator, both for sections A and B 
connected in parallel, for the studied range of 
revolutions per minute. 
 

 
 
  
 
 

The maximum relative and fiducial errors at idle 
running for A and B sections connected in parallel 
(fig. 5) are correspondingly δmax=19,2% and 
γmax=17,1%. 

Investigation of the single-phase synchronous 
generator at active load  

By using (19), the e.m.f. at active load RT =5Ω can 
be calculated for both sections, when they work in 
parallel. In this case in an equivalent electrical circuit 
in a complex effective form, the active load resistance 
RТ is also added – fig. 7.  
 
 

 
 
 
 
 
 
 

 
 

  
 
 

With the help of the second law of Kirchhoff the 
r.m.s. value of the phase current is found  

(21)  
( ) ( )2 2.T

EI
R R Lω

=
+ +

 , 

where by R=2 Ω and L=10 mH the equivalent active 
resistance and inductance of the stator windings are 
denoted. Thus the r.m.s. values of the voltage on the 
active load and the full power can be defined  

(22)  , .R T RU R I S U I= =  . 

Figures 7, 8 and 9 present the phase current, 
voltage and full power, calculated by means of the 
model, as well as those, measured for the crafted 
generator for working in parallel sections A and B.  
 

 
 
Fig. 7. Phase voltages of both the model and the generator 

at active load. 

Fig. 4. Equivalent electric circuit at idle 
running. 

Fig. 6. Equivalent electric circuit at active 
load. 

Fig. 5. Phase voltages of both the model and the 
generator at idle running. 
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Fig. 8. Phase currents of both the model and the generator 

at active load. 

 
 

Fig. 9. Phase full power of both the model and the 
generator at active load. 

 Table 1 gives the maximum relative error and the 
fiducial error for the model of the generator (sections 
A and B connected in parallel) at active load of  
RT =5Ω. 

 
Table 1 

Maximum relative and fiducial errors 

 I UR S 
δmax, % 10,34 13,12 18,49 
γmax, % 8,92 9,72 14,83 

 
The calculated maximum relative and fiducial 

errors for the developed mathematical model are 
below 20% and in order to reduce them even more, 
the asymmetries should be taken into account in the 
process of making the generator prototype, as well as 
the chatter in the rotor during its rotation.  

The biggest errors of the mathematical model are 
for the full power for the range of 600 to 700 
revolutions per minute. The errors are the smallest for 
the phase current for sections A and B connected in 
parallel.  

Conclusion  
From the developed model and from the 

measurements of the single-phase synchronous 16-
pole generator with axial magnetic field and rare earth 
magnets the following basic conclusions can be drawn 
up:  

1. In the obtained expression for the full r.m.s. 
value of the e.m.f., the following parameters 
have been taken into account: the geometric 
dimensions, the characteristics of the 
windings and the permanent magnets, the 
number of the pole pairs of the generator, and 
its revolutions per minute.  

2. The obtained mathematical model simulates 
with good precision the work of the studied 
prototype of a generator, wherein the 
maximum relative error and the fiducial error 
are below 20%.  

3. In order to reduce the maximum relative error, 
as well as the fiducial error, it is necessary to 
take into consideration the asymmetries in the 
process of making the prototype of the 
generator, as well as the chatter in the rotor 
during its rotation.  

4. The biggest errors for the model are observed 
for the full power in the range from 600 to 
700 revolutions per minute.  

5. The phase currents, voltages and full power, 
obtained by means of the model, are always 
higher than the corresponding measurements 
for the crafted generator, what is due to the 
asymmetries in the location of the magnets in 
the rotor and of the windings in the stator.  

6. The phase current, voltage and full power, 
calculated by means of the model, and the 
ones, measured for the crafted generator, 
depend almost linearly on the revolutions per 
minute.  

7. When the air gap is reduced, part of the 
magnet reluctances decrease and this could 
improve the output electrical parameters of 
the generator.  

8. The magnetic induction changes, following a 
sinusoidal law, what is experimentally 
established by measuring the output voltages 
by an oscilloscope both at idle running and at 
active load.  
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PRACTICAL APPLICATIONS 

Performance evaluation of Internet traffic  
by network measurements  

Georgi P. Georgiev  

 
A review of the main methods for measurement Internet traffic is made. Some of software 

platforms for network measurements are discussed. The reasons for the need of measurement and 
monitoring of traffic in IP-based networks are: optimization and network planning, quality assurance 
of services and detect security breaches. Internet traffic is heterogeneous and highly bursty. The trial 
network is a LAN, and serves two households. A measurement of the load on the network for a certain 
period with different reporting intervals is made. The change of network traffic also has been 
measured. It has been done a distribution by application layer protocols and by size of the packets. It 
is confirmed that the traffic is heterogeneous and highly bursty. The main protocols are UDP, from 
which we can conclude that the network is mainly used for transmission of multimedia. It is measured 
the size of the transmitted packets and it is found that the quantity of useful information transmitted is 
equal to the quantity of transmitted service information. Through software approximation is made 
relating to the size of the package. With the expansion of modern IP-based networks, monitoring and 
measurement of traffic on them are becoming increasingly necessary. 

Оценка на характеристиките на трафика в интернет мрежата чрез измервания 
(Георги Георгиев). Направен е преглед на основните методи за измерване на трафика в 
Интернет. Разгледани са някои от софтуерните платформи за мрежови измервания. 
Причините за необходимостта от измервания и мониторинг на трафика в IP базираните 
мрежи са: оптимизация и планиране на мрежата, осигуряване на качество на услугите и 
откриване на пробиви в сигурността. Трафикът в Интернет е хетерогенен и силно 
неравномерен. Изследваната мрежа е локална и служи за нуждите на две домакинства. 
Направено е измерване на натоварването на мрежата за определен период от време с 
различни интервали на отчитане. Измерена е и промяната на трафика в мрежата. 
Направена е разбивка по протоколи на приложно ниво и разбивка по големина на пакетите. 
Потвърди се, че трафикът е хетерогенен и силно неравномерен. Използваните протоколи са 
oсновно UDP, от което може да се заключи, че мрежата се използва основно за предаване на 
мултимедия. Измерена е големината на предаваните пакети и е установено, че количеството 
на предаваната полезна информация е равен на количеството на предаваната служебна 
информация. С разрастването на съвременните IP базирани мрежи, мониторингът и 
измерванията на трафика върху тях стават все по- необходими. 

 

I. Introduction 
Network monitoring approaches have been 

proposed and developed throughout the years, each of 
them serving a different purpose. They can generally 
be classified into two categories: active and passive. 
Active approaches, such as implemented by tools like 
Ping and Trace route, inject traffic into a network to 
perform different types of measurements. Passive 
approaches observe existing traffic as it passes by a 

measurement point and therefore observe traffic 
generated by users. One passive monitoring approach 
is packet capture. This method generally provides 
most insight into the network traffic, as complete 
packets can be captured and further analyzed. 
However, in high-speed networks with line rates of up 
to 100 Gbps, packet capture requires expensive 
hardware and substantial infrastructure for storage and 
analysis [3]. 
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Packet Sniffing is a technique of monitoring every 
packet that crosses the network. A packet sniffer is a 
piece of software or hardware that monitors all 
network traffic. This is unlike standard network hosts 
that only receive traffic sent specifically to them. The 
security threat presented by sniffers is their ability to 
capture all incoming and outgoing traffic, including 
clear-text passwords and usernames or other sensitive 
material. In theory, it's impossible to detect these 
sniffing tools because they are passive in nature, 
meaning that they only collect data. While some of 
them are not fully passive, therefore they can be 
detected. Packet sniffer is a program running in a 
network attached Device that passively receives all 
data link layer frames passing through the device's 
network adapter. It is also known as Network or 
Protocol Analyzer or Ethernet Sniffer. The packet 
sniffer captures the data that is addressed to other 
machines, saving it for later analysis. It can be used 
legitimately by a network or system administrator to 
monitor and troubleshoot network traffic [1]. 

A fundamental step for any network design, 
dimensioning or management task is a deep 
understanding of the traffic that the network itself is 
expected to carry. Traffic, in its turn, is a combination 
of application mechanisms and users’ behavior, 
including attitude towards technology, life habits, and 
other intangible cultural phenomena. Such a mix of 
heterogeneous components is made even more 
difficult to understand by the fast evolution of 
technologies and the rapid rise and fall of new stars 
among applications. In the recent years, many 
researchers have focused on the characterization of 
users activity for both residential and University 
campus networks. Even if multiple vantage points are 
exploited, typically these works analyze a single 
campus or ISP and consider users of one country only. 
Measurements often span over a limited amount of 
time without entering in the details about the presence 
of specific traffic patterns of long term trends. It is 
often started from the assumption that two main 
ingredients are needed to understand what the users 
actually do with the ISP network and, possibly, 
foresee what they might due in the near future: a 
traffic analyzer and real data. On the one hand, a 
sophisticated traffic analyzer is needed, capable of 
detecting and distinguishing the presence of traffic 
generated by most of the popular applications. 

The traffic analyzer should be continuously 
upgraded to keep the pace with the birth of new 
applications, and the evolution of the already existing 
ones. On the other hand, the availability of real data, 
possibly for long periods of time and over a set of 

different but representative networks, is crucial [7]. 
   In general, a key question when conducting end-host 
measurement regards to what degree to involve the 
user in the measurement process. The design space 
here is wide; ranging from purely automated 
data collection, gathered without the user’s 
involvement and perhaps longitudinally, to fully user-
initiated troubleshooting tickets. When designing 
Netalyzr, we gave thought to this problem and chose 
to rely on users to decide themselves when to initiate 
measurement sessions; leave them mostly out of the 
measurement process itself; but allow them to provide 
additional feedback once the measurements have 
completed and users have had the opportunity 
to inspect the findings. For this latter, the test result 
page ends with a small feedback form via which users 
can provide additional information if they wish. In 
addition, Netalyzr records HTTP Referrer headers to 
allow us to track how users arrived at the Netalyzr 
website. This information can provide valuable 
insights into the user’s motivation. For example, users 
arriving via a highly technical site (such as 
http://comcast6.net, which recommends Netalyzr) for 
IPv6 testing) likely have different motivations than 
users arriving via the web forum of an online game[8]. 
   Residential broadband Internet connectivity is a 
mature service in many countries. This foundation of 
rich access allows users to tightly integrate network 
use into their lives—from checking the weather or 
sports scores to shopping and banking to 
communicating with family and friends in myriad 
ways. However, the nature of the connectivity differs 
from previously studied environments such as campus 
networks and enterprises in salient ways. First, users 
of residential broadband connections will often have 
different goals than those in other environments, and 
are not subject to the same sorts of strict acceptable 
use policies that may regulate their access at work or 
at school, such as prohibitions against accessing 
certain Web sites or employing certain applications. In 
addition, we expect that the users who set up hosts and 
ancillary equipment in residences often have no 
expertise in system administration, nor much desire to 
understand any more than is necessary to “make it 
work”. Finally, unlike for campuses (and to a lesser 
extent, enterprises), researchers rarely have large-scale 
access to residential traffic, and thus its makeup, 
dynamics, and variations remain under examined [10] 

II. Monitoring tools 
Protocol analyzers are perhaps the most common 

tool every network and security professional will use 
throughout their career. The first of these devices were 
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marketed and sold under the brand name “Sniffer”. 
This name has since become a generic term for any 
software or hardware that can capture and analyze 
network data traffic. Although specialized equipment 
still exists for performing network protocol analysis, 
most current products are software based. This 
provides an advantage of reduced cost, portability, and 
convenience [5]. 

There are different types of network sniffing tools 
depending on the network, application or protocols are 
available in markets. The most widespread packet 
sniffers are wire shark, tcpdump, Soft Perfect Network 
Protocol Analyzer etc [1]. Monitoring tools mainly 
based on Ethereal - Network Protocol Analyzer like 
Cacti, monit, ganglia, munin, nagios, zabbix etc. We 
used Colasoft Capsa due to its reliability, efficient 
analysis of network monitoring [6]. Capsa is the name 
for a family of packet analyzer developed by Colasoft 
for network administrators to monitor, troubleshoot 
and analyze wired & wireless networks. Currently, 
there are three editions available: Capsa Enterprise 
Edition, Capsa Professional Edition, and Capsa Free 
Edition. We use Capsa Free Edition. The main 
Functionalities of this tool are Wired & wireless 
network real-time packet capturing, Traffic & 
bandwidth monitoring, Advanced protocol analysis, 
Multiple network behaviour monitoring, Expert 
network diagnosis, Network activity logging, In-depth 
packet decoding [4]. 

III. Traffic classification 
   In general, traffic is associated and described as 
being one or more of these types:  

� Protocol: a strict set of rules and formats that 
define how two or more elements share 
information (the information flow could be one 
way or bidirectional). Examples include UDP, 
TCP, HTTP, RTMP, SIP, FTP, and SMTP1; 

� Application: traffic associated with a particular 
software program. Examples include Skype, 
Netflix, PPStream, and games; 

� Website: all the web pages that are part of a 
particular web domain and all content that is 
exchanged with a particular domain (whether or 
not the content corresponds to a web page);  

� Service: a more general term that can include 
online social networking service like Twitter and 
Facebook, cloud services like Salesforce, online 
storage, and many others.  

� Provider: typically used to differentiate a brand 
within a type of traffic. For instance, many 

different video providers use RTMP, and many 
different voice services rely on SIP.  

   There are many other terms that are important in the 
context of traffic classification, including:  

� Library: the list of traffic types that are 
supported (i.e., identified and measured) by a 
solution  

� Content Type: typically refers to a finer level of 
classification of traffic as being video, text, 
images, audio, etc.  

� False Positive: traffic that is incorrectly 
identified as being. False Positives (FPs) and 
False Negatives (FNs) happen to every 
Intrusion Detection/Prevention System 
(IDS/IPS) [9]. 

 � False Negative: traffic that is supposed to be 
recognized.  

� Unrecognized Traffic: traffic that is not 
identified as belonging to any of the supported 
types  

� Over-the-Top (OTT): traffic that is on a CSP’s 
network that does not originate from a service 
provided by the CSP (Communications Service 
Providers). 

� Stateful: requiring awareness of or maintaining a 
finite number of states  

� Data Traffic and Control Traffic (alternatively 
called ‘data channel’ and ‘control channel’): 
data traffic is the actual payload or content 
being exchanged, whereas control traffic 
governs that exchange; for instance, in a video 
stream the control traffic will include a 
feedback loop to convey user instructions (e.g., 
play, pause, seek) and transport quality 
information  

� Signature: a pattern corresponding to a known 
traffic type against which observed traffic types 
are compared. In the most basic definition, a 
signature is a regular expression that is applied 
to packets. In the most advanced definition, a 
signature can be a stateful technique that 
monitors state changes within data and control 
traffic to extract information required for 
further identification (e.g., where the next data 
flow will appear) or simply requested (e.g., the 
provider of a video) [2]. 

IV. Measurements and experiments 
Used network analyzer is Capsa. It is a network 

analyzer for both LAN and WLAN which performs 
real-time packet capturing, 24/7 network monitoring, 
advanced protocol analysis, in-depth packet decoding, 
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and automatic expert diagnosis. Capsa provides a 
comprehensive and high-level visibility to your entire 
network, helps network administrators or network 
engineers quickly pinpoint and resolve various 
application problems, and therefore enhance end user 
experience and guarantee a productive network 
environment. With Capsa we can: Identify and 
analyze more than 300 network protocols, as well as 
network applications based on the protocols; Monitor 
Internet, e-mail and instant messaging traffic, helping 
keep employee productivity to a maximum; Map out 
the details, including traffic, IP address, and MAC, of 
each host on the network, allowing for easy 
identification of each host and the traffic that passes 
through each; Visualize the entire network in an 
ellipse that shows the connections and traffic between 
each host [1]. 

The measurements made on the LAN network are 
universal for all computer networks. It is showed our 
parameters and monitor on a local network for data 
transmission, which can be observed in all networks 
and serve as basic parameters for the analysis of each 
network. 
   Figure 1 shows the topology of the network, which 
is under study (measurement). This is the home IP 
based network for transmission of data (Internet) and 
IP TV. It consists of: 
 

� One major router providing Internet access. 
� Switch directing traffic to devices. 
� Two set top box devices providing IPTV. 
� Two TV sets. 
� Wireless router distributing traffic inside  

the network.  

On the network, there is a fixed and mobile 
computer working permanently. On the workstation, 
spyware and traffic measurements Capsa are installed.  
When we are measuring network load our goal is to 
monitor the flow of data (network load) and determine 
whether it is  homogeneous or heterogeneous. We 
look at workload during different time intervals. For 
this purpose we  selected different times for a report 
and this have helped us to see as a snapshot and a 
summary status for a long time interval. 
   Maximum speed is 100 megabits. The following 
chart (Figure 2, 3 and 4) is represented in network 
load rates, as they are a function of time for making 
statements. The study is done as reporting intervals 
which are not constant, but varies for 1 second to 10 
seconds and 60 seconds. Time is important because 
the analyst makes measurement (report) exactly in the 
allotted time. 

 
Fig.1. Scheme (topology) of the network. 
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Fig.2. Load the network with an interval 

 of 1 second report. 

 
Fig.3. Load the network with an interval  

of 10 seconds report. 
 

 
Fig.4. Load the network with an interval  

of 1 minute report. 
As shown in statements 1 second (fig.2) we have a 

variation from 0 to 20%, at 10 seconds (fig.3) there is 
change from 6 to 30% and in 60 seconds (fig.4) it is 
from 2 to 16%. Consequently, we can conclude that 
the network traffic load has bursty nature. 

    The following measurements (fig. 5, 6 and 7) are 
analogous to the above, but instead of network load 
percentage we observe traffic in bytes. We observe 
not only useful traffic, but the entire carried traffic. 

Fig.5. Traffic load on the network with  
an interval of 1 second report. 

 
Fig.6. Traffic load on the network with  

an interval of 10 seconds report. 

 
 Fig.7. traffic load on the network with  

an interval of 1 minute report. 
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There is the same with increasing reporting time. 
We get a clear picture of the network and its traffic 
load and burstiness. As shown in statement 1 second 
(fig.5) we have change from 800 KB/s to 1.8 MB/s, at 
10 seconds (fig.6) the change is 0.87 MB/s to 2.2 
MB/s and 60 seconds (fig.7) it is 0.36 MB/s to 1.76 
MB/s. 

We have changes in network load of about 150%. 
When taking into account the change in traffic speed 
at 10 seconds report the amendment is about 1.33 
megabytes. As a result, the ratio of peak to average 
speed we can conclude that the flow is bursty. 

Let's see which protocols are used at most (fig.8), 
at the application layer. 

 
Fig.8. Distribution of the protocols at the application layer. 

We see that it is generated maximum traffic with 
UDP and some with TCP protocols. Here it can be 
concluded that the network is mainly used for 
multimedia. 

 
Fig9. Distribution of packets by size. 

If we look at the overall number of packets size, 
we see that service packages (65-127 bytes) and 
packets carrying useful information (1024- 1517 
bytes) are approximately equal in the number of 
packets. It is observed bi modal size distribution of the 
packages. If we look at the volume of transmitted 
information, the signalling information is ten times 
less than useful one. 

Based on these data it is made  approximation with 
EasyFit (fig10). Discrete beta distribution is arranged 
with the highest rank. Here Ksi- square approach is 
not applicable. As with criteria of Andersan- Darling 
gets the best possible ranking. The value of beta 
distribution used in this approach are: α1 = 0.07354, 
α2 = 0.05158, a = 40.008 b = 1514. If we conclude the 
maximum packet size in coefficient b = 1480.7, this 
means that there is no amount  greater than this value. 
We measured the packet  size > = of 1518 bytes. In 
itself this approximation value is not into account, 
because the frequency of occurrence (probability 
packages of this size) is small and not reported by 
program. 

 

 
Fig10. Approximation with the beta distribution. 

V. Conclusion 
Once network traffic and measurements were 

monitored, the following findings were made. Traffic 
load of the network is completely unpredictable. We 
cannot make a forecast even for some time. Based on 
the types of protocols used in network we found that it 
is mainly used for transmission of multimedia. It is 
confirmed that the traffic is heterogeneous and highly 
bursty. The main protocols are UDP, from which we 
can conclude that the network is mainly used for 
transmission of multimedia. After measuring the size 
of the transmitted packets, we found that the quantity 
of useful information transmitted is equal to the 
quantity of transmitted signalling information. There 
is a load on the network which can detect possible 
overloads or dysfunctional use. In our case there is 
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even inefficient use of network resources as they 
occupy only about 20% of this resource. An analysis 
of the types of protocols as a result of which can 
detect the type of applications used (traffic type) in the 
network. We found that the number of packets to 
transmit service information is equal to a number of 
packets necessary for the transmission of our service 
information. After approximation, it is observed by 
modal size distribution of the packages. 

VI. Future work 

It will be interesting to show the distribution of 
packets on ports by measurements. We are going to 
monitoring and analyze the signalling information in 
the network. We will make the allocation of IP 
addresses and ports sharing traffic from the station. 
The amount between broadcast and multicast packets 
will be measured and we will determine whether there 
are dependencies. By analyzing this information, we 
are going to determine whether the network is 
optimal. 
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