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PRACTICAL APPLICATIONS 

Performance evaluation of Internet traffic  
by network measurements  

Georgi P. Georgiev  

 

A review of the main methods for measurement Internet traffic is made. Some of software 
platforms for network measurements are discussed. The reasons for the need of measurement and 
monitoring of traffic in IP-based networks are: optimization and network planning, quality assurance 
of services and detect security breaches. Internet traffic is heterogeneous and highly bursty. The trial 
network is a LAN, and serves two households. A measurement of the load on the network for a certain 
period with different reporting intervals is made. The change of network traffic also has been 
measured. It has been done a distribution by application layer protocols and by size of the packets. It 
is confirmed that the traffic is heterogeneous and highly bursty. The main protocols are UDP, from 
which we can conclude that the network is mainly used for transmission of multimedia. It is measured 
the size of the transmitted packets and it is found that the quantity of useful information transmitted is 
equal to the quantity of transmitted service information. Through software approximation is made 
relating to the size of the package. With the expansion of modern IP-based networks, monitoring and 
measurement of traffic on them are becoming increasingly necessary. 
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I. Introduction 
Network monitoring approaches have been 

proposed and developed throughout the years, each of 
them serving a different purpose. They can generally 
be classified into two categories: active and passive. 
Active approaches, such as implemented by tools like 
Ping and Trace route, inject traffic into a network to 
perform different types of measurements. Passive 
approaches observe existing traffic as it passes by a 

measurement point and therefore observe traffic 
generated by users. One passive monitoring approach 
is packet capture. This method generally provides 
most insight into the network traffic, as complete 
packets can be captured and further analyzed. 
However, in high-speed networks with line rates of up 
to 100 Gbps, packet capture requires expensive 
hardware and substantial infrastructure for storage and 
analysis [3]. 
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Packet Sniffing is a technique of monitoring every 
packet that crosses the network. A packet sniffer is a 
piece of software or hardware that monitors all 
network traffic. This is unlike standard network hosts 
that only receive traffic sent specifically to them. The 
security threat presented by sniffers is their ability to 
capture all incoming and outgoing traffic, including 
clear-text passwords and usernames or other sensitive 
material. In theory, it's impossible to detect these 
sniffing tools because they are passive in nature, 
meaning that they only collect data. While some of 
them are not fully passive, therefore they can be 
detected. Packet sniffer is a program running in a 
network attached Device that passively receives all 
data link layer frames passing through the device's 
network adapter. It is also known as Network or 
Protocol Analyzer or Ethernet Sniffer. The packet 
sniffer captures the data that is addressed to other 
machines, saving it for later analysis. It can be used 
legitimately by a network or system administrator to 
monitor and troubleshoot network traffic [1]. 

A fundamental step for any network design, 
dimensioning or management task is a deep 
understanding of the traffic that the network itself is 
expected to carry. Traffic, in its turn, is a combination 
of application mechanisms and users’ behavior, 
including attitude towards technology, life habits, and 
other intangible cultural phenomena. Such a mix of 
heterogeneous components is made even more 
difficult to understand by the fast evolution of 
technologies and the rapid rise and fall of new stars 
among applications. In the recent years, many 
researchers have focused on the characterization of 
users activity for both residential and University 
campus networks. Even if multiple vantage points are 
exploited, typically these works analyze a single 
campus or ISP and consider users of one country only. 
Measurements often span over a limited amount of 
time without entering in the details about the presence 
of specific traffic patterns of long term trends. It is 
often started from the assumption that two main 
ingredients are needed to understand what the users 
actually do with the ISP network and, possibly, 
foresee what they might due in the near future: a 
traffic analyzer and real data. On the one hand, a 
sophisticated traffic analyzer is needed, capable of 
detecting and distinguishing the presence of traffic 
generated by most of the popular applications. 

The traffic analyzer should be continuously 
upgraded to keep the pace with the birth of new 
applications, and the evolution of the already existing 
ones. On the other hand, the availability of real data, 
possibly for long periods of time and over a set of 

different but representative networks, is crucial [7]. 
   In general, a key question when conducting end-host 
measurement regards to what degree to involve the 
user in the measurement process. The design space 
here is wide; ranging from purely automated 
data collection, gathered without the user’s 
involvement and perhaps longitudinally, to fully user-
initiated troubleshooting tickets. When designing 
Netalyzr, we gave thought to this problem and chose 
to rely on users to decide themselves when to initiate 
measurement sessions; leave them mostly out of the 
measurement process itself; but allow them to provide 
additional feedback once the measurements have 
completed and users have had the opportunity 
to inspect the findings. For this latter, the test result 
page ends with a small feedback form via which users 
can provide additional information if they wish. In 
addition, Netalyzr records HTTP Referrer headers to 
allow us to track how users arrived at the Netalyzr 
website. This information can provide valuable 
insights into the user’s motivation. For example, users 
arriving via a highly technical site (such as 
http://comcast6.net, which recommends Netalyzr) for 
IPv6 testing) likely have different motivations than 
users arriving via the web forum of an online game[8]. 
   Residential broadband Internet connectivity is a 
mature service in many countries. This foundation of 
rich access allows users to tightly integrate network 
use into their lives—from checking the weather or 
sports scores to shopping and banking to 
communicating with family and friends in myriad 
ways. However, the nature of the connectivity differs 
from previously studied environments such as campus 
networks and enterprises in salient ways. First, users 
of residential broadband connections will often have 
different goals than those in other environments, and 
are not subject to the same sorts of strict acceptable 
use policies that may regulate their access at work or 
at school, such as prohibitions against accessing 
certain Web sites or employing certain applications. In 
addition, we expect that the users who set up hosts and 
ancillary equipment in residences often have no 
expertise in system administration, nor much desire to 
understand any more than is necessary to “make it 
work”. Finally, unlike for campuses (and to a lesser 
extent, enterprises), researchers rarely have large-scale 
access to residential traffic, and thus its makeup, 
dynamics, and variations remain under examined [10] 

II. Monitoring tools 
Protocol analyzers are perhaps the most common 

tool every network and security professional will use 
throughout their career. The first of these devices were 
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marketed and sold under the brand name “Sniffer”. 
This name has since become a generic term for any 
software or hardware that can capture and analyze 
network data traffic. Although specialized equipment 
still exists for performing network protocol analysis, 
most current products are software based. This 
provides an advantage of reduced cost, portability, and 
convenience [5]. 

There are different types of network sniffing tools 
depending on the network, application or protocols are 
available in markets. The most widespread packet 
sniffers are wire shark, tcpdump, Soft Perfect Network 
Protocol Analyzer etc [1]. Monitoring tools mainly 
based on Ethereal - Network Protocol Analyzer like 
Cacti, monit, ganglia, munin, nagios, zabbix etc. We 
used Colasoft Capsa due to its reliability, efficient 
analysis of network monitoring [6]. Capsa is the name 
for a family of packet analyzer developed by Colasoft 
for network administrators to monitor, troubleshoot 
and analyze wired & wireless networks. Currently, 
there are three editions available: Capsa Enterprise 
Edition, Capsa Professional Edition, and Capsa Free 
Edition. We use Capsa Free Edition. The main 
Functionalities of this tool are Wired & wireless 
network real-time packet capturing, Traffic & 
bandwidth monitoring, Advanced protocol analysis, 
Multiple network behaviour monitoring, Expert 
network diagnosis, Network activity logging, In-depth 
packet decoding [4]. 

III. Traffic classification 
   In general, traffic is associated and described as 
being one or more of these types:  

�  Protocol: a strict set of rules and formats that 
define how two or more elements share 
information (the information flow could be one 
way or bidirectional). Examples include UDP, 
TCP, HTTP, RTMP, SIP, FTP, and SMTP1; 

�  Application: traffic associated with a particular 
software program. Examples include Skype, 
Netflix, PPStream, and games; 

�  Website: all the web pages that are part of a 
particular web domain and all content that is 
exchanged with a particular domain (whether or 
not the content corresponds to a web page);  

�  Service: a more general term that can include 
online social networking service like Twitter and 
Facebook, cloud services like Salesforce, online 
storage, and many others.  

�  Provider: typically used to differentiate a brand 
within a type of traffic. For instance, many 

different video providers use RTMP, and many 
different voice services rely on SIP.  

   There are many other terms that are important in the 
context of traffic classification, including:  

�  Library: the list of traffic types that are 
supported (i.e., identified and measured) by a 
solution  

�  Content Type: typically refers to a finer level of 
classification of traffic as being video, text, 
images, audio, etc.  

�  False Positive: traffic that is incorrectly 
identified as being. False Positives (FPs) and 
False Negatives (FNs) happen to every 
Intrusion Detection/Prevention System 
(IDS/IPS) [9]. 

 �  False Negative: traffic that is supposed to be 
recognized.  

�  Unrecognized Traffic: traffic that is not 
identified as belonging to any of the supported 
types  

�  Over-the-Top (OTT): traffic that is on a CSP’s 
network that does not originate from a service 
provided by the CSP (Communications Service 
Providers). 

�  Stateful: requiring awareness of or maintaining a 
finite number of states  

�  Data Traffic and Control Traffic (alternatively 
called ‘data channel’ and ‘control channel’): 
data traffic is the actual payload or content 
being exchanged, whereas control traffic 
governs that exchange; for instance, in a video 
stream the control traffic will include a 
feedback loop to convey user instructions (e.g., 
play, pause, seek) and transport quality 
information  

�  Signature: a pattern corresponding to a known 
traffic type against which observed traffic types 
are compared. In the most basic definition, a 
signature is a regular expression that is applied 
to packets. In the most advanced definition, a 
signature can be a stateful technique that 
monitors state changes within data and control 
traffic to extract information required for 
further identification (e.g., where the next data 
flow will appear) or simply requested (e.g., the 
provider of a video) [2]. 

IV. Measurements and experiments 
Used network analyzer is Capsa. It is a network 

analyzer for both LAN and WLAN which performs 
real-time packet capturing, 24/7 network monitoring, 
advanced protocol analysis, in-depth packet decoding, 
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and automatic expert diagnosis. Capsa provides a 
comprehensive and high-level visibility to your entire 
network, helps network administrators or network 
engineers quickly pinpoint and resolve various 
application problems, and therefore enhance end user 
experience and guarantee a productive network 
environment. With Capsa we can: Identify and 
analyze more than 300 network protocols, as well as 
network applications based on the protocols; Monitor 
Internet, e-mail and instant messaging traffic, helping 
keep employee productivity to a maximum; Map out 
the details, including traffic, IP address, and MAC, of 
each host on the network, allowing for easy 
identification of each host and the traffic that passes 
through each; Visualize the entire network in an 
ellipse that shows the connections and traffic between 
each host [1]. 

The measurements made on the LAN network are 
universal for all computer networks. It is showed our 
parameters and monitor on a local network for data 
transmission, which can be observed in all networks 
and serve as basic parameters for the analysis of each 
network. 
   Figure 1 shows the topology of the network, which 
is under study (measurement). This is the home IP 
based network for transmission of data (Internet) and 
IP TV. It consists of: 
 

�  One major router providing Internet access. 

�  Switch directing traffic to devices. 

�  Two set top box devices providing IPTV. 

�  Two TV sets. 

�  Wireless router distributing traffic inside  
the network.  

On the network, there is a fixed and mobile 
computer working permanently. On the workstation, 
spyware and traffic measurements Capsa are installed.  
When we are measuring network load our goal is to 
monitor the flow of data (network load) and determine 
whether it is  homogeneous or heterogeneous. We 
look at workload during different time intervals. For 
this purpose we  selected different times for a report 
and this have helped us to see as a snapshot and a 
summary status for a long time interval. 
   Maximum speed is 100 megabits. The following 
chart (Figure 2, 3 and 4) is represented in network 
load rates, as they are a function of time for making 
statements. The study is done as reporting intervals 
which are not constant, but varies for 1 second to 10 
seconds and 60 seconds. Time is important because 
the analyst makes measurement (report) exactly in the 
allotted time. 

 
Fig.1. Scheme (topology) of the network. 
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Fig.2. Load the network with an interval 

 of 1 second report. 

 

Fig.3. Load the network with an interval  
of 10 seconds report. 

 

 
Fig.4. Load the network with an interval  

of 1 minute report. 

As shown in statements 1 second (fig.2) we have a 
variation from 0 to 20%, at 10 seconds (fig.3) there is 
change from 6 to 30% and in 60 seconds (fig.4) it is 
from 2 to 16%. Consequently, we can conclude that 
the network traffic load has bursty nature. 

    The following measurements (fig. 5, 6 and 7) are 
analogous to the above, but instead of network load 
percentage we observe traffic in bytes. We observe 
not only useful traffic, but the entire carried traffic. 

Fig.5. Traffic load on the network with  
an interval of 1 second report. 

 
Fig.6. Traffic load on the network with  

an interval of 10 seconds report. 

 
 Fig.7. traffic load on the network with  

an interval of 1 minute report. 
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There is the same with increasing reporting time. 
We get a clear picture of the network and its traffic 
load and burstiness. As shown in statement 1 second 
(fig.5) we have change from 800 KB/s to 1.8 MB/s, at 
10 seconds (fig.6) the change is 0.87 MB/s to 2.2 
MB/s and 60 seconds (fig.7) it is 0.36 MB/s to 1.76 
MB/s. 

We have changes in network load of about 150%. 
When taking into account the change in traffic speed 
at 10 seconds report the amendment is about 1.33 
megabytes. As a result, the ratio of peak to average 
speed we can conclude that the flow is bursty. 

Let's see which protocols are used at most (fig.8), 
at the application layer. 

 
Fig.8. Distribution of the protocols at the application layer. 

We see that it is generated maximum traffic with 
UDP and some with TCP protocols. Here it can be 
concluded that the network is mainly used for 
multimedia. 

 
Fig9. Distribution of packets by size. 

If we look at the overall number of packets size, 
we see that service packages (65-127 bytes) and 
packets carrying useful information (1024- 1517 
bytes) are approximately equal in the number of 
packets. It is observed bi modal size distribution of the 
packages. If we look at the volume of transmitted 
information, the signalling information is ten times 
less than useful one. 

Based on these data it is made  approximation with 
EasyFit (fig10). Discrete beta distribution is arranged 
with the highest rank. Here Ksi- square approach is 
not applicable. As with criteria of Andersan- Darling 
gets the best possible ranking. The value of beta 
distribution used in this approach are: α1 = 0.07354, 
α2 = 0.05158, a = 40.008 b = 1514. If we conclude the 
maximum packet size in coefficient b = 1480.7, this 
means that there is no amount  greater than this value. 
We measured the packet  size > = of 1518 bytes. In 
itself this approximation value is not into account, 
because the frequency of occurrence (probability 
packages of this size) is small and not reported by 
program. 

 

 
Fig10. Approximation with the beta distribution. 

V. Conclusion 
Once network traffic and measurements were 

monitored, the following findings were made. Traffic 
load of the network is completely unpredictable. We 
cannot make a forecast even for some time. Based on 
the types of protocols used in network we found that it 
is mainly used for transmission of multimedia. It is 
confirmed that the traffic is heterogeneous and highly 
bursty. The main protocols are UDP, from which we 
can conclude that the network is mainly used for 
transmission of multimedia. After measuring the size 
of the transmitted packets, we found that the quantity 
of useful information transmitted is equal to the 
quantity of transmitted signalling information. There 
is a load on the network which can detect possible 
overloads or dysfunctional use. In our case there is 
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even inefficient use of network resources as they 
occupy only about 20% of this resource. An analysis 
of the types of protocols as a result of which can 
detect the type of applications used (traffic type) in the 
network. We found that the number of packets to 
transmit service information is equal to a number of 
packets necessary for the transmission of our service 

information. After approximation, it is observed by 
modal size distribution of the packages. 

VI. Future work 

It will be interesting to show the distribution of 
packets on ports by measurements. We are going to 
monitoring and analyze the signalling information in 
the network. We will make the allocation of IP 
addresses and ports sharing traffic from the station. 
The amount between broadcast and multicast packets 
will be measured and we will determine whether there 
are dependencies. By analyzing this information, we 
are going to determine whether the network is 
optimal. 
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