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This paper presents a protocol for exchanging SSH keys based on Identity Based Encryption 

(IBE). This type of encryption is used as an alternative to traditional cryptosystems. Its first practical 
solution is discussed in details (mathematical problems, algorithms, etc.). Traditional cryptoscehemes 
and IBE are compared. A modification of Boneh-Franklin scheme is proposed. Implementation 
aspects are discussed. Also an analysis of protocols for secure remote access is made. Along with IBE, 
Domain Name System (DNS) is the other key part which the key exchange protocol relies on. DNS is 
presented as a replacement of Public Key Infrastructure (PKI). As DNS is widely deployed, it can be 
used as a much cheaper alternative (with some limitations) to PKI, moreover DNS has such 
mechanisms. DNS extension DNSSEC is explained and its security mechanisms are discussed. 
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1. Introduction 
Security is a major concern in Internet Protocol 

(IP) communications. Secure remote access becomes 
more important with the pervasive deployment of 
Internet of Things applications. When accessing IP-
ready smart objects at home from a remote site, secure 
remote login is required for either a mobile user or 
service provider [1], [2], [3]. 

The research on secure remote access protocols 
studies different implementation and performance 
aspects. The Secure Shell (SSH) protocol is one of the 
most popular cryptographic protocols used for IP 
communications. SSH uses the standard algorithms, 
and any user normally can use these algorithms which 
is being specified by the SSH protocol. In [4], the 
authors examine design and implementation issues of 
a mobile SSH protocol. The idea behind [5] is to allow 

the users to specify their own encryption techniques in 
the SSH protocol, which is not known to others, and 
thus to improve their security and also from hackers 
breaking the code. In [6], the authors introduce a 
method for using SSH over the Stream Control 
Transmission Protocol (SCTP), and examine benefits 
of this adaptation, which can be made available to 
generic applications with SSH's connection 
forwarding without further changes. In [7], a two-
phased method for classifying SSH tunneled 
application flows in real time is proposed. The main 
goal of [8] is to show that packet sniffing in HTTP 
based wireless communications can be avoided by 
‘SSH tunneling’ which can actually be a good 
defensive mechanism against the packet sniffing 
attacks and can also make the communication over 
wireless networks secured. In [9], the authors 
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introduce SSH-based Onion Routing as a novel 
approach for anonymization that is completely based 
on standardized, well tested, and performance-tuned 
protocols.  

SSH lacks the ability for key management. In this 
paper, a key exchange protocol for SSH is proposed, 
based on Identity Based Encryption. 

The paper is structured as follows. First, an 
analysis on secure access protocol is provided, and 
next a key exchange protocol for SSH is proposed 
which appears to be much cheaper alternative to 
traditional Public Key Infrastructure.  

2. Analysis on secure access protocols 
SSH comes from Secure SHell. The purpose of the 

protocol is to provide secure connection to remote 
machine using unsecured network [10]. SSH offers 
easy and secure way for communication (console 
access, managing various services, file transfer i.e.). 
All data is encrypted, transferred over the network and 
decrypted by the remote side and also its integrity is 
guaranteed. For clarity the following definitions have 
to be made: 

• Authentication – this is the process for 
determining someone’s identity. When a person 
tries to log in on a remote machine, SSH “asks” 
for digital proof for user’s identity.  

• Encryption – the process of scrambling data so 
that no one would be able to understand what’s 
being transmitted except for recipients. 

• Integrity – guarantees that transmitted data over 
the network is not modified. If a third party tries 
to modify it, SSH is able to detect this. 

All these processes are automated and no further 
action is required. This is called transparent 
encryption. 

SSH consists of two parts: client and server.  To 
establish connection a user has to install an 
application of his machine (client part) which sends 
requests to the server part. The SSH server part 
accepts or rejects these requests.  

SSH can be divided into three protocols which 
work together: 

• SSH Transport Layer Protocol (SSH-TRANS); 
• SSH Authentication Protocol (SSH-AUTH); 
• SSH Connection Protocol (SSH-CONN). 
SSH-TRANS is the key component. It provides 

initial connection, protocol for packet transmission, 
server authentication and basic encryption, and 
integrity mechanisms. SSH-AUTH is responsible for 
client authentication. It defines three methods for 
authentication: public-key authentication, password 
authentication and host authentication. SSH-CONN 

provides a variety of services over single channel 
(called pipe) e.g. tunneling, port forwarding, console 
access and etc. SSH-CONN and SSH-AUTH are 
located on the same layer over SSH-TRANS, which 
means that it is not necessary to use both of them 
when a connection is established. It depends on server 
implementation.  

In order to establish a secure connection both 
server and client need to have public keys in advance 
and also the identity behind particular key must be 
proven. 

Security Socket Layer (Transport Layer Security) 
is a protocol which provides following basic services 
[11]: 

• Authentication 
• Data encryption 
• Data integrity. 
SSL protocol stack consists of 5 “sub protocols”: 
• SSL Record Protocol handles data from upper 

layer by splitting it into parts (fragments). Each 
fragment is handled individually. 

• SSL Handshake Protocol provides mutual 
authentication between client and server as well 
as agreement of different session parameters 
such as algorithms, compression, etc.  

• SSL Change Cipher Spec Protocol allows 
notification for changing encryption algorithm 
between communicating parties. 

• SSL Alert Protocol allows exchange of alert 
messages between communicating parties. 

• Application Data Protocol allows using protocol 
from application layer for communication inside 
an SSL session. 

Digital certificate is binding between public key 
and given identity (person, machine, etc.). It is 
specified in recommendation X.509 of ITU-T as part 
of recommendation X.500 which specifies directory 
services. Digital certificate contains public key and 
some information about key owner. It is issued by 
some third party whom both communicating parties 
trust. When a digital certificate is issued, the owner’s 
identity must be proven. This guarantees that the 
certificate owner is actually the one who claims to be. 
But this leads to another problem – a user must verify 
the certificate of another user with whom he/she wants 
to communicate because the certificate has expired, 
has been revoked or is self-signed. 

Public Key Infrastructure (PKI) is mechanism 
which is responsible for certificate management. PKI 
is a system which manages certificates, keys and 
tokens for particular group of users [12]. Although it 
became de facto standard in the world of security 
technologies, PKI has some significant disadvantages: 
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• Expensive – The cost of deploying own PKI can 
be very high. Deployment includes (software, 
infrastructure, security personnel i.e.)  

• Hard to deploy – PKI deployment requires some 
specific knowledge. Planning the whole 
infrastructure has to be done very carefully 
because PKI lacks flexibility. Once deployed, it 
cannot be changed. 

• Hard to maintain - PKI needs strict auditing 
because if one of its units (CA) has been 
compromised, the whole infrastructure is 
considered insecure. 

SSH and SSL are similar protocols but have some 
significant differences: 

• Server authentication in TLS is not required. The 
protocol supports anonymous communication 
which may compromise security. In SSH-
TRANS, server authentication is required, yet a 
user may skip the warning message which says 
that the server key is unknown. 

• In TLS, X.509 certificates are used for 
authentication which leads to some difficulties 
because of requirement for PKI presence in order 
to construct the certificate chain. If PKI is not 
presented, a user has to construct certificate 
chain by his own in order to verify given 
certificate.  

• The only way to authenticate in TLS is through a 
digital certificate, while SSH provides several 
possibilities. 

Identity Based Encryption (IBE) is relatively new 
branch in cryptography [13]. The idea was proposed 
by Adi Shamir in 1984. Its aim is to simplify 
certificate management. Shamir proposed usage of 
some publicly known user identity such as email, 
phone number, and address as public key instead of 
standard one. In IBE, like PKI there exists a third 
trusted party called KGC (Key Generation Center) 
which is responsible for key generation. KGC has two 
parameters public and private (private is called Master 
Secret and it must not be shared with anyone). If Alice 
wants to send message to Bob, she gets KGC public 
parameter and together with some of Bob’s identities 
(e.g. bob.com) computes Bob’s public key, encrypts 
the message with it and sends it to Bob. To decrypt his 
message, Bob send its identity to KGC, which 
computes its private key. Bob authenticates against 
KGC and after successful authentication, KGC sends 
him its private key. One of main problems in this 
scheme is the presence of private keys in KGC (key 
escrow problem). Some solutions to this problem have 
been proposed such as using hierarchical KGC and 
secret sharing schemes. 

Although the idea was proposed in 1984, there was 
no working solution to the problem. Several proposals 
to IBE schemes were made, but each of them has 
some significant disadvantage.  

First practical solution to Shamir’s idea came 17 
years later. In 2001, Dan Boneh and Matthew Franklin 
proposed scheme using Weil Pairing [14]. Full 
mathematical explanation is given in [14] and [15]. 
According to definition given in [14], an IBE system ε 
is determined by 4 randomized algorithms – Setup, 
Extract, Encrypt and Decrypt. 

• Setup takes security parameter k as input and 
returns system parameters and a master key. 
System parameters include message space M and 
cipher space C. By default system parameters are 
public while mater key must be known only by 
KGC. 

• Extract takes mater key and some identification 
ID as input parameters and returns private key d 
as result. Private Key is extracted according to 
given public key.  

• Encrypt takes ID and m (m is plain text message 
which belongs to M) as input parameters. As a 
result it returns cipher text c, which belongs to 
cipher space C. 

• Decrypt takes cipher text c and private key d as 
input parameters and returns decrypted text m. 

Identity Based Encryption has some properties 
which might be considered as big advantages over 
traditional certificate based cryptography. Let look at 
some applications of IBE schemes (Details can be 
found in [14]). 

• Public key calculation in IBE schemes is based 
on some arbitrary string, so it is very easy to be 
changed which means that give user may have 
practically unlimited number of public keys. 

• It was just mentioned that the public key is some 
arbitrary string in general case. This means that 
as well as user identity, some other information 
might be added such as timestamps or some 
attributes (job title, subject and i.e.). Adding 
timestamps, for example solves the problem with 
key expiration. Using attributes might be used 
for example to manage users’ credentials (given 
attribute is password that only communicating 
parties know) or delegation of duties (attribute is 
some identity of the delegated user). 

Of course, IBE is not universal solution. It also has 
some significant disadvantages compared to certificate 
based cryptography:  

• Private Key is calculated by PKG. This makes it 
possible for PKG to decrypt encrypted messages 
in every one moment without the knowledge of 
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any of the communicating parties. The problem 
is described below and a solution is proposed. 

• As it was mentioned, a particular user might 
have large number of keys which means that 
PKG must compute the same large number of 
private keys. And when the number of users is 
also high, the private key calculation might 
become very computationally expensive 
operation. 

The Domain Name System (DNS) provides the 
ability to bind an IP address to a human friendly name 
called domain. DNS is a widely deployed 
infrastructure as all internet communications rely on 
it. This makes it very convenient to be used as an 
alternative to traditional PKI. Besides that DNS 
support several record types which make that possible: 

• SSHFP – SSH Finger Print record. It is described 
below. 

• SRV – DNS service record. For example it can 
be used for service discovery. 

• DNSSEC described below. 
The Domain Name System Security Extensions 

(DNSSEC) aims to protect DNS from sending 
incorrect (forged) data (this is called DNS poisoning) 
as DNS itself has no defined mechanism for this [16].  

DNSSEC defines a process in which a properly 
configured DNS server guarantees the authenticity 
and integrity of zone data as well as a client is able to 
verify returned results. In order to do this, DNSSEC 
uses public key cryptography, special DNS records 
called RRset, DNS records containing signatures 
called RRSIGs, DNSKEY record and NSEC record. 
Using all these things makes possible the following: 

• Data authentication which means that received 
data is sent from the DNS zone which was 
queried. 

• Data integrity – received data is exactly the same 
which has been sent. 

• A check is made in case NXDOMAIN (non-
existing domain) answer is received. 

DNSSEC is explained in details in [17]. It can be 
summarized about DNSSEC that if there is a query to 
DNS server for domain krastanoff.com and 
192.168.1.101 as an answer is received, DNSSEC 
guarantees that this answer is correct. 

SSHFP is a DNS record which contains public key 
fingerprint, public key algorithm, and algorithms used 
to generate key fingerprint (Key fingerprint here 

means the result of a hash functions applied over 
public key). The returned result uniquely determines 
the key but it’s shorter in size.  

RFC 4255 [18] и RFC 6594 [19] define 
mechanism for verifying SSH server’s identity. A 
SSHFP record is used and DNS server is DNSSEC 
enabled. 

According to RFC 4255 the mapping between 
public key and SSHFP record is done in the following 
way: 

• Public key algorithm and algorithm number in 
SSHFP must be the same. 

• Hash function result from public key and key 
fingerprint must be the same. 

As it was mentioned earlier SSH lacks the ability 
for key management. It is users’ responsibility to 
transfer keys between communicating nodes in order 
to establish secure channel. This feature (or lack of 
feature) can be considered either advantage or 
disadvantage.  

So, in order to solve this problem a new protocol is 
proposed. SSH Key Exchange protocol (SSHKEP) is 
a text protocol similar to HTTP and SIP which aims to 
provide key exchange and to mediate authentication. 
The goals of the protocol are: 

• Make key exchange as simple and flexible as 
much as possible. 

• Provide sufficient level of security. 
Traditional cryptography cannot satisfy flexibility. 

That’s why Identity Based Encryption is chosen. It is 
both secure and flexible as it regards key generation. 
In order to achieve maximum flexibility a slight 
modification is needed. 

 
3. Modification of Boneh-Franklin scheme 
 
As it was mentioned, the original Boneh-Franklin 

scheme is analogous to traditional cryptosystems. A 
trusted third party is presented in order to establish a 
secure communication. In contrast to traditional 
schemes, the trusted third party (Key Generation 
Center) is able to decrypt the information in every 
moment because it is responsible for private key 
generation. This is known as the Key Escrow 
problem. In order to take advantage of its simplicity, a 
slight modification in the scheme is made. 
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Fig.1. Modified IBE scheme. 

 

 
 

Fig.2. Man-in-the-middle attack. 
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In the proposed modification scheme, the trusted 
third party (KGC) is removed. Instead both parties 
have their own KGC. As shown in Fig.1, to establish 
connection, Alice sends her identity to Bob and his 
KGC computes key pair. Bob sends generated public 
key to Alice. This key will be used to encrypt 
messages which Alice will send to Bob later. He also 
sends his identity and Alice computes another key pair 
which later is sent to Bob. 

It is very easy for some eavesdropper; let’s say Eve 
to intercept communication and to present herself as 
Alice to Bob and as Bob to Alice. Eve will compute 
key pairs and can easily eavesdrop the channel 
without any of communicating parties to understand 
this. 

Another vulnerability of the modified scheme is 
that it relies on user interaction. Both parties need to 
verify each other’s identities with ones received 
through secure channel. If this channel is 
compromised the scheme is considered insecure. 

To take advantage of the modified scheme, a 
clarification has to be made. If an order of 
communication is established between both parties 
then things can go a little bit better. The exact order of 
communication is not so important. What matters are 
the roles of communicating parties.  

In software applications, Bob may be replaced by a 
server. So the model is transformed into a client-
server model (Alice sends request, Bob sends 
response). The most important thing is that the server 
itself has to be part of an infrastructure. A necessary 
condition is some kind of an authentication unit to be 
presented in the infrastructure. In this case there are 
two units LDAP (Lightweight Directory Protocol) and 
DNS. LDAP is responsible for authentication and the 
second one for verifying host’s identity. 

Using client-server model (the important thing is 
who initiates connection) it is possible to overcome 

security weakness mentioned earlier, thus giving 
sufficient level of security. 

The proposed modification is implemented in a 
software prototype. Here the process automation is 
described. 

When a connection is initiated, SSHKEP client 
uses its own DNS client (implemented in the 
application) to query for the host’s address and 
SSHFP record. The DNS client queries zone’s 
responsible server and gets requested data. If no 
SSHFP record is presented, connection is denied 
because server’s public key cannot be verified. An 
important requirement is that DNS server must be 
DNSSEC enabled and properly configured. This 
means all necessary records for the zone must be 
presented (A, PTR, SSHFP). After that, the SSHKEP 
client which already has the received server address 
and key fingerprint sends a HELLO message 
containing user’s identification. The server computes 
a key pair, as described earlier, for this identification 
and responds with a HELLO message containing the 
computed public key and its own identification. The 
client compares the server identification with the one 
received through a secure channel. If they do not 
match, a warning message may be issued and the 
connection is dropped. If they match, a key pair is 
computed for server’s identification and an 
acknowledgement is sent with the generated public 
key. This is similar to TCP triple handshake. An 
example is given in Fig.3. 

After that the client sends an authentication data to 
the server containing the user name and password. 
The server checks authentication data and the 
previously sent identification. If everything is OK, the 
encrypted SSH key pair is returned. The public key is 
stored in user’s profile. If authentication fails, this is 
reported to the client. This guarantees that SSH key 
pair is different for every session and even 

1. SSHKEP/1.0 HELLO 
2. Identity: n.krastanoff@krastanoff.com 
3. Date: 02-07-2014 16:34:20 GMT 
4.  
5. SSHKEP/1.0 HELLO 
6. Identity: ssh@krastanoff.com 
7. Public-Key: r00…gAw 
8. Date: 02-07-2014 16:34:27 GMT 
9.  
10. SSHKEP/1.0 ACK 
11. Public-Key: r00..gAw 
12. Date: 02-07-2014 16:34:31 GMT 

 

Fig.3. Triple handshake in SSHKEP. 
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compromised, they cannot be used later to establish 
connection.  

The proposed protocol is tested only in simple 
software application. The results are satisfactory but 
insufficient and further research is needed to prove the 
concept. 

4. Conclusion 
The paper studies reliable security technologies 

with proven level of security such as SSH and 
DNSSEC. A modification of Boneh-Franklin scheme 
for key management in SSH is proposed. Advantages 
and disadvantages of this modification are discussed. 
The modification may be used for automation of 
security processes related to remote login and appears 
to be much cheaper alternative to traditional PKI. 
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