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TELECOMMUNICATIONS SCIENCE
IP network link capacity evaluation by Polya/G/1 queue
Seferin T. Mirtchev
The IP networks are the most powerful tool for sharing information offering many services and
using many technologies. When planning telecommunication networks it is important to determine the
link throughput to provide quality of services and to avoid congestions and bottlenecks in the network.
There are many studies that describe complicated queueing systems with specific behaviour such as
long-range dependence, peakedness, self-similarity and heavy tail distributions. This behaviour at IP
network at packet level can be analysed by queueing systems with Polya distribution. Ensuring proper
link capacity at the packet level in IP networks is a challenging problem. In this article, a method to
evaluate the link capacity of IP networks at the packet level based on a Polya/G/1 queue is suggested.
The dependence of the link offered traffic from the mean waiting time at defined values of the arrival
and departure processes burstiness is shown. The presented graphic dependencies give a possibility to
determine the network resource utilization at defined delays.
Оценка на капацитета на линиите на IP мрежа чрез телетрафичната система
Polya/G/1 (Сеферин Т. Мирчев). IP мрежите са най-мощното средство за обмен на
информация, предлагаща много услуги и използващи много технологии. При планирането на
телекомуникационни мрежи е важно да се определи пропускателната способност, за да се
осигури качество на обслужването и да се избегнат претоварванията и тесните места в
мрежата. Има много изследвания, които описват сложни телетрафични системи за чакане
със специфично поведение, като например дълговременна зависимост, неравномерност,
себеподобие и разпределения на дълги опашки. Това поведение на IP мрежата на нивото на
пакетите може да бъде анализирано чрез системи с чакане чрез разпределението на Пойа.
Осигуряването на подходящ капацитет на линиите на нивото на пакетите в IP мрежите е
предизвикателен проблем. В тази статия е предложен метод за оценка на капацитета на
линиите на IP мрежите на нивото на пакетите на базата на телетрафичната система
Polya/G/1. Показана е зависимостта на постъпващия трафик на линиите от средното време
за чакане при зададени стойности на неравномерностите на процесите на постъпване и на
обслужване. Представените графични зависимости дават възможност да се определи
използваемостта на ресурсите на мрежата при зададени закъснения.

1. Introduction
The development of telecommunications networks
is related to ensuring quality of the provided services.
A number of authors based on measured traffic
indicate that there are no suitable methods for the
analysis of modern packet switching networks. Traffic
flows in modern broadband networks have the
following characteristics [1]: self-similarity, long term
dependency, uniformity, presence of long intervals
between moments of packets arrivals and very large
packets. There are many articles analyzing traffic in
the IP networks that show its peakedness at different
scales of time.
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Best-effort IP interconnected networks cannot
guarantee quality of service. The planning and
building of IP networks is a complex process, which is
based on teletraffic engineering, but also uses many
practical rules. This leads not only to inefficiencies
due to inappropriate sizing but also to misconceptions
regarding the effectiveness of traffic controls. Many
studies that have been performed have considered
Internet traffic in terms of stochastic processes of
packet, flow, and session arrivals and the main
problem is a lack of awareness of known results and
their implications as pointed out in [2]. For assuring
quality of service (QoS), understanding the demand –
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capacity – performance relation of IP networks is
required.
Operators
adjust
contention
ratios
and
oversubscription periodically in order to attain the
quality of experience and revenue targets while
keeping an eye on the expenses. An overprovisioned
best-effort IP network can meet most user
requirements and has the advantages of relatively low
capital and operational costs as pointed out in [3].
This network cannot ensure high throughput and low
latency for real-time services.
The packet switching in the Internet and the huge
number of different services and applications lead to
the specific characteristics of traffic flows. Poisson
processes describe the random processes in telephone
networks with packet switching. In IP networks, the
arrival and service processes have specific properties
as long-range dependence, self-similar, or fractal-like
behaviour as pointed out in [4].
When planning telecommunication networks it is
important to determine the link throughput to provide
quality of services and to avoid congestions and
bottlenecks in the network [5].
In this article a method to evaluate the relation
between demand, capacity, and performance in IP
networks by Polya/G/1 queue is suggested. We
propose the usage of Polya distribution for specific
teletraffic analysis of IP networks. Determining the
packet-level link capacity gives efficient mechanism
for traffic congestion control in the modern
telecommunications networks with packet switching.
The teletraffic engineering provides useful tools
for the stochastic processes modelling in
telecommunication networks. Usually the queueing
models are widely used in the network planning and
evaluation of the quality of service as pointed out in
[6]. There is no single traffic model that can
efficiently capture the traffic characteristics of all
types of networks. Traffic modeling is a basic
requirement for accurate capacity planning as pointed
out in [7]. The queueing systems are used to evaluate
the parameters of the quality of service as probability
of packet loss, average packet delay and throughput.
2. IP link capacity evaluation
Internet traffic is due to the interaction among
millions of users, hundreds of heterogeneous
applications, and dozens of sophisticated protocols as
pointed out in [8]. The technical components of the
Internet are complex in themselves and they are
augmented by a general unpredictability and diversity
of human components as pointed out in [9]. Internet
traffic is variable, with individual connections ranging
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from extremely short to extremely long and from
extremely low-rate to extremely high-rate.
There are three traffic regimes that help in
understanding the performance requirements in IP
networks – transparent, elastic and overload as
presented in [10].
The transparent regime occurs when all flows have
a relatively low peak rate. The probability that the
sum of the rates is less than the link capacity is very
high. The congestion probability is negligible and the
delays are very small in this regime. The contention
between arrival packets can be solved by a simple
first-in, first-out buffer.
In the elastic regime, some flows have a high peak
rate and try to occupy the all link capacity. The
buffers overflow and the networks flows will have
significant losses and delays. To improve the quality
of service, rates of some flows must be reduced. The
transmission control protocol normally realizes the
necessary adjustment. With max-min fairness, only
the high peak rate flows are constrained for rate
reduction. The others maintain their rate and suffer
negligible loss, as experienced in the transparent
regime as pointed out in [10].
The overload regime occurs when the demand
exceeds the link capacity. The congestion probability
and the delays are very high for all flows and the
performance is very poor in this regime. The bursty
traffic flows lead to frequently and lengthy overloads.
This regime should be avoided through appropriate
traffic engineering.
The traffic flows in IP packet switching networks
are peaked. In this case, the variance of the number of
packet arrivals is bigger than the mean value. The
typical transmission of packets in networks is in the
form of bursts (a large amount of data sent in a short
time). The burstiness is caused by the nature of the
data being communicated and it leads to peaked traffic
flow in the networks. Hence, there are many studies
that describe complicated queueing systems with
specific behaviour such as long-range dependence,
peakedness, self-similar, and heavy tail distributions.
This behaviour for IP network at packet level can be
analysed by Polya/G/1 queueing system.
3. Polya arrival process
The Polya arrival process is a pure birth process
with two parameters – the average arrival rate λ and
the peakedness β of the input flow [11]. The
probability Pi(t) of having i arrivals during a time
interval t is given by the following formula:
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i

(1)

 λt  1( 1 + β ) ... [ 1 + ( i − 1 )β ]

Po ( t ) ,
Pi ( t ) = 
i!
 1 + βλ t 
1

where Po ( t ) = (1 + βλ t )− β .
The mean value M(t) and the variance (2nd central
moment) V(t) of the number of customer arrivals
during a time interval t are respectively:
(2)

M ( t ) = λt ;

V ( t ) = λt( 1 + βλt ) .

The coefficient of peakedness z of the number of
arrivals of the Polya input flow is:
(3)

z=

V(t )
= 1 + βλ t > 1 .
M(t )

4. Generalized Pollaczek-Khinchin Formula for
Polya/G/1 queue
The M/G/1 queueing model is one of the most
researched models in operations’ research and in the
performance evaluation area in computer sciences.
The Polya/G/1 queue is a generalization of this model.
The Polya/G/1 system has a Polya distributed arrival
process with rate λ, coefficient of peakedness z,
identically distributed general service times
(independent of the arrival process) with mean value τ
and coefficient of variation Ct [fig.2]. The offered
traffic A=λ.τ is considered smaller than 1 Erl as to
ensure stability of the system.
The generalized Pollaczek-Khinchin formula for
the Polya/G/1 queue is derived by the use of the
Kendall’s Recursion in [12]. The mean waiting time
for this queueing system (the time the customer has to
wait for the service in the queue) is:
(4)

Wq =

τ ( A + z − 1 ) (Ct2 + 1)
2( 1 − A )

.

5. Numerical results
The numerical results obtained by a computer program are presented in this section. The maximum
offered traffic by the link with a given coefficient of
peakedness of the number of arrivals of the Polya
input flow and coefficient of variation of the general
Polya arrival process

λ, z

distributed service time at a defined mean waiting
time is calculated by the bisection iteration method in
numerical analysis.
Figure 2 shows the offered traffic A in a single
server queue Polya/G/1 as a function of the normalised mean waiting time Wq/τ for a defined value of the
coefficient of variation of the general distributed service time Ct and different values of the coefficient of
peakedness of the number of arrivals z of the Polya
input flow.
Figure 3 shows the offered traffic A in a single
server queue Polya/G/1 as a function of the mean
waiting time Wq/τ for a defined value of the coefficient of peakedness of the number of arrivals z of the
Polya input flow and different values of the coefficient of variation of the general distributed service
time Ct.
We can see high link utilization when the arrival
and departure processes have minimum values of the
variances. The increases of the coefficient of
peakedness of the number of arrivals of the Polya
input flow and the coefficient of variation of the general distributed service time can decrease the offered
traffic more than 0.5 Erl. The bigger values of the
arrival and departure processes burstiness leads to
smaller offered traffic changes when the mean waiting
time has big value. When the arrival and departure
processes are peaked it is necessary to have value of
the normalised mean waiting time bigger than 40 for
better utilisation and smaller delays.
The presented results show that the influence of the
burstiness of the arrival and departure processes over
the link utilization is significant.
In modern IP networks it is usually transmitted
packages with the length in the order of 40, 576 and
1500 bytes. If we know the transmission speed of the
link, we can easily calculate the mean service time.
By admissible delays for different services it will be
determined the normalised mean waiting time. When
we know the peakedness of the number of packet arrivals of the input flow and coefficient of variation of
the service time we can calculate the link utilization
by presented method based on the Polya/G/1 queue.

Queue

Server

3 2 1

A=λ/ µ

µ,Ct

Departure process

Fig.1. A generalized single-server delay system – Polya/G/1 queue
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Fig.2. Admissible load A as a function of normalised mean waiting time Wq' for a defined value of
the coefficient of variation of the service time Ct and different values of the coefficient of
the number of arrivals peakedness z for the system Polya/G/1.
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Fig.3. Admissible load A as a function of normalised mean waiting time Wq' for a defined value of the coefficient of
the number of arrivals peakedness z and different values of the coefficient
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6. Conclusion
In this article, a method for the evaluation of the
link capacity in IP networks at the packet level based
on the Polya/G/1 queue is proposed. The presented
method for determining the link offered traffic at
defined admissible mean waiting time allows to improve quality of service and to give a possibility for
accurate designing of telecommunication systems and
networks.
The presented graphic dependence of the offered
traffic on the mean waiting time at defined values of
the arrival and departure processes burstiness give a
possibility to determine the links utilization at defined delays. Determining the links utilization allows
for efficient operation of congestion control in modern packet switching telecommunications networks.
The importance of the suggested method is due to
its ability to describe peaked behavior of the arrival
and departure processes that can be found in up-todate networks.
In conclusion, we believe that the presented method for link capacity evaluation in IP networks at the
packet level based on the Polya/G/1 queue will be
practically useful.
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QoS Guarantee for cloud based ambient assisted living
architecture
Georgi Balabanov
The concept Ambient Assisted Living (AAL) refers thus to the study and development of
intelligent systems to support older people in their everyday life, offering a secure conditions in daily
environment preferred by user. Via AAL the communication and information technologies, products
and services come in elderly social environment. eWALL, is an innovative open-source Ambient
Assisted Living platform that aims to address the challenges by means of an advanced cloud-based
infrastructure. This paper will present solutions for QoS guarantee of data traffic flows at Cloud
Based eWall Ambient Assisted Living platform. A Dynamic Queue Management Priority Buffer
(DQMPB) for QoS control in eWall Home Gateway is proposed. DQMPB provides different treatment
for the different traffic flows to suit their own QoS requirements. The article presents results of
performance studies undertaken via real system and simulation modeling.
Гарантиране на качеството на обслужване за облачно базирана интелигентна
заобикаляща среда. (Георги Балабанов). Концепцията на интелигентната заобикаляща среда
е насочена към изучаването и разработката на интелигентни системи, които да подпомагат
възрастните хора в тяхното ежедневие, предоставяйки им желаните от тях сигурни условия
на живот. Чрез интелигентната заобикаляща среда комуникационните и информационни
технологии, продукти и услуги навлизат в социалното обкръжение на възрастните хора.
eWALL е иновативна платформа за интелигентна заобикаляща среда с отворен код, базирана
на облачна инфраструктура. Тази статия представя решения за гарантиране на качеството
на обслужване на потоците от данни в облачно базираната eWall платформа. Предложена е
система с приоритети с динамично управлние (DQMPB) за гарантиране на качеството на
обслужване в домашния шлюз на eWall. DQMPB осигурява различно обслужване на различните
типове трафични потоци, задоволявайки техните условия за качество на обслужването.
Статията представя резултати, получени от измервания в реална система и симулации.

I. Introduction
Ambient Assisted Living (AAL) is an emerging
technology focused at providing of middleware of
different types of sensors, computers, mobile devices,
wireless networks and software applications for
personal healthcare monitoring and tele-health
systems [1].
A lot of projects are focused in production of
hardware and software infrastructures for AAL
systems [2], [3], [4]. Even though one can find many
similarities in the architectural aspects of the different
smart environments and AAL platforms, there is still
no widely adopted method for developing these
systems. There is currently one initiative to build a
reference model of open software architecture that
supports different sensors and actuators [5, 6] for
AAL system that is supported by many individual
researchers, leaders in their fields, and related
projects.
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From a physical perspective the overall system
topology of an AAL system will consist of different
elements, ranging from portable or home sensors, over
mobile or embedded systems with fairly low
computational power, up to powerful computational
machines and cloud services. The major challenge for
the engineering of an AAL system is to consider how
this diversity of elements can be integrated in a
seamless way to render the assistance services in a
coherent way. Currently many different architectural
types exist for the smart environment and AAL
domains. They are described in details in [7], [8]. The
main types include: service-oriented architecture
(SOA), service-oriented device architecture (SODA),
peer-to-peer
architecture
(P2P),
event-driven
architecture (EDA), component and connector (C2),
multi-agent system (M.A.S) and blackboard.
However, as reasoned about in [8], none of them can
perfectly fit the requirements for AAL systems,
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Fig.1. eWALL Cloud Based AAL architecture.

specifically the requirement for integration to meet the
different quality demands in the best possible way.
The eWALL project creates a platform that
supports independent living of older people with
physical impairments in their autonomy, functional
capacity and participation in society providing them
risk management, home safety eHealth and lifestyle
management applications [9]. The goal of this paper is
to present an innovative solution to Quality of Service
(QoS) guarantee for cloud-based service-oriented
AAL architecture elaborated during the development
of the eWALL project.
Ambient Assisted Living environments rely
heavily on use of technology for providing its users
with assistance or supervision in their Activities of
Daily Living (ADLs). Thus, it is crucial to ensure that
sensor networks have high reliability and availability
in such systems. Performance of networks is measured
by the packet delivery ratio, average end-to-end delay
and power consumption in order to ensure QoS,
especially for time sensitive traffic. During the past
ten years of research, a big number of protocols have
been developed, differing by the type of media they
use as well as the performance requirements for which
they have been optimized. The protocol specifications
do not include specific buffer management algorithms.
This paper explores Dynamic Queue Management
Priority Buffer with the goal of achieving best
possible QoS in context of Ambient Assisted Living
environments.
II. eWall Cloud Based AAL architecture
The eWALL Cloud Based AAL system (Figure 1)
involves an ecosystem of sensing devices, computing
resources and display devices. The interaction within
the elements of the ecosystem is enabled by the
central component of the system, eWALL Platform
with core running in cloud environment and which
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aggregates data coming from sensors, analyses them,
transforms them into specific formats suitable for the
user/system that needs them and infers new higher
level knowledge by applying advanced reasoning on
data. The objective of the ecosystem is providing
added values services to the end users.
The eWALL home environment comprises a
plethora of sensors and sensor networking technology
as well as human/computer interaction and computing
capabilities. All devices in the caring home are
referred as the eWALL networked devices. Their
choice strongly depends on the actual target group of
the inhabitants and their potentials for integration in
an end-to-end solution such as eWALL.
Sensing data interfaces (I1A) are used for
receiving all sensing data from home environments
and storing them using Data Manager. This includes
user activity data, environmental sensing data
(temperature, humidity, luminance, gas levels,
movement, and presence), furniture sensing data,
appliances sensing data, speaker data, visual data
and vitals data.
Remote Proxy sends credentials to login to the
system and obtain authentication token that is then
used in all subsequent HTTP requests towards
eWALL Cloud. Afterwards, Remote Proxy registers
sensing environment with Point of Contact with
details on local platform version, status, expiration,
etc. Cloud Gateway checks whether sensing
environment is provisioned and enabled and if it is not
already online. If successfully, Remote Proxy obtains
devices configuration data, such as devices types,
room name etc. This information is then used by
Local Data Manager (LDM) to create subscriptions
for receiving data per each device from local database.
Next, Remote Proxy performs synchronization sync
check in case there was an unexpected system
shutdown of Home Sensing Environment.

7

Fig.2. A Dynamic Queue Management Priority System (DQMPS).

After initialization, local platform components are
ready to start sending data to cloud and to receive
commands from cloud. When new processed data
from home sensors is stored in local database, the data
is immediately send to Local Data Manager via
database continuous changes API. LDM adapts this
data to commons data model, checks privacy policy
and if allowed sends data to cloud via Profiling Server
and Cloud Gateway as data push communication
model. Prior to that, if there is a Local Reasoner
subscribed to this data type, the data will be process
by Local Reasoner. If alarm needs to be send to cloud
Local Reasoner uses Remote Proxy and Cloud
Gateway to send notification to Notification Manager.
III.
Implementation of Dynamic Queue
Management Priority Buffer
The need for asynchronicity is especially prevalent
within the Home sensing environment; connected
devices need to publish status-updates, sensory data,
speaker and visual sensing data etc. to other
applications that are listening – instead of those
applications having to poll them continuously, which
would impose unnecessary bandwidth and processing
requirements on the devices themselves. Data transfer
between the two environments is done in an
asynchronous fashion. The end-to-end QoS of
asynchrony multiple-flow data may be affected if
appropriate queue management techniques are not
used. When there are simultaneously services with
diverse QoS requirements such as concurrent Real
Time data (Speaker, Visual and Vitals Sensing Data)
and Non-Real-Time data (user activity data,
environmental sensing data, furniture sensing data,
appliances sensing data), the problem of QoS
provisioning becomes even more challenging.
To guarantee the QoS of sensing data flows
between Home sensing environment and Cloud
environment a modified priority buffer is
implemented [10]. Dynamic Queue Management
Priority Buffer (DQMPB) is a fine-buffer priority
queuing system with capacity of k packets that enables
joint QoS control of ongoing sensor data with real-
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time and non-real-time flows. In DQMPB a single
queue is utilized as shown in Figure 2, with a
threshold Th, which controls the admission of RT data
into the queue. Since RT data is delay sensitive, the
queuing of arriving RT packets proceeds in a FIFO
manner in front of the NRT packets. We can say that
this is a Time Priority Class. On the other hand, RT
flow is to some extent loss tolerant, hence threshold
Th is used to limit the total number of RT packets in
the queue and at the same time accord the NRT
packets buffer Space Priority. Consequently, RT delay
is minimized with time priority, while at the same
time, NRT loss is minimized with the space priority
mechanism. In the buffer the RT packets are placed all
the time in front of the NRT packets, until they reach
the threshold limit Th.
Another important feature of the DQMPB queuing
system is that RT data assume a limited ‘higher space
priority’ up to the threshold limit Th, at instances
when a full buffer is encountered by an arriving RT
data. This is achieved by implementing a Last in First
Drop policy where the packet at the tail of the (NRT)
queue is dropped to admit the arriving RT data that
meets a full buffer, as long as the total number of RT
packets in the DQMPB is less than the threshold Th.
The effect of this policy is expected to give only a
slight increase in overall NRT loss if the threshold Th
is small in comparison to the total DQMPB size k.
Hence, the total number of NRT packets allowed in
the buffer can range from k, the total queue capacity,
to k-Th, which further minimizes loss of NRT packets.
The complete sharing of the buffer space by both
classes also ensures high buffer utilization and results
in lower overall packet loss probability compared to
non-sharing.
The Dynamic Queue Management is a responsible
for a dynamic threshold Th. A viable way of assuring
continuous QoS provisioning for both classes of
traffic is to jointly optimize the QoS parameters for a
given set of system and traffic parameters. This can be
achieved by deriving the optimum DQMPB threshold
Th, through a cost function. The weighted grade of
service cost function is used to determine the optimum
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operating threshold position for a given set of traffic
and system parameters. This function is calculated
form Head of Line Delay (HoLD), Buffer Status
Report (BSR) and the intensities of the input flows.
IV.

Numerical results and analysis

Fig.3. Loss probability of RT Sensing data.

On Figure 3 are shown results for the RT sensing
data loss probability of FIFO buffer and DQMP
buffer. This results shows that the DQMP buffer has a
significant impact on the performance of the system
relatively to the RT sensing data loss and this is more
important when the arrival rate of RT sensing data is
growing.
Figures 4 show that DQMP buffer keeps the same
level of loss probability for NRT sensing data
compared to FIFO buffer.

Fig.4. Loss probability of NRT Sensing data.

V. Conclusion
In this paper we have implemented a Dynamic
Queue Management Priority Buffer in Cloud Based
Ambient Assisted Living Architecture to guarantee
the QoS of the different type sensing data. With this
implementation we achieved a better management of
buffer space. The QoS measures show that DQMPB
have an impact on the dropping of real time data
packets and decries the delay. The DQMPB could be
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implemented in any other AAL platform when there is
a need of guaranteed QoS data transfer between home
environment and cloud.
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COMPUTER SCIENCE

Improving the voice traffic in WLAN network
Vladimir D. Dimitrov
This article examines the simulation model of a wireless local area network working on IEEE
802.11n standard (2.4 GHz) and a bandwidth of 7.2 Mbps. It explores the transmission of voice traffic
encoded with G.711 at 64 kbps as well as the exponentially growing HTTP traffic both of which
passing through the same Access Point (AC). The improvement of voice traffic and network
performance is achieved by way of configuring QoS priorities for the MAC layer of the WLAN
architecture for different types of traffic (Voice and HTTP) and by adjusting the Enhanced Distributed
Channel Access (EDCA) 802.11e parameters compared to its default settings, based on the network
load as well as the topological conditions of the network.
Подобряване на гласовия трафик в безжична локална мрежа (Владимир Д.
Димитров). В статията се изследва симулационен модел на безжична локална мрежа
работеща по стандарт IEEE 802.11n (2.4 GHz) и пропускателна способност 7.2 Mbps. В нея се
изследва предаването на гласов трафик, кодиран чрез G.711 при битова скорост 64 kbps и
експоненциално нарастващ HTTP трафик, преминаващи през една и съща точка за достъп
(Access Point). Подобряването на гласовия трафик и производителността на мрежата се
осъществява чрез конфигуриране на QoS приоритетите на MAC слоя от WLAN
архитектурата за различните типове трафик (Voice и HTTP) и коригиране на EDCA 802.11e
параметрите спрямо тези по подразбиране, въз основа на натоварването и топологичните
условия в мрежата.

Introduction
IEEE 802.11-based wireless local area networks
(WLANs) represent the most widely deployed
wireless networking technology. With the migration
of critical applications onto data networks, and the
emergence of multimedia applications, such as digital
audio/video and multimedia games, the success of
IEEE 802.11 depends critically on its ability to
provide quality of service (QoS). A lot of research is
focused on equipping IEEE 802.11 WLANs with
features to support QoS [1].
The work in this paper is dedicated to the IEEE
802.11e standard, which provides MAC layer
enhancements for QoS, that incorporates traffic
priority and queueing to enable service differentiation
among the flows [2].
Simulations in this paper were performed by using
OPNET Modeler. OPNET stands for OPtimized
Network Engineering Tools, and was created by
OPNET Technologies, Inc., which was founded in
1986. OPNET products for “network research and
development” include OPNET Modeler, OPNET
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Modeler Wireless Suite, and OPNET Modeler
Wireless Suite for Defense.
Network simulation is an important methodology
in network research fields and OPNET Modeler is a
very useful tool for network modeling and simulation.
OPNET Modeler is generally used by researchers,
protocol designers, university teachers and students in
the fields of electronic engineering, computer science,
management information systems, and related
disciplines. The friendly design of its graphical user
interface (GUI) makes it nice and easy to work with.
Network simulation provides a way to model the
network behaviors by calculating the interactions
between modeling devices. Discrete event simulation
(DES) is the typical method in large-scale simulation
studies instead of a simpler time-based method. DES
enables modeling in a more accurate and realistic way,
and has broad applicability [3]. DES creates an
extremely detailed, packet-by-packet model for the
activities of network to be predicted. However, it
often has significant requirements for computing
power. However, simulation can always provide
accurate solutions for either a single-node queuing
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system or a network of queues, from simple algorithm
to complex protocol.
One way to work around these issues in
mathematical analysis and explicit simulation is
combining the methods in the simulation in order to
gain access to the advantages of both while
overcoming their disadvantages. This combined
method is typically called hybrid simulation, i.e.,
partially modeling in DES for accuracy and partially
in mathematical analysis for faster speed and less
computational burden.
There are many network simulators like OPNET as
NS
(www.isi.edu/nsnam/ns)
and
OMNeT++
(www.omnetpp.org) which are popular and widely
used. Among them, OPNET is capable of simulating
in both explicit DES and hybrid simulation modes,
and supports other simulation features like cosimulation,
parallel
simulation,
high-level
architecture, and system-in-the-loop interactive
simulations [4].
Network Configuration
The network is composed of 8 workstations (WS)
placing calls to 5 WS as voice destinations
(„voice_src3_dest” is configured as a voice source,
but also as a voice destination). The entire voice
traffic flows through the Access Point (AP). The voice
application is configured to generate G.711 encoded
voice traffic at 64 kbps.
There are 4 workstations placing exponentially
growing HTTP traffic (stations with "voice http"
perform voice and HTTP applications). HTTP clients
are connected to the server thought the AP.

Wireless LAN Parameters / HCF Parameters are
set to default (QAP) (see Fig. 2).
All nodes are configured with HT PHY 2.4GHz
(802.11n) and data transfer „6.5 Mbps (base) / 60
Mbps (max)”. The Number of Special Stream is
1.40MHz and Operation Parameters are not enabled.
The Guard Interval is Short (400ns).

Fig. 2. Settings for HCF Parameters.

All WAN nodes in the network are 802.11e so that
they can work to Enhanced Distributed Channel
Access (EDCA) rules and parameters that are set to
default values.
In the first scenario the HTTP traffic is configured
with Type of Service (ToS) “Best Effort” (0) and the
voice application is configured with ToS “Interactive
Voice” (6) (see Fig. 3).
In the second scenario the corresponding
parameters of EDCA are regulated based on network
and traffic conditions and then they are compared to
the first scenario with the default settings.
Again, for the second scenario the AP is
configured to use bigger CWmax for Voice traffic
“15”. This setting is made for all WS (see Fig. 4).
In order to reduce delays of voice traffic and to
improve the performance of a WLAN for both
applications (HTTP and voice) in the second scenario,
the acknowledgements at access layer 2 are disabled
(Fig. 5).
After this configuration change the WLAN
protocol will begin performing Request to Send /
Clear to Send (RTS/CTS) exchange before Voice
Access Category (AC) Transmit Opportunities
(TXOPs) in order to protect the unacknowledged
voice traffic at layer 2. Therefore, retransmission of
packages that are due to reaching the limit of attempts
is still possible [5]. For the second scenario the HTTP
traffic from Best Effort is set to higher category
WLAN access ToS, called "Streaming Multimedia"
(4). As HTTP is linked to a higher category of access
and despite still having a lower priority than the voice
traffic (Interactive Voice 6), it is now expected the
HTTP traffic to perform better on the WLAN layers.

Fig.1. IEEE 802.11n 2.4 GHz at 7.2 Mbps Network.
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Fig. 3. ToS Setting for HTTP and Voice traffic.

Fig. 4. Setting for CWmax and EDCA Parameters.

Fig. 5. Setting of Service Class for ToS “Interactive Voice”.
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Results
With the adjustment of the parameters associated
with WLAN 802.11e the quality of voice calls across
the network is increased on the one hand by reducing
the delay variation (Fig. 6), the end to end delay (Fig.
7), the jitter (Fig. 8) and at the same time by
increasing the percentage of voice traffic that could
successfully be transmitted from source to destination
(Fig. 9). Fig. 9 above shows how the sent voice traffic
for the two scenarios is overlapping in the graphic.

Fig.8. Average Voice Jitter (sec).

Fig.6. Average Voice Packet Delay Variation (sec).

Fig.9. Voice Traffic Sent and Received (bytes/sec).

Fig.7. Average Voice End-to-End Delay (sec).
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In addition to the increase of Voice Throughput
(Fig. 11), a reducing of the number of data dropped is
achieved due to threshold exceed (Fig. 10).
Dropped data for Voice category of access is
significantly reduced in comparison with the first
scenario. Increasing the WLAN Throughput (Fig. 12)
also confirms the positive result of the adjustment of
the parameters.
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Fig.10. WLAN – Data Dropped (bits/sec).
Fig.12. Wireless LAN Throughput (bits/sec).

This paper is an extension of work originally
reported in the XXIV National conference with
international participation TELECOM, Sofia,
Bulgaria, 2016.
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ELECTRICAL ENGINEERING

Displacement current and Ampère's circuital law
Ivan S. Bozev, Radoslav B. Borisov
The existing literature about displacement current, although it is clearly defined, there are not
enough publications clarifying its nature. Usually it is assumed that the electrical current is three
types: conduction current, convection current and displacement current. In the first two cases we
have directed movement of electrical charges, while in the third case we have time varying electric
field. Most often for the displacement current is talking in capacitors. Taking account that charge
carriers (electrons and charged particles occupy the negligible space in the surrounding them space,
they can be regarded only as exciters of the displacement current that current fills all space and is
superposition of the currents of the individual moving charges. For this purpose in the article
analyzes the current configuration of lines in space around a moving charge. An analysis of the
relationship between the excited magnetic field around the charge and the displacement current is
made. It is shown excited magnetic flux density and excited the displacement current are linked by
Ampere’s circuital law.
Токът на електричната индукция и законът за пълния ток (Иван С. Бозев, Радослав
Б. Борисов.) В съществуващата литература за токът на електричната индукция, въпреки че
е ясно дефиниран, няма достатъчно публикации, изясняващи неговата същност. Обикновено
се приема, че електричния ток е три вида: ток на проводимостта, ток на конвекцията и ток
на електричната индукция. При първите два случая имаме насочено движение на електрични
заряди, докато при третия случай имаме изменящо се във времето електрично поле. Най
често за тока на електричната индукция става дума при кондензаторите. Като се вземе
предвид, че носителите на зарядите (електрони и заредени частици заемат нищожно място в
заобикалящото ги пространство, те могат да се разглеждат само като възбудители на тока
на електричната индукция, който ток изпълва цялото пространство и е суперпозиция от
токовете на отделните движещи се заряди. За целта в статията е анализирана
конфигурацията на токовите линии в пространството около движещ се заряд. Направен е
анализ на връзката между възбуденото магнитно поле около заряда и тока на електричната
индукция. Показано е, че възбудената магнитна индукция и възбуденият ток на електричната
индукция са свързани посредством закона за пълния ток.

1.

Introduction

The size of electronic components constantly
shrinks and the discrete nature of the matter is
becomming more obvious. Electromagnetic field
surrounding individual charges cannot be neglected
anymore and the processes connected to the
electromagnetic field energy should be considered.
Most famous analysis discussing the electromagnetic
field surrounding moving charges are Liénard–
Wiechert (Liénard–Wiechert potentials), Oliver
Heaviside and Oleg Jefimenko (Jefimenko's
equations). All of the above analysis is so called
solutions of the Maxwell equations. Most famous
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configurations of the electric field of moving charge
are shown on Fig. 1 and Fig. 2. First figure represents
delayed potentials of the electric field according to
Liénard–Wiechert and this picture is not symmetrical
towards the axis of the moving charge. In this case the
picture represents charge moving at speed v = 0,5c0 ,
where c0 is the speed of light in vacuum. Doppler
effect is expressed and presented on the figure. Figure
2 represents electric field strength of the electrical
field according to the analysis of Heaviside and as it is
shown, the picture is symmetrical about the moving
charge. The compression along the x axis can be
explained using Lorentz contraction in the direction of
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the movement. Later on Efimenko introduces the
concept „delayed time“.
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where ε0 is electrical constant in vacuum, Е is the

electric filed strenght and D is the electric flux
density.

Figure 3 shows moving charge q at speed v along

the x axis. Electric field strenght Е and the electric

flux density D are defined according to the Coulomb
law for point charge, where it matches the border case
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From the equations below we can see that they
have spherical symmetry
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According to all analysis of the electromagnetic
field surrounding moving charge causal connection
between the separate quantities and processes is
missing.
2.

Exposition

We know from Maxwell equations [1], that the
displacement current density jD is:



∂D
∂E
,
jD =
= ε0
(1)
∂t
∂t



qr̂
D = ε0 E =
,
4πr 2

qr̂
,
4πε 0 r 2

where r 2 = x 2 + y 2 + z 2 when we have the three axis
coordinate system and r̂ is the unit vector of r .
Figure 3 represents two axis coordinate system
( r 2 = x 2 + y 2 ; z = 0) and the symmetry is along the x
axis.
When the charge is moving, the electric field
strength for the individual points in the space is
function of time t. According to equations (2) the

electric field strength Е is:
(3)


E=

(

qr̂

4πε 0 (x − vt )2 + y 2 + z 2


E=

),

(

qr̂

4πε 0 (x − vt )2 + y 2

).

Respectively the three components of the
derivatives of electric field strength are decomposed
as follow:
(4)

(5)
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E=

(2)


Ex = E ⋅


Ey = E ⋅

(x − vt )
1
(x − vt )2 + y 2 + z 2 2

(

)

y
1
(x − vt )2 + y 2 + z 2 2

(

)

=

=

q (x − vt )
3
4πε0 (x − vt ) + y 2 + z 2 2

(

)

2

qy
3
4πε0 (x − vt ) + y + z 2

(

2

2

2

)

,

,
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(6)


Ez = E ⋅

z

=

1
(x − vt )2 + y 2 + z 2 2

(

)

qz

.

3
4πε0 (x − vt ) + y + z 2

(

2

2

2

)

y

For the first derivatives with respect to time for
each axis we can write:
(6)

(7)

(9)

(
(

) , E ′ =


qv
2(x − vt )2 − y 2 − z 2
E ′x =
⋅
5
4πε 0
(x − vt )2 + y 2 + z 2 2

qv
⋅
E′y =
4πε0


qv
⋅
E ′z =
4πε0

)

3 y (x − vt )

((x − vt ) + y
2

2

+

((x − vt ) + y

2

+

,

)

5
z2 2

3 z (x − vt )
2

x
t →0

,

)

5
z2 2

(
(

),

qv
2x 2 − y 2 − z 2
⋅
5
4πε 0
x2 + y2 + z 2 2


qv
E′y =
⋅
πε0
4
t →0

qv
E z′ =
⋅
t →0 4πε0

)

,

3 yx

(x

2

2

+y +

)

5
z2 2

3 zx

(x

2

+ y2 + z2

)

5
2

(
(



qv 2 x 2 − y 2 − z 2
j x = ε 0 E x′ =
⋅
5
4π
x2 + y2 + z 2 2

(11)



qv
j y = ε 0 E ′y =
⋅
4π

(12)



qv
j z = ε 0 E z′ =
⋅
4π

3 yx

(x

+y +z
2

)

5
2 2

3zx

(x

2

+ y2 + z2

)

5
2

,
.

Selection of the analyzed point to be in the plane of
xy simplifies the analysis (follows that z=0) and the
distribution of the displacement current can be
represented clearly. For the analysis were used online
calculators [2] and [3]. Use of the above mentioned
calculators give advantage that they provide results for
each step of the transformations and function’s visual
representation using graphics.
A simulation has been conducted with respect to
the displacement current using software [4] and Fig 5
shows the results from the calculations of equations
(10) and (11) in case z=0.
Displacement current trajectories shown on Fig. 4
in the xy plane are approximate. Paths flow of the
displacement current are represented by oval curves,
close to circles, symmetrical with respect to y axis and
passing through the origin of the coordinate system (in
this case through the moving point charge). In case of
uniform motion of the charge q and speed tend to be

zero ( v → 0 ), the vector field of the displacement
current is solenoidal. It has divergence equal to zero
and the displacement current forms closed curves in
the form of pipes where the currents are constant.
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Fig. 4
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Accordingly for the displacement current density
jD the following equations are valid:
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j

Fig.5.

Fig. 6 presents the shape of the displacement

current and excited magnetic induction B around a
moving charge. The value of the magnetic induction
according to Fig. 6 is calculated using Biot-Savart
law:

 µ 0 q v × r̂ µ 0 v sinθ
(13)
.
=
B=
4π r 2
4π r 2

In principal it is interesting to be determined if in
the space surrounding a moving charge it`s magnetic
field and displacement current are connected through
the Ampère's circuital law.
Calculations were conducted for the covered
current by the contours in shape of circle with center
on x axis and magnetic flux density along the circle is
checked if with Biot-Savart law satisfies the Ampère's
circuital law. Table 1 represents the results from the
calculations in case q = 1 C, r = 1 m and v = 1 m/s .
First column represents the angle θ.
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The results for calculated magnetic flux density
were done using calculator [5], where equation (13)
was used and previously mentioned values
( B = 10 −7 sinθ ). Second column contains the
calculated results.
Third column contains the full current according to
the defined magnetic flux density on the

y


B


r
θ


j

x


qv


B


B


B


j

{
If θ = 30° the equation becomes
y((2)(cos(pi/6))^2-y^2)/(2((cos(pi/6))^2+y^2)^(5/2)) }
using the online calculator [2].
In case θ = 90° the circle covers the beginning of
the coordinate system where the values are infinite
and the integral becomes divergent. Approximate
result could be derived in case we select a coordinate
system very close to the beginning of the initial
coordinate system and integral is defined from 0 to 1.
In case x = 0 the limits of the integral become
y = 1...∞ and definite result is obtained with negative
sign. This is possible, because the vector field of the
current is solenoidal (no divergence) and the currents
through the two half’s of the plane, separated by the
circle with centre in the beginning of the coordinate
system are equal and with opposite signs.
Results from the calculations are equal to the one from
the previous column.
The fourth column contains the current, defined by
spherical surface surrounded by the
to
 circle according

angle θ, where the expressions j x ( z =0 ) and j y ( z =0 ) are

used. The current follows through the equation:

(

)


1 
 
icd =  jx ⋅ S x ⊥ + j y ⋅ S y ⊥ 2πydx =
cos θ

Fig. 6

(17)
qv
=
0 4π
R

circumference of the sphere defined by the angle θ.
(14)


B
1 µ 0 v sinθ 1
i = 2πrH = 2πr
= 2πr
= sinθ .
µ0
µ 0 4πr 2
2r

Fourth column represents the current passing
through the circle and covered by the circle, defined
by the angle θ.
If z = 0 equation (10) can be written as:
(15)



qv (2 x 2 − y 2 )
.
⋅
j x = ε 0 E x′ =
4π (x 2 + y 2 )52

If we take x = rcosθ , y = rsinθ and r = x 2 + y 2 ,
then for the current passing through the circle the
following equation is valid:
(16)

ip =

sin θ


0
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( ) qv (2 x − y )

5 2 πydy =
0
4π (x 2 + y 2 )2

sqrt 1− x

2

2

(
2((cos θ)

2

y 2 ⋅ (cos θ) − y 2
2

2

+y

)

5
2 2

) dy.

(2 x

2

x
− y 2 ) + 3 yx
y

(x

2

+y

)

5
2 2

x
dx.
3
cos θ r
1

2πydx = 

Equation (17) becomes { x/(1^3) } in case θ = 30°
with limits ( cos30°... .1 ) and again we use online
calculator [2] and the results are the same.
Fifth column defines the current using calculator
[6] for spherical coordinates. The surface integral
doesn’t exist in the calculator, so a volume integral in
a very thin layer on the surface of the sphere is
calculated. Following equation  is used for the
displacement current component jρ perpendicular to
the sphere surface:
(18)

 qv cos θ
jρ =
.
2π ρ 3

Current through the surface of the sphere is limited
by the angle θ and is given by the integral in spheric
coordinates, where [J] is jacobian for spherical
coordinates ([J]=ρ2sinθ) and ρ is the radius of the
sphere. It is volume integral, because this is the only
calculator found by the authors online and accessible.
In order to get surface integral very thin layer on the
surface of the sphere was taken.
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iSρ⊥ =  [J ] jρdρdθdϕ =

(19)

V( S )

= 0 0 ρ12 (ρ2 sin θ)
2π θ ρ

cos θ
dρdθdϕ.
2πρ3

Expression used for the calculations in [6] is
{(10^10)(sinθ)*cosθ/(2*pi*ρ)} and limits
ρ1=1;
ρ2=1.0000000001.
Table 1

1

2

3

4

5

6

θ

B

i

ip

icd

ic

deg

T (х10-7)

A

A

A

A

30

0.5

0.125

0.125

0.125

0.125

45

0.707106

0.25

0.25

0.25

0.25

60

0.866025

0.375

0.375

0.375

0.375

90

1

0.5

0.5

0.5

0.5

From the results in Table 1 we can conclude
following:
1. Excited magnetic flux density and displacement
current around moving charge satisfy the
Ampère's circuital law.
2. Vector field of the displacement current in case
of constant speed of the moving charge is
solenoidal field.
3. If we consider that the electrical charge exists in
discrete form and is concentrated is tiny volume
of the space they could be considered only as
exciters of the induced electrical current and the
magnetic field is excited by the displacement
current.
4. In practice it is much more convenient if we use
conduction current and convection current,
which are much more clear and are
mathematically easier to present, while the
results are the same.
3. Conclusion
This article presents theoretical analysis and
calculations showing the connection between the
magnetic flux density in space surrounding moving
charge and the displacement current through the
Ampère's circuital law. Derived connections improve
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the mathematical model used to represent the
electromagnetic field, proposed in series of articles,
citated in [7].
Interesting research in future will be the
connection between the magnetic flux density in
particular point of the space around moving particle as
function of volume integral in whole space. The
function under the integral is vector multiplication of
the displacement current density at the particular point
and the distance from the current point to particular
point in the space.
This paper was originally published in the XXIV
National conference with international participation
TELECOM, Sofia, Bulgaria, 2016.
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APPLICATION IN PRACTICE
Challenges for providing security in the Internet of things
Tsvetomir Gyuretsov, Jordan Raychev,
Georgi Hristov, Plamen Zahariev
The cyber security issues and problems worry many developers around the globe. After the Internet of Things (IoT) concepts were announced, many companies around the world have focused their
work on the developing of new ways to secure the fast growing network of smart devices. It is essential
to find new flexible means for protection, which meet the following basic requirements – adaptability
to the fast growing number and types of network of devices, applicability to each main layer in the
concept of IoT, low computing power, generation of less traffic over the network and the most
important thing - not limiting the application of the smart devices. Another very important aspect, on
which developers must focus, is where to implement these security methods. Three layers can be
distinguished when we talk about establishing reliable protection for IoT – securing the devices,
securing the cloud and securing the local network. All of these points are very important for applying
good and secured core for using this new technology. In case of a problem, in one of these layers, all
the efforts related with the developing of new protocols, fire walls or software products would be
wasted. Many years of experience are accumulated in the establishment and the implementation of the
security and the protection systems for the well-known wire and wireless technologies. This presents a
solid beginning and a running start for the developers occupied with this hard task. Unfortunately, the
specifics of the ideology of the Internet of Things makes these well-known technologies useless in the
form we know them.
Предизвикателства при предоставяне на сигурност в интернет на нещата.
(Цветомир Гюрецов, Йордан П. Райчев, Георги В. Христов, Пламен З. Захариев).
Проблемът с кибер сигурността вълнува голяма част от разработчиците по целият свят.
След обявяването на концепцията на IoT, компании от цял свят започват работа по
откриване на нови методи за защита на разрастващата се мрежа от така наречените умни
устройства. От съществена важност е откриването на нов вид гъвкава защита, която
трябва да отговаря на следните основни изисквания – адаптивност към постоянно
разширяващата се мрежа от устройства, приложимост на всяко едно от основните нива в
концепцията на IoT, непретенциозност към изчислителна мощност, да генерира минимален
трафик в мрежата и най-важното да не ограничава приложението на този вид устройства.
Друг много важен аспект, на който трябва да се обърне внимание, е къде трябва да се
съсредоточат усилията при имплементиране на тези защити. Разграничават се три ключови
етапа при изграждане на надеждна защита, свързана с интернет на нещата – защита на
устройството, защита на облачната инфраструктура и защита на локалната мрежа. Всяка
една от тези точки е от първостепенна важност за една добра и сигурна среда за използване
на този вид нова технология. При евентуален проблем в един от тези слоеве, всички усилия
свързани с разработването на нови протоколи, защитни стени и софтуерни продукти за
защита биха били безсмислени. Тридесет години опит натрупан в изграждането и
прилагането на защита на познатите ни жични и безжични технологии е едно солидно начало
и един летящ старт за разработчиците, заели се с тази нелека задача. За жалост
спецификата на идеологията IoT прави тези познати технологии неприложими, не и във вида
в които ги познаваме.
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Introduction
Internet of things (IоT) is very hot and important
topic in the engineering societies and the scientific
circles and is essential part of the everyday life of the
21st century people. With the advancement of the
technology, these “things” have evolved and are no
longer seen as separate devices. In order to provide a
better service and to be in help of the people, those
devices must communicate and interact between
themselves. The main requirement for achieving this
is to find an effective way to control all those devices
wherever they are physically located. Despite of all
benefits, which are brought by the IoT, there is one
major reason for concerns – the IoT security.
While the security topic is nothing new to the
data networks, it certainly presents new and unique
challenges in the area of the Internet of Things.
Addressing this problem and ensuring IoT security is
a fundamental priority and would help preserve the
integrity of the user data and their identity.
Problem statement
What exactly is the Internet of Things? What are
the devices and the services that this network consists
of? Internet of Things, sometimes referred as Internet
of Everything (IoE) is a new concept, which refers to
a multiple devices grouped in networks (also known
as clusters) that communicate with each other via
wireless protocols or other means without any human
interaction. While the term “Internet of Things” is
relatively new, the concept of devices communicating
through the existing networks has been around for
quite a while. For example, in the late 1970 there were
commercial systems for monitoring and metering of
the electrical grid via the telephone lines [6].
Nowadays that concept hasn’t changed much. Today,
the IoT enabled devices make use of the existing IP
networks to communicate with each other in an
efficient and secure manner.
Ensuring reliable, resilient, stable and more
importantly secure communication between all IoT
devices is not an easy task. There are a lot of known
procedures and security mechanism to build such
secure channels, but how effective and robust are
they? That is a question which should be answered
right before any new IoT concepts are proposed. For
example one can use white- and blacklisting methods
to secure the devices from malicious software, but
they are not enough. The basic principle of the
blacklisting approach is based on a mechanism (block
list), which allows all elements to be processed,
expect those explicitly mentioned on that particular
list. It is an effective way to block some threats, but as
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the list gets bigger and bigger the physical space (disk
space) on the device becomes exhausted and will
prevent the further storing of the exceptions. The
opposite of this approach is the whitelisting approach.
That mechanism is based on a white list which allows
all elements that are mentioned on it to go through.
This is a more effective way of blocking malicious
software, but requires more processing time, which
may not be available for the particular device. The
third method is called greylisting. It represents a
hybrid mechanism that combines the advantages of
the white- and the blacklisting approaches. The
mechanism works by temporary blocking or allowing
certain application until additional step are performed.
Another aspect, which should be considered, is
the increasingly larger number of devices that are
connected to the Internet. As the number of those
devices grows, more potential vulnerabilities and
security flaws will emerge. Another problem related
to the one described above is the increasing of the
network traffic. Because of that, the new security
mechanisms should be very resilient and adaptive to
that constantly growing network and efficient enough
to minimize the networks overhead.
During 2015, Forrester Global Business
Technographics published a case study, which is
summarized in Fig.1. It shows the biggest threads to
the security engineers working in the IoT sphere.

Fig.1. Forrester Global Business Technographics
case study summary.
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2053 IoT specialists participated in this study,
69% of whom are really concerned about cyberattacks from the outside. The study shows that most of
the security engineers are worried about DDoS
(Distributed
Denial
of
Services)
attacks,
authentication related issues, etc.
Those are just small fraction of all related to IoT
problems. Another concern, which was not mentioned
earlier, is the life span of the security mechanisms.
According to lead scientists from Stanford University,
every new security concept must have a life span of at
least 15 to 20 years. Table 1 clearly shows the life
span of the cryptographic algorithms used today. It
can be seen that most of them are used not less than
10 to 15 years, some of them even more than that.
Table 1
Life span of cryptographic algorithms and hash functions
Algorithm

Symmetric
Algorithm

Hash
functions

DES
RC4
RC2
3DES
AES
Camellia
MD5
SHA-1
SHA-256

Year
Year
created cracked
1979
1994
1994
2013
1996
1997
1998
2015
1998
2000
1992
2004
1995
2000
-

Life span,
years
16
19
1
17
18+
18+
12
21+
18+

There are three main layers, which may be subject to a cyber-attack – the cloud infrastructure, the
local network and the device itself. Securing just one
of the layers is really not enough, so a multi-layer
approach should be considered. In this way if there is
a breach in one of the layers, the others may be sufficient enough to preserve the optimal work of the devices in the network.
Secure boot
The first layer on which a security mechanism can
and should be implemented is the IoT device itself.
When the device is powered on and introduced to its
network, it somehow has to prove his authenticity and
integrity. This can be achieved by the application of
cryptographically generated digital signatures in the
same way the applications are signed and verified
using similar signatures or to the way a person signs
legal documents. Once this step is completed, the
device should be authenticated and will be managed
from authorized personnel.
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Authentication
Authentication or more specifically digital authentication is a security process, in which the credentials,
provided by the user or the device, are compared to
those in a specialized database. If the credential
matches that particular user or device would be successfully authorized. That concept can easily be implemented to the world of Internet of Things. When a
device is powered on and connected to the network, it
must first authenticate itself and then be able to send
or receive any kind of information. Sadly, most of
those devices cannot provide any means to be controlled via a graphical user interface (GUI) or a command line interface (CLI). Because of that the wellknown authentication processes cannot be used. The
device should also have integrated secure storage,
which is going to hold the security credentials. Once
the device is powered on it can use those credentials
in order to authenticate itself and be able to communicate with the rest of the network.
Access control
Access control is a security technique that can be
used in order to control (allow or deny) access to particular resources in a computer or a network environment. Nowadays, every device comes with some sort
of an operating system (OS). There a plenty of rolebased access controls (user account, privilege levels,
etc.), which are directly build into the device OS and
can be used right away to control the access to the
device and its resources. In that way if a component or
a device gets compromised, the attacker would have
access only to that particular device or resource.
Firewalls
Another possible solution, which can be used, is
the old fashioned firewall system. The firewall system
is able to monitor the outgoing (from the device) and
incoming (towards the device) traffic. Based on a set
of predefined security rules, called security policies,
the firewall is able to control (allow or deny) that particular network traffic. The tricky part here is to successfully identify the traffic of interest. This can be
achieved either by specifying the source and the destination address, the source and destination application
ports, the type of the traffic (TCP, UDP, etc.) or any
combination of them.
IDS and IPS
The intrusion detection and the intrusion prevention systems (IDS and IPS) are quite similar to the
software firewalls, but are much more powerful. They
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also monitor and control the outgoing and the incoming traffic, but they can perform much deeper and
thorough analysis on it. There are many similarities
between IDS and IPS, but they are also quite different.
Intrusion detection systems are used to monitor the
network (Network intrusion detection system – NIDS)
or the device (Host-based intrusion detection system –
HIDS) for malicious activity or policy violation, but
won’t take any action, expect signaling for it. On the
other hand, the intrusion prevention system, much like
the intrusion detection systems, will examine the network traffic flows, but will also take actions against
any malicious activities or security threats. This is
achieved by either using a signature-based detection
(like the anti-virus software) or by using anomalybased detection, which uses machine learning to differentiate malicious from trustworthy behavior on the
network.
Security updates and patches
Once the device is in operational mode, it will start
receiving security updates and patches from its vendor. The main issue here is that there are thousands of
devices, so the security patches and the updates must
be delivered in a way that will preserve the extremely
limited bandwidth that is available.
Conclusion
While the concept of combining devices, sensors
and networks to monitor and control devices has been
around for quite a while, the Internet of Things (IoT)
is relatively new and an extremely interesting topic.
There is no question that the IoT has the very potential
to dramatically increase the availability of information, which will present a brand new reality of interconnected “smart” devices. Despite of all of the
possibilities of this new reality, like everything else, it
also has and some disadvantages – in this particular
case the problem is the securing of all of these devices. Security at both device and the network layers is
essential to the operation of the Internet of Things.
The same intelligent systems that enable those devices
to perform their tasks must be used to recognize, analyze and prevent the security threats.
This paper is a modified version of work reported
in the XXIV National conference with international
participation TELECOM, Sofia, Bulgaria, 2016.
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UP-TO-DATE INFORMATION ON SCIENCE IN BULGARIA
REPUBLIC OF BULGARIA
Ministry of Education and Science

Better Science for a Better Bulgaria 2025

Vision for a research policy strategy in support of society and
economy
OVERALL OUTLINE
Meeting societal and economic challenges based on a rich science history….
Bulgaria has a rich history of internationally acknowledged scientific and
technological expertise and successes in a considerable number of areas. Today’s
fast moving and interconnected world, requires Bulgaria’s science and innovation
system to strive towards success and achievements.
We are on a continent and in a globalised world increasingly in need of cuttingedge knowledge and technologies to overcome mounting societal and economic
challenges. Examples are related to health, ageing/demographics, environment,
climate, energy, security, but also of course to growth and employment in general,
which are in turn linked to important issues as inequality and social exclusion.
Overcoming difficulties and barriers in science and research….
Over the years, several independent, international organisations1 have taken stock
of Bulgaria’s research and innovation system and its performance and have issued
recommendations on ways forward. Past governments put out efforts to overcome
some of the shortcomings that have appeared in the research system, by trying to
introducing specific reforms. The political instability, institutional rigidities and a
growing distrust amongst key stakeholders in the research and innovation system,
have left these reform attempts insufficient.
Since then, the present government undertook concrete steps. It already developed
an “Innovation Strategy for Smart Specialisation” and adopted an Operational
Programme “Science and Education for Smart Growth 2014-2020.” At the initiative
of the government, Bulgaria was in 2015 the first EU Member State to take part in
the EU’s Horizon 2020 Policy Support Facility, a rigorous, independent peer review
of Bulgaria’s research and innovation system. By end 2015, this exercise has given
Bulgaria a complete, up-to-date picture and a refreshed set of evidence-based
recommendations.
One of the main conclusions is that research and innovation still have a huge
potential to benefit Bulgarian society and to boost its economic development.

1Inter alia the OECD, the World Bank and the European Commission
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A renewed strategy for a more robust research system, based on dialogue,
trust, partnership….
Now is the time to have a consensual reassessment of the place where the
Bulgarian scientific system and what are its prospects. The next steps, which are
outlined in this strategy should lead to a real, renewed and trust-based partnership
with all key stakeholders in research and innovation.
Some of the puzzle pieces are already there2. Determination and will for change is
present, through consistency of reforms, with a strong correlation and functioning
in practice amongst institutions, both at government level and at the level of
stakeholders.
This paper sets out the vision on what the government intends to put into such a
partnership, into a renewed national strategy forging a robust Bulgarian research
system, both in terms of capacity and quality, in support of society and economy:
“Better Science for a Better Bulgaria 2025.”
New commitment, direction and openness….
The present government seeks to demonstrate new commitment (also in financial
terms) and direction of development of the science and innovation communities
across the state, in all its regions, as well as abroad, within our privileged EU and
beyond.
This will establish trust amongst our citizens, our businesses, entrepreneurs and
start-ups that Bulgaria’s research system can deliver on their needs for and in a
modern knowledge-based society and economy.
To show our young people, whether in Bulgaria or abroad, that taking part in
developing Bulgarian science and research is worthwhile, and part of a rewarding
career.
To go out of our relative international isolation and to achieve a broader
recognition of Bulgaria’s research and innovation from our foreign investors, from
our neighbouring countries, from our partners in the European Research Area
(ERA) and beyond. This will in turn increase Bulgaria’s access to international
research and innovation networks, to more trans-national funding and finance and
with that to Bulgaria’s research system’s effective capability to achieve faster and
better results to our society and economy.
For this reason, the renewed research strategy also contains Bulgaria’s national
roadmap for implementing the priorities of ERA.
Alignment….
Bulgaria needs to bring its overall research policy strategy in line with the thematic
priorities of the “Innovation Strategy for Smart Specialisation” (ISSS) and to
reinforce its objectives, by providing critical mass in research efforts and through
2Inter alia the ISSS, OP SESG, Higher Education Strategy, Law on Education, Regulation on
Professonional Education, the Reform Programme of the Republic of Bulgaria 2020
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the development of new technologies, in support of the most promising sectors.
Alignment with the ISSS priorities will be an opportunity to enhance Bulgaria’s
research and innovation collaboration, connecting it effectively to similar efforts
across European (neighbouring) regions. This in turn is aimed at shaping more
competitive advantages and economic added value for current and future Bulgarian
businesses. The alignment of Bulgaria’s overall research strategy, including on the
National research infrastructure roadmap, is a prerequisite for the final approval of
the “Innovation Strategy for Smart Specialisation”.
Together with the alignment with ISSS’ thematic priorities, we need to better align
and adjust the priorities for higher education development to the needs of research
and the business. Human resources in research and innovation in this context are
one of the key pillars in the government’s present strategy.
Reforms….
The government’s commitment, also in financial terms, is not an end in itself for
Bulgaria’s research system. A range of reforms are already mandatory, stemming
from the “ex-ante conditionalities” in the EU Partnership agreement. These reforms
will have to be met in terms of commitment and solid planning, before Bulgaria’s
research system can actually start profiting from the generous funds contained in
the Operational Programme “Science and Education for Smart Growth”. These EU
funds are crucial to boost the national funding of Bulgaria’s national research
system in the years to come.
Hence, change and reforms, some quite profound, will therefore be inevitable, both
on the side of the Ministry of Education and Science and on the side of the other key
stakeholders in Bulgaria’s science and research system.
While the present paper defines the long-term vision, it doesn’t mean that changes
are planned for a later stage. The urgent start of reforms has the advantage that
some changes can be gradual, more easy, less painful, but they have to be set
clearly from the start.
Reforms in the research system are part of Bulgaria’s broader reform challenges,
which the present government is addressing every day: reforming the judicial-, the
healthcare- and the pension-systems; transition towards e-government, working
on tax-compliance.
Change in attitude….
First and foremost is achieving an overall change in thinking about and within the
Bulgarian research system. As the vision presented in this paper demonstrates, the
government expresses readiness for and commits, for the sake of increasing the
capacity, quality and effectiveness of Bulgaria’s research system. This will lead to
increase of the prosperity of Bulgaria in an interdependent Europe and in a
globalized world.
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A RENEWED RESEARCH STRATEGY BASED ON 4 PRINCIPLES:
The renewed research strategy aims to achieve maximal impact on Bulgaria’s
society and economy, and is based on four key principles. They should be applied
by presumption, not by choice or randomly. It is therefore key that these principles
are elevated into the core strategic goals and modes of operation of all actors and
stakeholders involved. There is no further room for complacency on systemically
applying these principles.

Principle 1: Partnerships in three dimensions
-

Partnership amongst the research and innovation performing and
dependent/demanding organisations – scientific organisations,
universities and businesses, their confederations and civil society
organisations. These partnerships have different dimensions - territorial,
sectoral, result-orientated and common European. They could be about
creating and enhancing excellence, critical mass, generating new incomes
and contributing for growth and employment.

-

Partnerships amongst institutions developing and implementing
(sectorial or generic) policies in science and innovation, basically
aimed at inter-ministerial coordination. There is a continued need for
effective coordination mechanisms within the government structures. The
ministry of Education and Science is committed to a more effective
partnership at different levels between the governments institutions
defining and implementing policies and actions in science and innovation, in
particular with other ministries (economy, health, environment and water,
agriculture), as well as effective alignment with other sectorial policies, such
as regional policy, defence and security, transport and ICT. Inclusion of the
ministry of finance this partnership will be encouraged.

-

Partnerships amongst institutions developing and implementing
(sectorial or generic) policies in science and innovations on the one
hand,
and
research
and
innovation
performing
and
dependent/demanding organisations on the other hand. This aims at
ensuring a dialogue and the preparation of an agenda that will show what
research and innovation performing organisations can and are expected to
deliver to sectorial policy needs.

Principle 2: Complementarity and synergy
The renewed research strategy for Bulgaria seeks complementarity and synergies
with other strategies’ objectives and results, such as the Innovation Strategy for
Smart Specialisation, the National Reform Programme, the Strategy for
development of research in the agrarian sector 2009-2018, Economic analysis of
Bulgaria and others. The aim is to achieve synergies and build on these, rather than
to duplicate and/or sustaining discordance between policies and priorities.
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Principle 3: Equal involvement of stakeholders
The strategy affects the entirety of stakeholders in research and innovation. It is
subject of open debate and should reflect all constructive proposals and measures
that will positively and significantly impact the outcomes of its application. The
ministry of economy and the ministry of finance are co-sponsors of this strategy,
which should not only safeguard coherence but also the provision of the necessary
resources for its successful implementation.

Principle 4: Trust
The most challenging principle is the one of trust. Trust is hugely important for a
positive attitude in and around any system, and it takes big efforts and will.
Over the past years, systemic trust in Bulgaria’s R&D system is shaken3. This has
had an overly effect on the readiness of the main actors in research and innovation
to reach out to each other from their “trenches”. It has also negatively affected the
preparedness of young people enter a science and innovation system that doesn’t
seem welcoming to the new generations. It has also undermined the confidence of
businesses and entrepreneurs to rely on Bulgaria’s research system to provide
them with useful knowledge and technologies to further develop and expand their
businesses.
The present strategy aims to help and restore trust amongst the main actors in
research and innovation, to reach out to each other and to reinforce result oriented
actions in a collaborative and positive attitude. The Ministry of Education and
Science can decisively contribute to restoring trust of Bulgaria’s main actors in
research and innovation, by promoting transparency in the development and
application of the new policies.
A transparent and open setting of research priority is essential in providing them
with financial and human resources. Trust requires clear vision regarding the
mechanisms for allocating funds among scientific fields, through clear and broad
understanding to overcome conservatism in the system.

3“Report on the Peer Review of the Bulgarian R&I system under the PSF”, 2015
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A RENEWED RESEARCH STRATEGY BASED ON 4 PILLARS:
Pillar 1: Renewed commitment to raising public investment in
research
Bulgaria in the bottom ranks of EU R&D intensity….
Following a rapid decline of Bulgaria’s R&D intensity (combined public and private
investment as percentage of GDP) from 2.16% in 1990 to 0.56% in 1995 (after
which it stabilized)4, it has taken Bulgaria 14 years to get its R&D intensity up from
0,5% in 2000 to 0,8% in 20145. With that, Bulgaria still is in the bottom ranks of
EU countries’ investment in R&D (24th place of the 28 EU Member States, leaving
only Croatia, Latvia, Cyprus and Romania behind) and well below the EU average of
2,03% R&D intensity in 2014 (versus 1,8% in 2000, albeit before the 3 enlargement
rounds of 2004, 2007, when Bulgaria acceded, and of 2013).
To reach Bulgaria’s stated 2020 R&D intensity target of 1,5%, an annual growth of
11% is required. To note that over the period 2007-2014, Bulgaria’s annual
increase of R&D intensity amounted on average 9%, while over the period of 20002014 this annual growth amounted only 3,5%.
The need for higher public investment in R&D….
Bulgaria’s public share in R&D investment (combined government and HE sector)
has however declined from 0.35% in 2007 to 0.25% in 20136.In 2014 and 2015 the
public share of R&D intensity has been maintained at that level.
More needs to be done in terms of increasing the public share of investments in the
sector. As the EC Policy Support Facility peer review reports7: “Whatever the
evidence on the possible ‘new’ role of the business sector, domestic or foreign, in
increasing overall investment in R&D in Bulgaria, for it to be sustainable in the long
term, it will be essential for public funding….to become more in line with what other
countries at the level of development of Bulgaria spend as a percentage of GDP.
Relying only on foreign investments will create, and already does, huge discrepancies
in the use and functions of BAS, AA and HEIs for the economy and quality of life in
Bulgaria …”
A substantial increase of public investment in R&D will not only help to reinforce
those sectors identified in the Innovation Strategy for Smart Specialisation, but also
benefit a revamped, competitive Bulgarian broader science and research base to
better meet our societal challenges, as well as to support newly emerging creative
and economic sectors.

4DG Research and Innovation –Unit for the analysis and monitoring of national research policies

–

Data Eurostat, DG ECFIN
5“Science, Research and Innovation Performance of the EU”, European Commission, 2016
6Ib idem footnote 3
7“Report on the Peer Review of the Bulgarian R&I system under the PSF”, 2015
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A commitment to public R&D investment of (0,45%) by 2020 and 0,67% by
2025….
In the EU, as in most developed economies, the accepted ratio of public/private
investment in R&D is 1/2. In line with that, and with the stated goal of Bulgaria to
reach 1.5% R&D intensity by 2020, it will be the ambition of the Ministry of
Education and Science to expand the public investment in research from 0.25%
currently to (0.45%)of GDP in 2020. Moreover, a new goal of 2.0% R&D intensity
by 2025, with which Bulgaria would reach the current EU average R&D intensity,
would require a further rise in the public R&D investment to 0.67% in the longer
term.
The ambitious commitment for substantial increase of public investment in R&D in
Bulgaria rests on two distinct components. First, there is the new OP SESG, with
€243m (on average about €34,5m per year) from the dedicated priority axis 1,
while priority axis 2, also contains research related budget. Second, there is the
state budget component, which currently stands at approximately BGN200m per
year.
In the years to come, the state budget component would first of all need to rise
substantially to provide the necessary room to meet the minimum co-funding
requirements from the funds allocated through the OP SESG. Only for priority axis 1
this will require an additional amount of €43m, or €6.1m on average per year until
2021/2022).
Secondly, the state budget component would need to increase in order to support a
new palette of targeted activities, developing competition between research
organizations and for research-business joint programmes in smart specialization
areas, as part of the reform efforts in the Bulgarian research system (see pillars
below). The OP SESG doesn’t contain funds for those components. This would
require an additional BGN20m net per year, after deduction of an increasing
amount over the years to be saved from efficiency gains in Bulgaria’s research
system overall.
On this basis, and assuming an average annual GDP growth of (3%), and naturally
subject to government and Parliament approval, it is estimated that the state
budget component for research would need to increase to BGN220m in 2017,
BGN262m in 2018, BGN289m in 2019 and to BGN320m by 2020, and by 2025 it is
expected to reach BGN 500m.
It is in this way and together with the expected investment component mentioned
above through the OP SESG, that the ministry of Education and Science has the
ambition to raise Bulgaria’s public investment in research to (0,45%) of GDP in
2020.
The level of the state budget component beyond 2020 would depend on the
envelope size of any new OP dedicated to science and education in the new
planning period, as well on a new evaluation of the Bulgarian science and research
system. However, based on the ambitions a public investment in R&D of 0,67% of
GDP by 2025 could be envisaged.
30
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Towards a more relevant and accountable public research base….
The substantial additional public investment in R&D is to facilitate an ambitious
reform of the public research sector in Bulgaria as a whole, in terms of its
organization, methods of funds distribution, its support to human resources in
research and to research infrastructures (see below in the other pillars). To make
the public research sector more focused, competitive and future oriented, and with
that more relevant, geared to the opportunities it can give to provide solutions for
existing and new Bulgarian businesses to be more innovative in providing better
and new products and services that deliver more revenues, adding growth and
employment.
At the same time, the public research sector should commit to socially significant
goals and more accountable for their actions and should increase its efforts to
demonstrate that its results contribute to social and economic development of the
country. This will facilitate public and political support for extra investment in
Bulgaria’s research base.

Pillar2: Reforms in the R&D system
Stability to facilitate reforms…
Progress has been made regarding stability, which is key to attracting investment
and to achieve a knowledge based economy. Bulgaria has many reform challenges,
which the government is addressing progressively and irreversibly. Stability
guarantees progress on reforming the judicial-, healthcare- and pension-systems;
moving towards e-government, working on tax-compliance. The new commitment
to boost public R&D investment is to provide new stability to the research sector,
while facilitating the following main institutional reforms.
Mandatory reforms to achieve the preconditions for implementing
Operational Programme "Science and education for smart growth '....
Many of the proposed reforms presented here are already mandatory, stemming
from the so-called “ex-ante conditionalities” set by the EU. These reforms will have
to be met in terms of commitment and solid planning, before Bulgaria’s research
system can actually start profiting from the inventory of Operational Programme
“Science and Education for Smart Growth”. These EU funds are crucial to boost
Bulgaria’s national research system in the years to come. It underscores the
urgency with which Bulgaria has to address these issues.
Achieving efficiency and effectiveness of the system…
The commitment to raise public investment in research by 2020 and 2025
respectively, will bring Bulgaria up to the current average R&D intensity in the EU.
And the public investment increase will obviously be implemented gradually. These
are in themselves two more compelling arguments why Bulgaria should radically
improve the organisation of its public investment in research: boosting the quality,
efficiency and effectiveness of its public research system. Last, but not least,
Bulgaria’s engagement in building the European Research Area also relates to
effective national research systems.
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On this basis, in the short term Bulgaria intends to achieve:
Shift to performance-based funding by default….
Based on implemented assessment and control, the greater part of institutional
funding for each research organization will be result-based, introduction of multiannual plans and performance contracts involving regular institutional evaluations
using objective international criteria related to performance indicators. Budget
plans will integrate monitoring and evaluation mechanisms, publicity and
traceability of inputs and justification of expenditures based on analytical statistics
and constant data exchange.
Increase the share of competition-based funding….
Gradually, but substantially increase the project- and programme-based share of
funding to actors in research, including institutional ones, at the expense of generic
institutional funding, while maintaining a certain level of basic institutional
funding. This will also allow bringing different institutional actors together on a
programme or project base.
Competitive funds allocation by default based on calls for proposals and peer
review…
All public bodies responsible for allocating funds for R&D competition-based by
default. Increase of the programming portion of the funds invested in research,
based on independent and objective evaluation pf the proposals, introducing best
practice and internationally accepted principles and standards for evaluation and
monitoring.
New agency for better and more competitive research funding….
Revamp the National Science Fund into a solid and respected, politically and
operationally independent research funding agency, implementing substantially
increasing multi-year funding programmes for research grants by means of
transparent, responsible, quality-based competition, the strict criteria for which
are to be laid down based on international standards and practices.
Rationalisation of research performing organisations…
Restructuring and modernizing research organizations, including universities in
order to overcome the fragmentation of the research sector in Bulgaria. Improving
the critical mass, equalizing efforts, increasing the efficiency of public resources
invested in research organizations and avoiding duplication of infrastructure.
The largest share of the foreseen budget increase will be directed to sectors that
have undergone international assessment, proposing reforms for traceable, visible,
with broad public impact scientific result and determinative effect for both the
research and economic development of the country. As a result, until 2020 it is
expected national centers of excellence and centers of excellence to be established,
bringing together the existing scientific capacity in leading scientific fields that are
unique to the country and unmatched regionally, and contribute to building the
European Research Area.
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Modernization of the research infrastructure in Bulgaria as an attractive
destination for research and innovations
The national research infrastructure is a source of income, influence and effects
that cover 30% of infrastructure for the public sector, 40% infrastructure serving
the modernization of technology in defense and security, 40% infrastructure with a
direct impact on ecology and the environment, 55% with effect on improved health
(especially prevention), 60% effect on regional policies and 70% supporting
scientific production of BAS institutes.
Establish an R&D Liaison office in Brussels….
Complementing diplomatic channels, the vast majority of EU Member States have
since many years a dedicated research and development liaison office in Brussels.
The added value of these offices8 lies in their dedicated communication channels
between major research actors in their home countries and those in the Brussels
beltway that are in the know about the latest opportunities for funding and
collaboration. The establishment of a Bulgarian R&D Liaison Office in this context
would not only give a strong sign of political engagement on the European
Research Area, but it would open up many practical channels for Bulgarian
research organisations and their researchers to engage more effectively in
successful trans-national collaboration.

Pillar3: Strategic priorities, alignment with smart specialization
and beyond
Rationale for strategic priorities and factors for their choices….
To focus science and research in strategic priority areas is crucial for achieving
critical mass, efficiency of investments, building competitiveness advantages and
skilful human resources for the benefit of the economy and society.
The choice of long-term priorities is determined by three main factors:
(A) Expectations as to which sectors of the Bulgarian economy will grow most
actively in the following years, including what kind of scientific-educational
provision will be needed;
(B) Existing capacity, strengths and potential of research organisations and the
perceived need of business operators;
(C) Global trends and the priorities of the EU(H2020).
Selecting such strategic priorities enables Bulgaria to concentrate its expanding,
but still limited resources on those sectors that are economically most promising.
The aim is to increase the efficiency of research and innovation and to create
conditions to achieve significant scientific results and multiplier effects in the
economy.
The presence of stable priorities, at least for some years, also greatly reduces
abrupt and frequent changes in the guidelines on research related redeployment,
as well as the opportunities for financing.
8

http://www.iglortd.org/members
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Need to bring research policy strategy in line with ISSS….
Bulgaria needs to bring its overall research policy strategy in line with the thematic
priorities of the “Innovation Strategy for Smart Specialisation”. To reinforce its
objectives, by providing critical mass in research efforts and the development of
new technologies, in support of our most promising sectors.
This in turn is aimed at shaping more competitive advantage and economic added
value for current and future Bulgarian enterprises. The alignment of the overall
strategy, including a national roadmap for research infrastructure is a necessary
condition for final approval of the Innovation Strategy for smart specialization.
The added value of knowledge beyond the priorities of ISIS ….
Bulgarian science and research is expected to have a greater contribution to
societal challenges set out in the EU framework program "Horizon 2020", which
are a challenge for all Member States, but have direct relation to Bulgarian society.
What is needed is quality and transparent assessment of the scientific system to
determine those scientific fields, with capacity to contribute to specific societal
challenges.
Looking ahead to 2025 other areas are likely to emerge, from growing economic
and / or social interest, requiring experience and extracting knowledge from the
Bulgarian sector of science and research.
Hence, the proposed focus on the following research priorities….
The priority areas for research development for the period up to 2025in the
present Strategy are determined based on:
(A) Expectations about which sectors of the Bulgarian economy will grow most
actively in the coming years, including what scientific and educational provisions
will be needed;
(B) The existing capacity, strengths and potential of research organizations and the
recognized need for businesses;
(B) Global trends and priorities of the EU ('Horizon 2020').
Proposed priority research areas in the renewed Bulgarian research Strategy to
2025 :
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Mechatronics, clean technology and new energy and energy efficient
technologies;
Health and quality of life, green and eco-technologies, biotechnologies,
eco-foods, purification and waste technologies;
Environmental protection. Utilisation of raw materials and bio-resources;
environmental monitoring.
Materials and Nanotechnology;
Information and communication technologies;
National identity and anthropology. Socio-economic development and
governance.
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Research in the priority areas are based on priority areas identified in ISSS and
national achievements of fundamental sciences, which should be considered as a
horizontal priority.
The operational plan for the implementation of the present Strategy has a time
frame of 4 years (2016-2019), after which an evaluation of the implementation is
foreseen and the development of a plan to reach the goals by 2025 according to the
new programming period of the EU. It sets out how these priorities will be
addressed in practice and over time. Complementing the benefits of a reformed
research and development system, stated in Pillar 2, the following principles will be
applied in determining a coordinated approach to strategic priorities:
Synergies through alignment of national programmes….
An integrated approach is needed to align the national programmes with the
strategic priorities, comprising all major research actors active in the areas
concerned, across Bulgaria’s regions. Actors active in the business sectors and in
the public policy sectors, as well as civil society where applicable should be
systemically and actively involved in this exercise.
Centres of excellence and competence, research infrastructures….
Major vehicles to focus research activities, create critical mass on the strategic
priorities and to ensure a direct connection with business and public policy sectors,
will be centres of excellence and competence (including regional ones) and aligned
with the research infrastructures roadmap. These structures are also to give fresh
impetus to more systemic and effective knowledge and technology transfer
mechanisms.
Piloting and roll out of joint R&I programmes….
Science-business cooperation and a more entrepreneurial orientation and mind set
are also to be fostered through piloting and, with time and funding expansion, roll
out of new joint R&I programmes. These initiatives should be oriented towards a)
implementation of concrete results and solutions for business in specific sectors to
enhance their technological advancement or/and to overcome technological gaps
in their current economic activity or b) fostering research and innovation activity
within RPOs (incl. universities) in specific fields of economy interests, defined
under ISSS and creating paths for commercialization of research and technological
results.
Stronger connections with the European Research Area and beyond….
The approach under this pillar, in combination with renewed commitments of
Bulgaria under the ERA Roadmap, including on e-science, will assist Bulgaria’s
research system to break with its relative international isolation. Strategic choices
on trans-national and international cooperation and better use of Bulgaria’s
diasporas in research, will help to establish a Bulgarian “research brand” and
achieve a broader recognition from our foreign investors, from our neighbouring
countries, from our partners in the ERA and beyond.
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This will decisively increase Bulgaria’s access to international research and
innovation networks (e.g. ERA Joint Programming Initiatives, Joint Technology
Initiatives, EIT Knowledge and Innovation Communities); to privileged access to
key research infrastructures across Europe; to more trans-national funding and
finance (amongst others from Horizon 2020), etc. These international linkages will
in turn boost Bulgaria’s research system’s effective capability to bring quicker and
better results for the Bulgarian society and economy.

Pillar 4: Human resources
Human resources are key to achieving the goals…
All the goals set out in the present vision will be rendered null and void without the
necessary human resources to deliver on them and in the future. There is a lot of
expertise, talent and energy in Bulgaria’s research system. However, Bulgaria
suffers from demographic decline. The country has fewer researchers in all main
categories compared with the EU average. Nearly half of professors are over 65
years of age and migration of younger researchers to other (EU) countries or to
jobs outside R&D is a rule, rather than an exception. Increasing the number of
researchers is therefore a monumental challenge, not just in view of the foreseen
rise in public funding for R&I. But also in terms of developing and maintaining the
necessary quality of new human resources, in view of the ambitions for a reformed
research system.
Incentives for research careers at all stages and to retain and attract young
talent from Bulgaria and abroad….
Rapid and decisive action are required to put into place a system of incentives for
research careers at all stages and to retain and attract young talent from Bulgaria
and abroad into science and innovation
It should be ensured that both the Bulgarian authorities and all public research
organisations ensure that recruitment, promotion and funding of researchers is
performed in an open, transparent and merit-based manner, using the necessary
metrics and international peer review practices.
All public research organisations, in particular the universities and institutes of the
Bulgarian Academy of Sciences, should adopt and put into practice the European
Charter for Researchers and the European Code of Conduct for Recruitment. This
will lead to a transparent working environment and career development based on
rewarding performance, and to ensure open and transparent recruitment practices.
In this context, it is crucial that the next generation of researchers should be well
equipped to take up jobs in the research and innovation sectors. The education
system in Bulgaria does not stimulate sufficient interest in research as a career.
PhD candidates receive a very traditional research education that often lacks
modern elements, including mastering foreign languages and training in the socalled 'transferable' skills that are crucial in research interaction with the business
sector and for innovation in general. PhD candidates in Bulgaria suffer from very
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low salaries. This makes doctoral studies abroad more attractive, contributing to
brain drain and making it hard to recruit foreign young researchers to come to
Bulgaria.
Partnership to address shortcomings in terms of qualifications, career and
salary structures…
To address these shortcomings a partnership is sought with and between BAS, AA
and the universities to ensure that doctoral programmes become more
international, incentivise the mobility of PhD students, establish better connections
to market needs, and ensure higher quality in different disciplines. The so-called
European Principles of Innovative Doctoral Training could be applied by all
institutions performing research in Bulgaria.
The partnership also implies initiatives to work towards more competitive salary
levels and structures, with room to differentiate, fix and adjust researchers’
remuneration levels based on individual performance. This should go hand in hand
with a dedicated augmentation of the public funding base.
The partnership between BAS and the universities should be based on mediumterm HR planning (rolling 3-5 years) concerning pensioning versus new positions
for younger generations of researchers, including working on a better gender
balance in Bulgaria’s public research base.
National commitment to support postdoctoral researchers…
Progressive roll out of sizeable, dedicated individual fellowship programmes, to
retain Bulgarian postdocs or re-attract those working abroad, and to attract
international researchers to Bulgaria.
The state will implement a more effective policy aimed at improving the economic
and social status of researchers and at creating attractive conditions for scientific
activities that give them a sufficient dose of professional confidence. The state will
encourage the return and integration of highly qualified Bulgarian scientists
working at research institutions abroad. It will initiate actions to modernize all
aspects of the structure and management of research organizations to increase
their scientific and human potential. It will also provide support for collaboration
between the Bulgarian diaspora and research organizations in the country by
introducing special schemes for it. Work will continue to support the participation
of Bulgarian research teams and scientists in international and European programs
and initiatives. However, it is necessary to have a mechanism for periodic
evaluation of the research staff and the work of researchers.
Addressing research integrity and gender….
The ministry of Education and Science is committed to work with the public
research institutions to ameliorate the quality of Bulgaria’s researchers by
systemically addressing research integrity in the upper curricula of researchers’
training and to active policies on improving the gender balance in research,
especially in terms of senior researchers.
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Next steps
The vision set out in this paper and detailed further in its annexes, constitutes an
ambitious, but realistic and above all highly necessary research strategy for
Bulgaria. The overall objective is to boost the capacity, focus, quality and
effectiveness of Bulgaria’s research base; to considerably enhance its contribution
to solutions for the grand challenges facing society and to decisively contribute to
knowledge and technology-based innovation, economic growth and employment in
the years to come.
Although it is a long-term vision, its implementation should be taken at hand firmly
and as soon as feasible.
Major elements, of a legislative nature of a matter of finance, require preparation
and planning. The ministry of Education and Science is committed to work on that
in a constructive spirit with all stakeholders concerned, while recognising the
urgency of reform. This goes in particular for the need to meet the ex-ante
conditions before the Bulgarian research system can benefit from the financial
envelope of the OP SESG and from the final approval of the ISSS. Also the budgetary
planning, in particular with a view of the national budget for 2017, requires
coordinated action.
That is why the Ministry of Education and Science will initiate the following next
steps:
-

Build a broad-based political consensus comprising the government,
parliament and political actors in Bulgaria’s regions to support this vision;
Build broad and sustained support for this vision amongst the stakeholders
in the Bulgarian R&I system, including businesses and its associations;
Raise awareness and enhance support amongst civil society and media;
Raise awareness and build support amongst European and international
partners in research and innovation;
Start the process for the legislative initiatives and financial measures in
accordance with the present vision;
Elaborate a comprehensive multi-annual action plan to implement this
Strategy.

This information is available online:
Better Science for a Better Bulgaria 2025 - Vision for a research policy strategy in support of society and
economy, Ministry of Education and Science, REPUBLIC OF BULGARIA,
Last access: 15 January 2017, https://era.gv.at/object/document/2763/attach/BG_Better_ScienceBetterfinal_en.pdf
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Summary of the Peer-Review of the Bulgarian R&I system
ERAC – agenda point 6.1 -Horizon 2020 Policy Support Facility: Peer-Review of the
Bulgarian R&I system and lessons learnt
28th plenary meeting
Brussels, 13 November 2015
1.

Context

The Horizon 2020 Policy Support Facility (H2020 PSF) peer reviews stand in the tradition of
previous peer review models under the auspices of the CREST and ERAC 1 by following the
three-steps methodology and offering a slim structure based on two short field visits with
stakeholder group interviews and a number of documents, including both qualitative and
quantitative analyses, received beforehand. Findings thereby also reflect the degree of
preinformation and insight provided by the reviewed country. The advantage of this design
lies in a relatively short-termed availability of systemic expert impressions and timely
commitment of external feedback to practical policy issues rather than an in-depth evaluation
of single players, instruments and their functionalities. The process is tailored to specific
country needs i.e. the country choses the scope of the review and the right time in the policy
cycle. Country's high level political commitment and involvement of a wide range of
stakeholders ensures the visibility and the proper follow-up of the peer review.
Bulgarian Peer Review was the first organised under the H2020 PSF. The Peer Review of
Moldova has started in October 2015 and the Peer Review of Hungary will be launched
beginning of 2016.
The Bulgarian Peer Review followed the Horizon 2020 Policy Support Facility three-step
methodology as summarized in the Annex to this note.
2.

Final report “Peer Review of the Bulgarian Research and Innovation system”
and key policy messages for Bulgaria

The full report of the Bulgarian Peer Review is attached to this note.
The aim of the peer review was to provide external advice to the Bulgarian authorities in the
process of evaluating their research and innovation (R&I) system and assist where necessary
in implementing national strategies and policy measures, with a focus on three main areas: (1)
assessment of R&I funding and performing bodies and instruments; (2) R&I Human resources
capacity development; and (3) tackling the gap between research and business. The Bulgarian
national authorities expressed a strong political commitment to this exercise.
The PSF expert panel arrived at the ten Policy Messages, each one supported by a number of
detailed recommendations presented in the report of the PSF peer review panel. The “Policy

1

OMC policy mix reviews in 2003-2010 and ERAC peer reviews using SAT tool in 2010-2014. Especially the
recent peer reviews (SI, EE, DK, ES, IS) proved successful in helping countries to draft a new R&I strategy
or adjust implementation activities for a set of R&I reforms.
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Messages” section in the Peer review report explains the rationale supporting each of those
ten policy statements (see in the attached report):
1. Bulgaria has a historic opportunity to strengthen its economic potential by increasing
science and innovation funding to at least 1% of GDP in 2020. Achieving sustainable
impact from such increased funding will require major structural reforms of the research
and innovation system to boost efficiency and quality. More and better funding will also
need coordinated and effective planning and use of the European Structural Funds.
Bulgaria has to:
2. Establish long-lasting support for science and innovation investments and reforms by
seeking broad political consensus in matters of science and innovation, and launch a
structured, committed and sustained dialogue with the Bulgarian science and innovation
community. This dialogue should lead to a 'National Science Agenda' capable of
rebuilding trust in the system. The Council for Smart Growth is best placed to take
leadership in this process.
3. Set up a professional, independent and robust national research agency to design and
manage research and innovation funding programmes and support the successful
implementation of the RI structural reforms package.
4. Improve the processes for the evaluation and funding of project proposals, and bring
those processes to international standards.
5. Increasingly concentrate funding for institutions that perform research, so as to reward
high performance.
6. Encourage the participation of Bulgarian scientists and innovation entrepreneurs in
European programmes.
7. Take rapid action to rebuild incentives for research careers at all stages and to retain and
attract young talent from Bulgaria and from abroad into science and innovation.
8. Incentivise the opening up of Bulgaria's science base to businesses and step up the
schemes to support public-private cooperation.
9. Create the conditions for specific regional and local innovation ecosystems to develop in
Bulgaria using the Sofia Tech Park as a strategic innovation testbed.
10. ще се върнем… (We’ll be back...) The Bulgarian government should favour an
assessment of the implementation of those recommendations within a three-year time
span.
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Annexes:
News
alert:
081015

http://ec.europa.eu/research/index.cfm?pg=newsalert&year=2015&na=na-

Full report of BG Peer Review (also available via forthcoming PSF-RIO website):
Soete, L.,, Cowey, L., Langfeldt, L., O'Carroll, C., Preissler, S., Gaczynski, M., Garcia,
CE,, Henriques, L., Mahr, A., Sorčan, S., Peer Review of the Bulgarian Research and
Innovation system, Horizon 2020 Policy Support Facility, DG Research and Innovation,
Luxembourg: Publications Office of the European Union, 2015.
Methodology and approach of the “Peer Review of the Bulgarian Research and
Innovation system”

CONTACT: RTD-PSF@ec.europa.eu
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Annex:
Methodology and approach of the “Peer Review of the Bulgarian Research and
Innovation system”
The Bulgarian Peer Review report was produced during April-September 2015 by an
independent panel of senior officials working in policy-making at the national level and acting
in a personal capacity, and high-level independent experts from Germany, Ireland, Norway,
the Netherlands and the UK with expertise in relevant research and innovation fields. Ten
persons composed this panel: Luc Soete (Chair, Maastricht University, The Netherlands), Lisa
Cowey (rapporteur, independent expert, United Kingdom), Mateusz Gaczynski (Ministry of
Science and Higher Education, Poland), Clara E. Garcia (Ministry of Economy and
Competitiveness, Spain), Luisa Henriques (Foundation for Science and Technology,
Portugal), Armin Mahr (Federal Ministry of Science, Research and Economy, Austria), Stojan
Sorčan (Ministry of Education, Science and Sport, Slovenia), Liv Langfeldt (Expert for
institution assessment and evaluation, Norway), Conor O'Carroll (Expert for funding
agencies, research human resources and mobility policy, Ireland), and Steffen Preissler
(Expert for innovative transfer systems, Germany).
The PSF expert panel arrived at the ten Policy Messages highlighted upfront in the report,
each one supported by a number of detailed recommendations. The report explains the
rationale supporting each of those ten policy statements and the corresponding
recommendations. Many country and case boxes fill the different chapters of the report,
presenting numerous good examples of 'good practices' from other Member States or
neighbouring countries, to learn from. Finally, in its conclusion the panel proposes to the
Bulgarian government that in three years from now a broadly similar PSF panel comes to
assess the implementation of the recommendations contained in this report.
The Bulgarian Peer Review was organised in line of the Horizon 2020 Policy Support Facility
three-step methodology as summarised here:
I. Design and Preparation:
The Bulgarian authorities expressed their interest and high-level commitment for a peer
review of their R&I system by a letter of the Minister of Education and Science from 12
December 2014. In this context the panel of experts was set up to support the Peer Review of
the Bulgarian R&I system under the Horizon 2020 Policy Support Facility in 2015. In line
with this request the aim of the peer review was to provide external advice to the Bulgarian
authorities in the process of evaluating their R&I system and implementing their recently
updated national Strategy for Development of Research 2020 and the upcoming Innovation
Strategy for Smart Specialisation. The expected outcome of the Peer review was to provide
recommendations to the Bulgarian authorities on possible reforms to improve the performance
of the Bulgarian R&I system focusing on the following areas chosen as scope of the peer
review (focus areas) by the Bulgarian Authorities:
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Focus areas of Peer-Review of the Bulgarian R&I system:
(a)

R&I funding and performing bodies and instruments assessment. Improving the
quality and efficiency of the public research organisations and tailoring the normative
base for effective monitoring of R&I programmes and project results. Re-design and
implementation of structural changes within the Scientific Research Promotion Act
and the National Science Fund Regulation.

(b)

R&I Human resources capacity development. Improving the academic career path
through in-depth assessment of the current legislation (Academic Career Development
Act) and recommendations for overcoming the challenges of brain-drain and aging of
the research staff in a long-term prospective. Also introducing stimulus for the public
research organisations and the universities for adopting the Charter and the Code as
well as specific reintegration measures

(c)

Tackling the gap between research and business. Building-up and enhancing
knowledge transfer policies and instruments, including evaluation of current
legislation and introducing tailored measures for attracting industry and in particular
the SMEs to collaborate with the public research organisations.

In the preparation phase the collection of evidence started by gathering codified information
on the host country and mobilizing key actors. In parallel the Horizon 2020 PSF panel
(hereafter the "PSF panel") was carefully selected in order to assure a proper expertise in
specific topics related to the focus areas of the peer review as well as a proper geographical
coverage. The PSF panel comprised senior officials from Austria, Poland, Portugal, Slovenia,
and Spain working in policy-making at the national level and acting in a personal capacity,
and high-level independent experts from Germany, Ireland, Norway, the Netherlands and the
UK with expertise in relevant research and innovation fields:
PSF panel for the Peer-Review of the Bulgarian R&I system:
Peer experts: Mateusz Gaczynski (Ministry of Science and Higher Education, Poland) Clara
E. Garcia (Ministry of Economy and Competitiveness, Spain) Luisa Henriques (Foundation
for Science and Technology, Portugal) Armin Mahr (Federal Ministry of Science, Research
and Economy, Austria) Stojan Sorčan (Ministry of Education, Science and Sport, Slovenia)
Independent Experts: Luc Soete (Chair, Maastricht University, The Netherlands) Lisa
Cowey (Rapporteur, independent consultant, United Kingdom) Liv Langfeldt (Expert for
institution assessment and evaluation, Norway) Conor O'Carroll (Expert for funding
agencies, human resources and mobility, Ireland) Steffen Preissler (Expert for innovative
transfer systems, Germany)

“Е+Е”, 11-12/2016

43

The peer reviewers used a comparative method to analyse the Bulgarian R&I system, its R&I
policies and its concrete instruments of implementation. Their assessment of possible
institutional structures or instruments useful to apply and implement in Bulgaria was
complemented, when possible, by concrete case studies or description of instruments and the
policy process by which they were put in place in their own country (i.e. ‘boxes’ in the final
report). The involvement of peers also assured the two-way learning that occurs between the
peers and their interlocutors during the missions to the host country.
The five independent experts used an academic methodology and based on the focus areas
identified by Bulgaria they analysed its R&I system considering a systemic approach with
both supply and demand side measures, identifying alternative structures, practices and
instruments in place in European or other countries and assessed the validity and relevance of
these instruments in Bulgaria. Their role was also to compare and “de-contextualise” countryspecific experiences brought by peers and prepare an overall analytical framework of the final
report. The Commission acted as Observer and facilitator in the process.
II. Implementation: in-depth analysis and peer review sessions:
In a second step the actual peer review analysis took place involving both remote analyses of
the information (background documents and other information collected in the first step and
outlined in the annex 1 of the Peer Review report) in relation to the focus areas selected by
Bulgaria and face-to-face interactions within the host country. The PSF panel met for a first
field visit in Sofia from April 22nd till 24th 2015. Preliminary findings were presented to
various Bulgarian stakeholders during a second field visit in Sofia on June 25th and 26th,
2015. The peer review missions included interviews with a broad range of officials and
stakeholders from the peer-reviewed country as well as debrief meetings for the panel and
representatives of the Commission services, at the end of each day. On the basis of the various
documents received and analysed, responses to an online survey sent to the Bulgarian
stakeholders as well as in-depth discussions with various experts and the many comments
received during the two field visit, the PSF panel drew up the final Peer review report.
III. Reporting phase:
The third step consisted in elaborating and communicating the findings of the peer review in a
suitable way. The draft peer review report, prepared before the second country visit was
discussed with the host country authorities. The final report including analysis and policy
recommendations and taking into consideration the findings of the feedback mission from
June 2015 was presented by the panel in Sofia on 8 October 2015 in the presence of the
Commissioner Moedas.
The main outcome of the process is therefore the final Peer review report including a set of
concrete recommendations, feasible to implement in the national context, with supporting
evidence gathered in the peer review and learning from practice and analysis of similar
approaches and reforms introduced in other countries.
In addition, since the Peer Review is a participatory process, it is not possible to fully measure
its outcome for such dimensions as the host country self-discovery, mutual learning aspects,
and usefulness of informal exchanges between stakeholders and peers.
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Follow-up:
It is the country’s responsibility to ensure the follow-up to the peer review and
implementation of the recommendations through concrete reforms. In rolling out these
reforms, the Bulgarian authorities can continue to call upon the PSF for support. Firstly it can
be done via the H2020 PSF “specific support” aiming at providing a set of concrete
recommendations on how to tackle a specific R&I policy issue and how to implement the
reform.
Secondly, as is explicitly mentioned in one of the recommendations, the Bulgarian
government should consider an “assessment of the implementation of all recommendations
within a three-year time span” through a PSF post-Peer Review, using a broadly similar PSF
panel.

This information is available online:
Summary of the Peer-Review of the Bulgarian R&I system ERAC – agenda point 6.1 -Horizon 2020 Policy
Support Facility: Peer-Review of the Bulgarian R&I system and lessons learnt 28th plenary meeting
Brussels, 13 November 2015,
Last access: 15 January 2017,
https://era.gv.at/object/document/2159/attach/Item_6_1_Summary_of_Bulgarian_peer_review
_Annex.pdf

CONTACT: RTD-PSF@ec.europa.eu
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